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ABSTRACT

Thispaper applies theconceptsofmoral and social responsibility to the internet in considering
bullyingandcyberbullyingthatresultinlossoflife.Specifically,theauthorprobesthemoraland
socialresponsibilitiesofinternetusers(agents),oftheirimmediatesurroundings,andoftheeducation
systeminfightingcyberbullying.Balanceneedstobestruckbetweentwomostimportantprinciples:
freedomofexpressionandsocialresponsibility.Illustrativeexamplesinwhichthisdisturbingand
harmfulphenomenonofcyberbullyinghascostyounglifearementioned.Itisarguedthatcyberbullying
hassomeofthecharacteristicsofhatespeechandthatmanyofthetoolsusedtofightagainsthate
maybeutilisedtofightagainstcyberbullying.Itisfurtherarguedthatallrelevantstakeholdersneed
tothinkoftheconsequencesoftheirconduct,thatinternetabusersshouldbeaccountablefortheir
wrongdoingandbepenalized,andthatpeoplewhohavetheabilitytostoporatleastreducetheriskof
cyberbullyingshouldtakeproactivesteps,exhibitingzerotolerancetocyberbullying.Thearticlecalls
foraresponsibleconcertedeffortbyresponsibleusersoftheinternet,parents,schools,governments,
NGOs,andadministratorsofsocialnetworkingsitestoraiseawarenessoftheproblem,addressit,
andfighttogethertolessenandpossiblyeliminateitfromtheonlineinformationhighway.Disregard
fortheconsequencesofbothcyberbullyingandhatespeechandinactivityfacingthemareimmoral.
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1. PReLIMINARIeS

TheInternethascomprehensiveandfar-reachingpositiveeffects.However, itsveryfoundations,
basedoninnovation,easyuse,relativelycheapcost,andnear-universalaccessibilitymadetheInternet
openforuseandunfortunatelyabuse.TheInternetcontainsthebest,butregrettablyalsotheworse
productsofhumanity.Weshouldrelishthemanypositivesandaddressthenegatives.Inordertodo
this,wemustbalanceoneagainsttheothertwoveryimportantvalues:ontheonehand,theraison 
d’êtreoftheInternetuntilnow,whichisfreedomofexpression;and,ontheotherhand,thevalueof
socialresponsibilitythatshouldbeanessentialcomponentoftheraison d’être.

TheobjectofthisEssayistodiscussmoralandsocialresponsibilityrequiredtodealwithpeople
whoutilizetheInternetforvile,illegitimateandanti-socialpurposes.TheEssayfocusesontheproblem
ofcyberbullying,andonoursharedsocietalresponsibilitiestocounterthisphenomenon.Itbuilds
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onmypreviousresearchonthesubjectandexpandsonit(Cohen-Almagor,2011a,2015a,2018b,
2020).Virtualusersabusesocialplatformstoharasstheirso-called“friends”.Virtual“Friends”might
befriendothersforsinisterpurposes,nottolendsupportbutinsteadtoinflictharm(McVeigh,2011).
Sometimesthesepeopleareusingfakeidentitiesandaccounts.Sometimestheyresorttoanonymizing
toolstohidetheiridentitysotheycouldbullyothersbehindvirtualmasks.Itisarguedthatsocial
responsibilityisnolessimportantthanfreedomofexpression.Freedomwithoutresponsibilityin
thisdigitaleramightprovetobedangerousasInternetabusersexploitdigitalfreedomsandtarget
theirvictimsmaliciouslyandrelentlessly,sometimestodeath.

ConsiderAsk.fm,asocialnetworkingplatformonwhichuserscancreatepersonalprofilesand
sendanonymousquestionstootherusers.Userscanalsopostphotos,videosandGIFsinresponse
toquestions.Theusers’ageismeanttobe13andoverbutitisnotuncommonforpeoplebelowthe
ageof13toopenaccounts.Ask.fmhasmorethan215millionregisteredusersaroundtheworld.1
Thequestionscanbeinnocentandtheycanalsobemaliciousandnasty.16-year-oldJessicaLaney
wasasked“Whyareyousougly?”,“Canyoujustkillyourselfalready?”Thebarrageofabusive
messageswassofiercethatinDecember2012Laneykilledherself(Baker,2012;Fazan,2012;Murray,
2012;Roberts,2012;PendergrassandWright,2014).InAugust2013,14-year-oldHannahSmith
was“asked”to“drinkbleach”and“gogetcancer”beforeshehangedherself(Abad-Santos,2013).
Smithtookherownlifeaftersufferingconstantabusefromask.fmonlinebullieswhoridiculedher
andurgedhertodie(The Age,2013).

ThemodusoperandiofAsk.fnfitsthecyberbullywellandmoredeathswereassociatedwiththe
platform.CiaraPugsley,15,andErinGallagher,13,fromIreland,tooktheirownlivesinseparate
incidentsduring2012afterbeingbulliedonthesite(Maguire,2016).InJanuary2013,Anthony
Stubbs,16, tookhislifeasaresultofbullying(Romano,2013).InApril2013,15-year-oldJosh
Unsworthwasfounddeadafterbeingsubjecttoharassmentandabuseonthewebsite(Tozer,2013).
InJuly2013,DanielPerry,17,jumpedfromabridgesubsequenttobullyingonthesite(Byrne,2013;
Smith-SparkandVandoorne,2013).InSeptember2013,threeteensfromtheUSA,Australiaand
EnglandtooktheirlivesasaresultofAsk.fmbullying:OnSeptember10,RebeccaAnnSedwick,
12,fromFlorida,tookherlife(Broderick,2013).OnSeptember14,Katherine-ChristineBuckley,
15,fromQueensland,Australia,couldnotcopewiththecyberbullyingandtookherownlife.2On
September17,14-year-oldgirlIzzyDixfromDevon,England,hangedherself(Farrell,2013;Panther,
2013).Anothervictim,LauraMckay,testified:“I’vebeenbulliedonask.fmandbeentoldtokill
myselfmanytimes.It’seasyforpeopletohidebehindandbullyanditneedstobestopped”(Press
Association,2013).Itdidnot.InOctober2013,twomorevictimswereaddedtothelist,OliviaMae
Scott,16fromVermont,3andSavyTurcotte,13,fromSaskatchewan,Canada(Smith,2013).4The
youngageofallthevictimsisnoticeable.Theirthreadoflifewascutfartooshort.

InAugust2013,changesweremadetomakeAsk.fmsafer.Thesite’smanagerssaiditwould
viewallreportsquickly,within24hours,makethereportbuttonmorevisible,andincludebullying
andharassmentasacategoryforareport.InFebruary2014,Ask.fmlauncheda‘SafetyCenter’that
providesadviceforbothusersandparents.Ask.fmextendedtheuseofsoftwaretoscanquestions
andanswerspostedbyusersforkeywordsandphrases.Italsoexpandedthenumberoffiltersinuse,
increasedthescanningvocabularyandaddedmanpowertoexaminecontent.Itsmanagersimproved
responsetimetoquestionablecontenteitherbeforeitgetstoauserorjustafterward(Blake,2015).
With thedeploymentof thesesecuritymeasures,Ask.fmdirectorsargued that theywereable to
maintainamuchsaferenvironmentforitsmillionsofusers.However,theimprovementsarestill
insufficient.Criticsdemandtobanallanonymousposts.InMay2015,itwasreportedthat14-year-
oldAuroraCerullotookherownlifeaftershewasbulliedonAsk.fm.AurorawasthethirdItalian
teenagerinayearsuspectedofkillingherselfafterbeingtrolledonAsk.fm(Kendrick,2015).InApril
2016,17-year-oldFelixAlexanderoptedsuicideafterhewasbulliedonAsk.fm(Alexander,2018;
Slawson,2016).LittlewonderthatProtectYoungEyes,anorganisationthatwasfoundedtocreate
asaferInternetforchildren,advisesparentsthattheyshouldtakeextremecautionwhendecidingif
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theirkidsshoulduseAsk.fm.5FamilyEducationrecentlycompileda“CompleteGuidetoPotentially
DangerousAppsAllParentsShouldBeAwareOf”(RohmNulsen,2020).Ask.fmislistedamong
thedangerousapps.Itisstillconsideredoneofthemostunsafeappsforchildren(Elliot,2020).

Thesedisturbingcasesareillustrativeratherthanexhaustive.Ishouldalsomention12-year-old
MalloryGrossmanwhodiedafterbeingbulliedonlineandofflinebyclassmates(Taguchi,Kesseland
Riegle,2017),15-year-oldPhoebePrincewhotookherownlifeafterbeingtormentedandrelentlessly
teasedformanymonthsbyseveralgirlsatherhighschool.Nineteenagershavebeenchargedin
connectionwithPrince’ssuicide.Theirirresponsiblebehaviourwasdescribedasrelentless.They
bullied,cyberbullied,stalkedandharassedPrince,pushinghertotakeherlife.Craigslist,Facebook,
TwitterandFormspring6wereabusedfortheunremittingattacks.Herbookswereroutinelyknocked
outofherhands,itemswerethrownather,herfacewasscribbledoutofphotographsontheschool
walls,andPrincereceivedthreateningtextmessages.Astudentsaidthatbullyingwasacommon
problemattheschool(Kotz,2010).7TheteensmockedPrinceevenaftershehaddied(Goldman,
2010;Kennedy,2010).Prince’stragicdeathdidnotevokeanysenseofmoralresponsibility.This
wasyetanothercaseofpeoplewhoabsolvethemselvesfromguiltandcompassion.

Thissombrelistofvictimsismeanttogiveafacetonumbersandtoexplainthatabuseoffree
expressionhasterribleconsequences,thatlibertyshouldnotbetranslatedintoalicencetoharm,
andthatboundariestospeechmustbeintroducedontheInternetinordertofacilitateasecureand
safeenvironmentforusers.Moreinformationcanbefoundinmybookwhichrecordssomeother
instanceswheresuicidewasdirectlylinkedtocyberbullying(Cohen-Almagor,2015a:106-110).

IcommencedresearchonsocialresponsibilityontheInternetin2006.Atthattime,thefocusof
myresearchwasonideological,violentextremismandonchildpornography.Butasthecyberbullying
phenomenongrewbiggersodidmyinterest.Ibecameawareandincreasinglytroubledbytragicstories
ofyoungchildrenwhotooktheirownlivesfollowingonlineharassment.Oftenthatharassmentwas
accompaniedbyofflineharassment.Idecidedtoexpandmyresearchtoincludecyberbullyingaswell.

InpreviousstudiesIdiscussedatlengththeresponsibilitiesofInternetintermediariesincountering
cyberbullying.Internetintermediariescertainlyhavegreatresponsibilitytoshoulder.ButasIdiscussed
theirresponsibilityinmybookandinotherforums(Cohen-Almagor,2015a,2018b,2020)Iwillnot
addressthisimportantissuehere.SectionIIintroducesthetheoreticalframeworkofthisessay,moral
andsocialresponsibility.SectionsIIIexplainstheconceptsofbullyingandcyberbullying.Section
IVdiscussesthesimilaritiesbetweencyberbullyingandhatespeech,arguingthatmanyofthetools
usedtofightagainsthatemaybeutilisedtofightagainstcyberbullying.SectionVdiscussesthe
responsibilitiesofparentsandoftheeducationsysteminfightingagainstbullyingandcyberbullying.
Theseareagonizingphenomenabecausetheyresulteachandeveryyearwithsuicidesofmostly
youngpeoplewhosedeathcouldhavebeenavoidedifonlypeople–bulliesandothers--weretoact
withgreatersenseofresponsibility.Cyberbullyingisadiseasewhoseremedyisknown.Weneedto
workharderinemployingremediesintoeffectiveuseandpreventviolenceandharm.

2. MoRAL ANd SoCIAL ReSPoNSIBILITy

TheInternetrevolutioneruptedintheearly1990swithoutmuchpreparationorplanningandchanged
ourlivesquitesignificantly.Thisrevolutionhasaffectedvirtuallyeveryaspectofsociety.TheInternet
hascreatednewmarketsandisprofoundlychangingthewaypeoplespeak,findleisure,explorethe
worldandthinkabouthumanphenomena.In2020,theimportanceoftheInternetandthevitalrole
itisplayinginourlivesbecameacutelyapparentascountriesfightingthecoronavirusaskedpeople
tostayathomeandconducttheirlives–jobs,shopping,teachingandlearningandallotheraspects
oflife,fromhome.Thesaying“Myhomeismycastle”mademoresenseinmanypartsoftheworld,
Englandincluded(ofcourse).

IntheInternetage,people’scyberlifemightbedifferentfromtheirofflinelife.Cyberlifeand
offlinelifeareoftennotoneandthesame.Manypeoplehaveactivelifeonsocialnetworkingplatforms
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andhavefarmorevirtual“friends”thangenuine,truefriendsonwhichtheycouldrelyatchallenging
times.Facebookalonehasastaggeringnumberofalmost2.91billionmonthlyactiveusers(Statista,
2021).Thisisalmostathirdoftheworld’spopulation.

Moral responsibilityreferstothedutythatindividualsandgroupshavetoactinaccordancewith
theprinciplesthatguideourlivesconcerningrightandwrongbehaviour.Theseprinciplesarethe
compassthatguideshumanconductinsociety.Socialresponsibilityreferstotheresponsibilityof
individuals,groups,corporationsandgovernmentstosociety.Theresponsibilitiesarepositiveand
negative:tobetterthesocietyinwhichwelive,andrefrainfromharmingourcommunity.Responsible
agentstakeactivestepstodogoodandtoavoidharm(Kaliski,2001;Carrol,2016,2018;Christians,
2019).Responsibleagentscareforoneanother,communicatewithrespectanddonotstandidly
bywhileseeingthatothersmightbeindanger.Boththeprivateandthepublicsectoraremorally
accountable.ManybusinessesadoptedstandardsofCorporateSocialResponsibility(CSR)intotheir
businessmodel.CommontypesofCSRinitiativesincludephilanthropy,volunteerism,supportfor
community,becomingavoicefordisadvantagedgroups,andadoptingafriendlyenvironmentalpolicy.
CSRinitiativesevincegoodcorporatecitizenship,strongethicalpractices,orsustainablebusiness
practicesbothonandoffline(Novak,1996;TrevinoandNelson,1999;Carroll,1999;Carrolland
Shabana,2010;Cohen-Almagor,Arbel-GanzandKasher,2012;Goodpaster,2010;Abend,2014;
TripathyandSarangi,2017;SenaGawuandInusah,2019;Tarabasz,2019).CSRprinciplesaregood,
right,andvirtuouswithrespecttotherolesandresponsibilitiesthatbusinessorganizationshavein
society(García-Rosell,Moisander,andMäkinen,2023).

In the Internetage, theconceptsofmoralandsocial responsibilityarebecomingsomewhat
confused due to the Internet’s disinhibition effect. In the real world, people know that they are
responsiblefortheconsequencesoftheirspeechandaction.Intheonline,cyberworld,fakeaccounts
arecommon.Thefreedomallowslanguageonewoulddreadtouseinreallife,unpleasantderogatory
words,crudeimaginationthat trumpsconventionalnormsandstandards.Somepeoplerelishthe
opportunity to inflict harm on others. Some online abusers exploit social network platforms to
expressmeansentimentsandtohurtpeoplewithtotaldisregardforthepotentialconsequencesof
theirconduct.Theytransgressdecencynormswithimpunity.Someotheronlineusersareoblivious
totheharmtheyarecausing.ThoseInternetusersdonotevenbothertohidetheiridentity.They
findbullyingacceptable,entertainingandevenapprovedbybystanders.Theydonotrecognisethat
wordscancausepeopletolosetheirdignitytotheextentthattheymightfinditdifficulttoshowtheir
faceinpublicortowakeupinthemorning.Forsomepeople,dignityisthemostimportantthing
inlife,moreimportantthancertainorgansorlimb.Allofus,tooneextentoranother,areworried
aboutourreputation.

ImmanuelKantrepeatedlyappealstothedignityofhumanityinsupportofhisethicalprinciples,
especiallythedutytopreserveandimproveoneselfasarationalbeingandthedutytorespectother
persons (Hill Jr., 2014; Kerstein, 2014). Humanity, according to Kant, has dignity. It cannot be
legitimatelysacrificedfororreplacedbysomethingelse.InThe Metaphysics of MoralsKant(2017)
writes“Actinsuchawayastotreathumanity,whetherinyourownpersonorinthatofanyoneelse,
alwaysasanendandnevermerelyasameans.”Humanityisvaluablenomatterhowitcametoexist
orwhattheeffectsofitsexistencemaybe.Thespecialvalueofhumanityisunconditional.Thedignity
ofthepersonhasnoequivalentforwhichitcanbelegitimatelyexchanged.

3. BULLyING ANd CyBeRBULLyING

Bullying is defined as behaviour that is repeated, intended to hurt someone either physically or
emotionally,oftenaimedatcertaingroups,forexamplebecauseofrace,religion,genderorsexual
orientation.Bullyingcantakemanyformsandcanincludephysicalassault,teasing,makingthreats,
namecallingandcyberbullying(GOV.UK,n/d;Smith,2016).UNESCO(2019:14)characterises
bullying as an “aggressive behaviour that involves unwanted, negative actions, is repeated over
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time,andanimbalanceofpowerorstrengthbetweentheperpetratororperpetratorsandthevictim.
Frequencyofbullyingismeasuredindifferentwaysbydifferentsurveys”.Aggressivebehaviourhas
avastoverlapwithconductdisorder,antisocialpersonalitydisorder,alcoholusedisorder,druguse
disorder,depression,anxietyandattention-deficithyperactivitydisorder.Thisoverlaphasmotivated
interestinthecommonanddifferentiatingmechanismsresponsiblefortheseco-occurringphenotypes
(Eisenberger,Way,Taylor,Welch&Lieberman,2007;Nilsson,Aslund,ComascoandOreland,2018;
Martínez-Monteagudo,Delgado,InglésandEscortell,2020).Researchshowsthatpeoplepossess
avariation inagenecalledmonoamineoxidase-A(MAOA),which isassociatedwithantisocial
behaviour.Peoplewiththelow-functioningvariantofthisgeneareknownasMAOA-Lpeople,while
thosewiththehigh-functioningvariantarecalledMAOA-Hpeople.Theformerareat increased
riskforaggressivebehaviourandthedevelopmentofantisocialpersonalitydisorder,evenmoreso
iftheygrowupinanabusiveenvironment.MAOA-Lpeoplehaveamoreaggressivedispositionand
hypersensitivitytointerpersonalconflict(Denson,2014).ThosewiththeMAOA-Lgenotypepaired
withmaltreatmentduringchildhoodwerecorrectlypredictedtocommitcrime(Sohrabi,2015).

Asforcyberbullying,itisdefinedasusingthecomputer,cellphone,andotherelectronicdevices
tointimidate, threatenorhumiliateanotherInternetuser(Kowalski,LimberandAgatston,2008;
Backe,Lilleston,andMcCleary-Sills,2018).Cyberbullyinginvolvestheinflictionofharmviathe
Internetorothercommunicationdevices.Usually this isdonerepeatedlyviamoderntechnology
thatenableseasyandquickdiffusionofhurtfulandembarrassingmessagestooneormanypeople.
Whiletraditionalbullyingisanexhibitionofimbalanceofpower,whenthepowerfulsideabuses
theadvantages/heenjoystochastenanother,incyberbullyingthebulliesarenotnecessarilymore
physicallypowerfulthantheirvictims.TheInternetaffordsalevellingeffectwherestrengthisnot
physicalbutwordy,wherecrueltyismoreaboutthecoarsenessofthemindthanaboutthepowerof
thehands,wherehavingsocialskillstobecomepopularisofslightsignificance.Pronouncingwords
viathekeyboardcanbenolessinjuriousthanthepunchingofthefist.Oneneednotbephysically
fitorwithsocialsubtletytolaunchpowerfulboutsonone’svictim.Inthedigitalworld,poweris
moreaboutknowinghowtoabusetechnologyinaneffectivewaywhilekeepingone’sownidentity
unidentified(PatchinandHinduja,2015;Alipan,Skues,Theileretal.,2020;Giumetti,Kowalski
andFeinn,2021).

The anonymity of the Internet is most convenient for spreading unfounded allegations, for
backstabbing,formaliciousrumours.Anonymouscyberbullyingincreasesthecyberbulliedfeelingsof
beingtrapped.Undercoverofanonymity,cyberbullyingandcyber-sexualharassmentmayprovidea
bullyunwillingtodirectlyharassvictimswiththeopportunitytodosoonline(WaltersandEspelage,
2020).Victimsthenpersistentlyworryabouttheperpetrator’sidentity.Suchinformationmightruin
people’slife.

Cyberbullyingisconsideredapublichealthproblemwithseriousimplicationsforadolescents’
mentalhealth(DePasquale,Martinelli,Sciaccaetal,2021).Cyberbullyingincludesembarrassing,
offensive,degradingorthreateningtextmessages,electronicstalking,passwordtheftormasquerading
asanotherperson,spreadingmaliciousrumours,sharingprivilegedinformationwithoutconsent.
Mobiledevicesfacilitatecyberbullyingon-the-go.Cyberbullyingisnotlimitedtotexts.Itmayalso
includedistributingsexualorviolentphotographsorvideos(includingsexting–sharingexplicittexts,
nudephotosandvideosviacellphone),harassmentandonlinedeaththreats(GersonandRappaport,
2011).VanGeelet al(2014)foundthatcyberbullyingwasmorestronglyrelatedtosuicidalideation
thanbullyingandthereforeitismoredangerousthantraditionalbullying.Cyberbullyingincreases
theriskofsuicidalideationbyafactorof3.12versusafactorof2.16whenbulliedinperson.Suicidal 
ideationisdefinedasthoughtsorwishestoendone’slifeandisseenasaprecursortosuicide(Van
Geeletal,2014).

Cyberbullyingmagnifiesthebullyingphenomenonandwithitamplifiesthetraumaexperienced
bythevictim.Asinglebullyingepisodecanbepostedonmanysocialnetworksandusedtoharass
thevictimalsobysendingitdirectlytothevictim’sphone.Thecycleofaggressionandviolence



International Journal of Technoethics
Volume 13 • Issue 1

6

canbeprolongedbyhavingavirtuallifethatisdifficultforthevictimtoavoid,asmosthumansare
curioustoknowwhatissaidaboutthem.Peoplefinditdifficulttocompletelyshutthemselvesoffas
adefencemechanism.Mostvictimsaresimplyincapableofisolatingthemselvesfromtheharassment.

4. CyBeRBULLyING ANd HATe SPeeCH

Cyberbullying resembles hate speech in several important respects. Hate speech is defined as a
bias-motivated,hostile,maliciousspeechaimedatapersonoragroupofpeoplebecauseofsome
oftheiractualorperceivedinnatecharacteristics(Cohen-Almagor,2018a).Hatespeechexpresses
discriminatory, intimidating, disapproving, antagonistic and/or prejudicial attitudes toward these
characteristics,whichincludesex,race,religion,ethnicity,colour,nationalorigin,disability,orsexual
orientation(Cohen-Almagor,2018a).Hatespeechisintendedtoinjure,dehumanize,harass,debase,
degrade,and/orvictimisethetargetedgroups,andtofomentinsensitivityandbrutalitytowardsthem.
Ahatesiteisdefinedasasitethatcarriesanyformofhatefultextual,visual,oraudio-basedrhetoric
(Cohen-Almagor,2018a).

Whilebulliedpeoplearenotnecessarilyvictimsbecauseofsomeoftheiractualorperceived
innatecharacteristics,therearemanyimportantsimilaritiesbetweencyberbullyingandhatespeech.
Likecyberbullying,hatespeechisapublichealthproblem(Pies,2018).Bothformsofexpressions
arehostileandmalicious.Botharemorallyreprehensible.Theintentionofthespeakersinbothisto
harmtheirvictims.Bothexpressionsareselfandotherdestructive.Theyharmnotonlythevictims
butalsothebullyandthebigot(Copeland,Wolke,Angold,andCostello,2013;Sourander,Jensen,
Rönning,etal,2007;Pies,2018).Therefore,weneedtopromoteself-awarenessoftheadversehealth
consequencesofbullyingandbigotry.

Further,bothexpressionsdonothaveanyredeemingvalueforsociety.Bothexpressionsmight
leadtoagony,violenceanddeath,inflictedbyselforothers.Botharespeech-acts.Speech-actisan
utterancethatthespeakermakestoachieveanintendedmeaning.Speech-actisaformofspeechthatis
directlyleadingtoaction.Inhatespeechandcyberbullying,theintentionofthespeechistonegatively
affectthevictims.Indeed,manyinstancesofcyberbullyingandhatespeechhadledtoviolentactions
andhatecrimes(Cohen-Almagor,2015a,2016,2018a,2018b;Johnstone,2016;Human Rights Watch,
2020).Bothexpressionscorrupttheenvironment;theyareanti-social,discriminatoryandintimidating,
degradingandbrutal,often(butnotalways)usingastheirpretextvictims’vulnerabilitiessuchas
race,colour,religion,sexualorientationandphysicalandmentaldisabilities.Bothbulliesandhate
mongersabusetheInternettohurtothers.

TheInternethasrapidlybecomethemediumofchoiceforbulliesandhatemongersbecauseof
itswideaccessatlowcost.TheInternetallowstheignorantandtheprejudicedtosendanonymous
messagestothosewhomtheydespise.Studiesestimatedthatbetween13%and46%ofyoungvictims
ofcyberbullyingdidnotknowtheirharasser’sidentity.22%ofthebulliesdidnotknowtheirvictim’s
identity(KowalskiandLimber,2007;Wolak,Mitchell,Finkelhor,2007;Ybarra,Diener-Westand
Leaf, 2007).8 As said, commonly vulnerable populations attract the bullies’ attention. They are
perceivedaseasytargetswhowillnotfightandresist.Childrenwithdisabilitiesandspecialneeds
areatgreaterriskofbeingbullied(DepartmentforChildren,SchoolsandFamilies,2007,2009).
Ethnic minorities are disproportionately targeted by bigots (Beaty and Alexeyev, 2008; Berlan,
Corliss,Field,GoodmanandAustin,2010;Colby,2016;Petrov,2019).InastudyamongAmerican
adolescentswhoself-identifiedasWhite,Black,orbiracialthelattergroupreportedmorebullying
victimizationthanWhiteandBlackstudents(SungHongetal,2020).Non-heterosexualyouthare
alsotargeted(BeatyandAlexeyev,2008;PsychCentralNewsEditor,2010;Berlan,Corliss,Field,
GoodmanandAustin,2010;Colby,2016;Abreu&Kenny,2018).Refugeechildrenandpeoplewith
non-traditionalsexualorientationfrequentlyexperiencehighlevelsofviolenceandbullying(Psych
CentralNewsEditor,2010;Human Rights Watch,2020).Often,theprevailingdiscriminatoryand
harmfulattitudesperpetuatesilenceandimpunityaschildrenenduremoreviolenceandharassment.
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Technologyfacilitatesbullyingbecauseperpetratorsfeelthattheywillbeabletogetoffscot-freein
thevirtualworld.AccordingtoTechJury,Facebooksheltersover83millionfakeprofiles,manyof
whichprotecttheanonymityofbulliesandtrolls(Petrov,2019).

Moreover,manyofthemechanismsemployedtofightagainsthatespeechmaybeutilisedtofight
againstcyberbullying.Internetserviceprovidersshoulddevelopfiltersthatflagabusivelanguage
andcensoritbeforeitreachedthevictims.Theyhaveadutyofcaretotheiruserswhoempower
theirbusiness.Schoolsandparentsshouldinstallcomputerblockingprogramsatschoolandathome.
NGOsandgovernmentsmustexertpressureonInternetcompaniestodoallthatisintheirpower,and
Internetcompanieshavegreatresourcesandpowers,toexcludemaliciousanddestructivespeech.If
companiesdonotseethisastheirdutyofcare,thentheyshouldbecompelledtodoso.

InotherarticlesIdetailedthemaintoolsthatcanbeemployedtofighthate(Cohen-Almagor,
2011a,2011b).Manyofthemcanbeincorporatedtostampoutcyberbullying.Iarguethatfreedomof
expressionisnotarecipeforlawlessness.Thebalancebetweenfreespeechandprotectingthepublic
shouldnot,onsuchmatters,leantotheformer.Liberaldemocracieshaveanobligationtosecurethe
well-beingofitspopulation,especiallyvulnerableminorities.Indeed,thelitmustestofadecentor
civilizedliberaldemocracyisthestatusofminorities.

Cyberbullyingchargedmanyvictimswhocouldnotcopewithmaliciousattacksandvilelanguage.
Assaid,theexamplessupraareonlyillustrative,mentionedtogivefacestothecoldstatistics.The
phenomenon is wide and far-reaching. Teens who share their identities and thoughts on social
networkingsites,suchasInstagramandFacebook,aremorelikelytobetargetsthanarethosewho
donotusesocialnetworkingsites(Lorenz,2018).Managersoftheseplatformsshouldbechampions
ofsocialresponsibilityandcaretothesameextentthattheychampionfreedomofexpression(Cohen-
Almagor,2005:105-123,2015a).Tragicstoriesofcyberbullyingandofhatecrimes,whereviolent
speechwastranslatedintoviolentaction,shouldbebrought toclassesanddiscussedopenlyand
fervently.Sites likewww.netsmartz.orgare instrumental inprovidinginformationandpromoting
awarenessregardingthepossibleharmsofsocialnetworkingforumsontheNet.

Asignificantproportionofchildrenandadolescents,between20%and40%,havebeensubjected
tocyberbullying.Aggressionleadstomentalhealthproblemsandtoself-harm(Aboujaoude,Savage,
Starcevicetal,2015).Studiesthatmeasuredrepeatedexposuretocyberbullyingfoundthat19.0%
to23.0%ofrespondentsindicatedthattheywererepeatedtargets(Hamm,Newton,Chisholmetal,
2015;Kwan,Dickson,Richardsonetal.,2020;Memon,Sharma,Mohiteetal,2018).

5. PAReNTAL ANd SCHooL ReSPoNSIBILITy

Bullyingandcyberbullyingmustbetakenseriouslybothatschoolandathome.Thewarningsigns
includeunexpectedorsuddenlossofinterestinusingthecomputer;nervous,jumpy,anxiousorscared
appearanceuponacceptingonlinemessages;withdrawninterestingoingtoschoolandinparticipating
inextra-curricularand/orgeneralout-of-schoolactivities.Adolescentsmightbecomeabnormally
withdrawn and distant from family, friends, and favourite activities. They might lack appetite,
or suddenlybegin todopoorly in school.Adolescentsmight complain frequentlyofheadaches,
stomach-aches,orotherphysicalailments,havetroublesleepingorhavefrequentbaddreams,appear
anxiousorsufferfromlowself-esteem(EspelageandHolt,2001;Ybarra,Diener-WestandLeaf,
2007;Wolpert,2008;Martin,2010).Studiesshowthatpeerharassmentcontributestopsychological
disorders,sadness,decreasedself-worth,distress,desperateness,helplessnessandloneliness,allof
whichareprecursorstoself-harm,suicidalthoughtsandbehaviours(Kowalski,LimberandAgatston,
2008;McMahon,Reulbach,Keeleyetal.,2010;Olenik-Shemesh,HeimanandEden,2012).Other
consequencesarealcoholuse,druguseandcarryingweaponstoschoolasself-protection(Ybarra,
Diener-WestandLeaf,2007).Thesealarmbellsnecessitateattentionandprobing.Whilethebullied
mightkeepquietastheyarereluctanttoexposethemselvesfurther,thepeoplearoundthemshould

http://www.netsmartz.org
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notkeepquiet.Theyshouldraiseandconfronttheissuesbeforeitistoolate.Silenceisthebully’s
bestfriendandtheworseenemyofthebullied.Itfacilitatesthecontinuationofthebullyingactivity.

Whenvictimsspeakup,weneedtolistentothemattentivelyandrespondinaconstructiveway
thataddressestheirconcernandaimstoresolvetheirproblem.Anactivelistenerisapersonwho
makesaconsciousefforttounderstandthespeaker’smessage,acknowledgesthemessage,shows
thespeakerthatsheisengagedandrespondtothespeakerwithoutjudgmentandwithconstructive
feedback(Virtual Speech,2017).

Thediscrepancybetweenyoungpeople’sactivitiesonlineandparentalperceptionsaboutthese
activities accentuates the importance of healthy and open communication between parents and
children.ResearchsuggeststhatopendialoguearoundInternetuseandcollaborativecreationofrules
betweenparentsandchildrenismoreeffectivethancontrollingandrestrictingyouth’sInternetusein
reducingonlinebullyingandvictimization(Hasse,Cortesi,Lombana-Bermudez,andGasser,2019:
28;Navarro,Ortega,Buelgaetal.,2019).Spyingonchildrenandinvadingtheirprivacyshouldonly
bedoneasalastresortwhenthereisasignificantcauseforconcern.Spyingconveysdistrustand
mightencourageyouthtooperateunderground(HindujaandPatchin,2019).

Evidencesuggeststhatchildrenasyoungastenareadvisingtheirparentsontechnologypurchases
(eircom Household Sentiment Survey,2014),thusitisassumedthatchildrenwouldnotbeopento
accepttheirparents’guidanceontheusageofsuchdevices.Mostparentsshouldacknowledgethat
thewaytotacklecyberbullyingisnotbylimitingaccesstotechnologybutbyprovidingemotional
caretochildrenandcooperatingwithschoolsandagenciestoaddressthechallenge.Parentsshould
bestimulatedtobecomefriendsontheirchildrensocialnetworkingaccounts.Thiswaytheycan
screenactivityandbecomemindfuliftheirchildrenaresubjectedtocyberbullying.

Asfortheresponsibilityoftheeducationsystem,thefavouriteAmericanresponsetoproblematic
speechistofightagainstitwithcounterspeech.ManyInternetexpertsandhumanrightsactivists
arguethatthewaytotacklehateontheNetisbymorecommunication,byopennessandbyexposing
theproblem.Weneedtoshowthatallhumanbeingsdeserverespectandconcern,allhavedignity,
andthatvictimizationnegatesliberal-democraticvaluesthatweallholddear:pluralism,diversity,
individuality, liberty,equality, tolerance,andjustice.Counter-speechincludesexpressivesupport
forthetargetsofhate,highlightingthevaluesoftolerance,pluralism,individualismandrespectfor
others.However,counterspeechalonemightnotbesufficienttofightagainstcyberbullyingasitis
insufficienttofightagainsthatespeech.Moreinterventionistmechanismsmightbeneededtomitigate
theharmsthatthoseformsofexpressionsinflictontheirtargetvictims.

ThereisaneedforactivityatprimaryandhighschoolsalertingabouthateontheInternet;its
formsandattractions(music,videogames,activitiesforkids);whyracismandbullyingarelogically
incoherent,anti-democraticandinhumane;whyitisharmful;whoistargeted,andwhy.

Ascyberbullying is related tobullying, andmuchof it takesplaceamong teensat schools,
administratorsandteachersshouldbeproactiveinthefightagainstallformsofbullying.Thisis
essentialinordertopreventacorruptandunsafeenvironment.Ifbullyingistolerated,theconsequences
arelikelytobeanti-socialbehaviouranddepression.Unsurprisingly,bystandersperceivesuchschools
asunsafeenvironments(deWet,ReynekeandJacobs,2020:517).Itiscrucialtoensuresafeand
peacefulatmosphereinschool.Bulliedchildrenindicatedthepoorclimateattheirschoolasoneof
thereasonsfortheirsuffering.Thosewhocyberbulliedothersorwhowerethetargetofcyberbullying
werelesslikelytoagreewithstatementsthatindicatedthatthey“enjoygoingtoschool,”“feelsafeat
school,”and“feelthatteachersattheirschoolcareaboutthem”(HindujaandPatchin,2019;Astorand
Benbenishty,2019).Itcanbeassumedthatinsuchanti-socialanduncaringenvironmentsbullying
andcyberbullyingflourish.

Studentsshouldfeelsafeandcomfortableinschool.Theyshouldbeabletorelyonteachers
andadministratorsforcareandsupport.Theyshouldnotbeafraidofthem.Unfortunately,while
physicalviolence,includingcorporalpunishment,islegallyprohibitedinschoolsin132countries,
itisstillallowedin68othercountries(UNESCO,2019:20).Whilesexualviolenceperpetratedby
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teachersislow,itstillexistsinsomecountries.Sexualviolenceincludesrapeandsexualabuse.In
CentralAfrica,figuresshowthat7.1%ofstudentssufferedsuchabusebytheirteachers(UNESCO,
2019;Cohen-Almagor,2022).

Theharmsofbullyingandcyberbullyingandhowtocounterthemshouldbeanintegralpartof
thedigitalcitizenshipeducation.Theimportanceoftheconceptsofmoralandsocialresponsibilities
shouldbeexplainedandpromoted.AsthecommunityofInternetusersisvastandevergrowing,what
weneedistotransformInternetusersintoNetcitizens:Internetuserswithasenseofresponsibility.
ResponsibleNetcitizensdonotstand idlybywhentheywitness targetingandvictimizingothers
(Cohen-Almagor,2015b).

BullyingpreventionpoliciesshouldadoptZeroTolerancetobullyingandcyberbullyingbothon
andoffcampus,involvingtightcollaborationwithparentsandthestudentcouncil,makingparents
andstudentrepresentativesawareofthepotentialrealproblem,andcreatingunityinstampingout
bullying.Datashowthatadolescentslackawarenessorconfidencethatanythingcanbedoneabout
cyberbullying;therefore,effortsshouldbemadetoincreaseeducationregardinghowtoaddressit
andwhototell,focusingonbothvulnerablepeopleandbystanders(Hamm,Newton,Chisholmet
al,2015;Bussey,Luo,Fitzpatricketal,2020;Smith,2019;UNESCO,2019:48-50;Runcan,2020;
Hollaback,n/d,2021).Weneedtoeducatepeopletotakeastandandsupportvictimsbyconsoling
themornotifyingauthoritativepeopleandbodieswhocouldinterferetoredeemthesituation.

Schoolspoliciesshouldexcludeallformsofbullying,hateandbigotryoffandonline.Theyshould
ascertainthattheircomputersarenotusedforpurposesthatareincompatiblewiththesepolicies.
Studentsshouldnotabusetheirtimeattheeducationsystemandexploitthetechnologythatismade
availabletothemtopreachhatredagainstothers,ortoengageinexpressionsthatcontraveneand
underminecivilityandrespectforothers.Hateisdestructive.Thereisnoreasontoprovidescope
forhatespeechinschoolsandafterschool.

Bullyingpreventionprogramsshouldalsoincludepositiveelementsofcaringthatpromotethe
importanceofpeersupportandschoolsupport;mechanismsforreportingbullying,andproactive
collaborationbetweenrelevantstakeholdersaimedatfacingthechallengeandovercomingitsafely.

6. CoNCLUSIoN

Cyberbullyingisaheart-wrenchingphenomenonbecausethemajorityofyounglivesthatwerecut
shortcouldhavebeensavediftherelevantstakeholders,parents,schools,internetintermediariesand
governmentsweretotakeappropriatestepstofightagainstit.Presently,schools,Internetcompanies
andgovernmentsarecertainlyawareoftheharmsofcyberbullying.Theycanandneedtobefarmore
proactiveintryingtominimisetheeffectsofcyberbullying.

Research shows that social support from familyand teachers reducedepressiveandanxiety
symptoms among children. Higher levels of social support from the family and school teachers
increasetheprobabilityofhigherlevelsofsubjectivewell-beingamongyouthsbeingavictimof
cyberbullyingandbeingbothaperpetratorandavictimofcyberbullying.Suchsocialsupportmay
amelioratethepotentiallinkbetweencyberbullyinganddistressoutcomesatthepsychosocialwell-
beinglevel(Chang,Xing,TinHungHoetal,2019;Hellfeldt,Lopez-RomeroandAndershed,2020;
Yang,Chen,Linet al,2021).Schoolsmusthaveadutyofcaretotheirstudentsand,consequently,
theymustmaintainbullyingandcyberbullyingpreventionprograms.

TheforefathersoftheInternethadthevisionofcreatingapublicspacewhereeveryonecansay
whatheorshehasinmind.Thiswonderfulinnovationofunfetteredplatformhasbackfired.Internet
abusecorruptspublicspaceandisposingmanychallengesonalllevels:individual,thecommunity,
thestateandtheinternationalcommunity.Weareintheearlystagesoflearninghowtocopewith
abuse.Innovatorscomewithnewideasthatenrichourworldandtheyarealsorequiredtodevise
safeguardsandrulesofresponsibleconduct.Toolsincludeguidancetochildrenandparentshowto
remaindigitallysafe,trainingschemes,safetyresources,crimereportingsystemsandchildrenfriendly
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searchengines(Andrews,AlathurandChetty,2020).Unfortunately,socialnetworkingsitesandblogs
havebecomebreedinggroundsforanonymousonlinegroupsthatvictimizegaypeople,physically
andmentally-challengedpeople,women,peopleofcolour, andother traditionallydisadvantaged
groups.Victimsofbullyingoffandonlinearemorethantwiceaslikelyasotherkidstocontemplate
suicideandabout2.5 timesas likely to try tokill themselves (BBC,2010;Kaplan,2014;Holt,
2017;Cohen-Almagor,2021),andVanGeeletal(2014)foundthatcyberbullyingwasmorestrongly
relatedtosuicidalideationthanbullyingandthereforeitismoredangerousthantraditionalbullying.
Cyberbullyingincreasestheriskofsuicidalideationbyafactorof3.12versusafactorof2.16when
bulliedinpersonthuswemusttacklethischallengewithutmostseriousness.

Educationandcommunicationareimportantkeys.Parentsshouldbeinvolvedinthelivesoftheir
children,watchtheirInternetbehaviour,whatappstheyareusing,withwhomtheycommunicate.
ParentsandschoolsshouldeducatechildrenhowtousetheInternet,forwhatpurposes,whatisright
andwhatiswrongInternetconduct.Parentsmustbealertandcognizantofanywarningsignsofdistress
anddepression.Schoolsneedtostepuptheirroleinavertingabuse.ISPsandsocialnetworkingsites
shouldlimitharassingInternetconductandmakeusersfeelsecurebyenactingsuitableandeffective
protections.Wealsoneedlegislationtoprotectchildrensotheysurfthedigitalhighwayandmake
themostofitstremendousresourcesinatranquilenvironment.

InternetuserscanreduceInternetabuseandviolentlanguagewhentheyareactingcollectively.
Theycanandshouldexertpressureonsocialnetworkstoprotectchildrenandyouthandwarnthem
thatotherwisethecompanieswillsuffereconomiclosses.We,ascustomers,shoulddemandsafeand
responsibleservice.Netcitizenshipisimportant.Netcitizenshipisaboutdevelopingresponsiblemodes
ofconductwhensurfingtheInternetwhichincludepositivecontributionstodebatesanddiscussions,
andraisingcautionandalarmagainstdangerousNetexpressions.Netcitizenshipencouragescounter-
speechagainstcyberbullyingandhatespeech,workingtogethertoprovideasafeandcomfortable
virtualcommunity,freeofintimidation,bullyingandhate(Cohen-Almagor,2015b).

Furtherresearchmayanalysethewayssocialmediaappsareusedinspreadingbullyingandhate
speech,thewaymoderntechnologiesareexploitedtospreadanti-socialspeechandwhethersearch
enginesandsocialnetworkingsitesshouldcontinuetoassistbulliesandhategroupsinadvancing
theiranti-socialandhighlyoffensiveagenda.Appropriatealgorithmsshouldbedevelopedtoflagand
blockhatefulandharmfulexpressions.Moresynergiesarerequiredbetweenstudiesoncyberbullying
andstudiesonhatespeechandbigotry.Scholarsmaylearnfromeachotherindevisingappropriate
mechanismsfortacklingthosehighlydisturbingphenomena.
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