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ABSTRACT
The need to develop digital, media and information literacies in young 
people is not a new idea. Increasing numbers of regional, national and 
international policies make the case and offer frameworks for such literacy 
development in schools. However, there is still no common agreement 
about what a basic level of literacy might look like across or within 
countries, resulting in what UNESCO described as a serious knowledge 
gap about the global state of digital literacy skills of youth. This article 
reports on the empirical findings derived from a self-assessment tool, 
providing a comprehensive view of these literacies in 13–18-year-old 
students (n = 1051) across eight countries in Europe. This article offers 
a significant contribution to the field, identifying gender differences and 
specific differences in ‘attitude minus ability’ scores relating to plagiarism 
and critical awareness of sources. This has implications for teaching and 
curriculum development across Europe.
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1. Introduction

The need to develop digital, media and information literacies in our young people is not a new idea. 
It is widely acknowledged (Ilomäki et al., 2016; Porat et al., 2018, Redecker, 2017; UNESCO, 2018) that 
such literacies are vital for success in the variously described new worlds (4th Industrial Revolution, 
Schwab, 2016; Industry 4.0, European Parliament, 2016; The 2nd Machine Age: Brynjolfsson & 
McAfee, 2014) in which we live. This is not just a neo-liberalist perspective based on the need to 
develop a literate workforce but stems also from a perspective that we need such literacies to live 
harmoniously in multicultural societies (Oxfam, 2015) and to address the complex and even chaotic 
challenges of our current global world (Kurtz & Snowden, 2003), such as climate change or global 
pandemics.

There are an increasing number of policies at regional, national and international levels that make 
the case and offer frameworks for digital, media and information literacy development in schools 
(Ilomäki et al., 2016) where such literacies should be seen as fundamental (OECD, 2009) and a core 
competence for life in the twenty-first century (UNESCO, 2018). Within these policies, there is 
a growing convergence of the terms ‘digital’, ‘media’ and ‘information’ in relation to the literacies 
required for young people to successfully harness the opportunities technology provides 
(Buckingham, 2010). Rather than seeing them as three separate entities, they are increasingly 
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perceived as intertwined to represent a broader repertoire of competencies that are required for 
effectively navigating our day-to-day lives. Some countries and organisations use the term ‘digital 
literacy’ to incorporate not only information and media but other literacies such as traditional and 
computer software/hardware literacies (UNESCO, 2018). The UNESCO Digital Literacy Global 
Framework (DLGF) project defines digital literacy as:

the ability to access, manage, understand, integrate, communicate, evaluate and create information safely and 
appropriately through digital technologies for employment, decent jobs and entrepreneurship. It includes 
competences that are variously referred to as computer literacy, ICT literacy, information literacy and media 
literacy. (UNESCO, 2018, p. 6)

This definition incorporates the sum of associated literacies that are increasingly described as Digital 
Literacy or Digital Competence (Redecker, 2017), although there is some debate on the difference 
between ‘literacy’ and ‘competence’, with competence denoting a more profound development 
(Ilomäki et al., 2016). For example, the European Union (EU) defines Digital Competence as ‘the 
confident, critical and responsible use of, and engagement with, digital technologies for learning, 
work, and for participation in society’ (European Commission/EACEA/Eurydice, 2019, p. 25). For the 
purposes of this article, we subscribe to this UNESCO (2018) definition and use the term ‘digital 
literacy’ to incorporate digital, media and information literacies together and, from now on, refer to 
the combination of these as digital literacy.

The UN Sustainable Development Goal (SDG) target 4.4 states that by 2030, we must: ‘substan-
tially increase the number of youth and adults who have relevant skills, including technical and 
vocational skills, for employment, decent jobs and entrepreneurship’ (United Nations, 2015). 
Although one of the three indicators for this, target 4.4.2, looks for ‘youth/adults who have achieved 
at least a minimum level of proficiency in digital literacy skills’ (United Nations, 2015), there is still no 
common agreement about what a basic level of digital literacy might look like across or even within 
countries (Wallis & Buckingham, 2019). This may explain why UNESCO (2019) found ‘a serious 
knowledge gap about the global state of digital literacy skills of youth and adults even though 
these skills play an increasingly important role in achieving the SDG target’ (p. 5). In other words, it is 
difficult to address the knowledge gap in the state of digital literacy, if there is no agreement on what 
constitutes different levels of digital literacy.

This article explores what levels of digital literacy might look like for 13–18-year-old students 
across eight countries in Europe, drawing on a dataset of 1051 students. In doing so, it additionally 
contributes to narrowing the knowledge gap noted by UNESCO (2019). It does this by providing 
a comprehensive view of digital literacy through the dataset. It not only provides data on student 
digital literacy but also provides a comparison of student attitudes towards such literacies and 
similarities and differences according to gender. That this article reports on attitude is particularly 
significant, as there is little convergence across countries regarding the attitudes and values placed 
on such literacies (UNESCO, 2018), and to date, this has not been documented from a student 
perspective.

2. A framework for considering digital literacy

Conceptions of literacy may vary depending on viewpoints. For example, Marsh (2016) noted 
differences between literacy as a situated social practice that is tied to context (such as political, 
economic etc.) as opposed to literacy as an autonomous model that proposes a set of neutral skills. In 
each case, the analysis of such different conceptions of literacy will consequently require different 
critical lenses. For example, viewing sequential levels of literacy complexity, such as collect, create, 
transform and safely use (Lazonder et al., 2020), could suggest an autonomous view of literacy. 
Whereas the basic, required and improvement model suggested by Griffin et al. (1990) – where the 
basic level is about having the minimum skills to access the society; the required level is about skills 
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needed to operate effectively in that society; and the improvement level is about empowerment 
where skills enable a person to take direction of their life – is more suggestive of a situated model.

Markauskaite (2006) developed an analytical framework for (ICT) literacy based on a general set of 
dimensions of analysis that can be perceived as geo-political in nature, these being intended, 
implemented and achieved. The intended dimension refers to how policy documents articulate 
educational aims through targets, goals or strategic objectives. The implemented dimension refers 
to how the intended dimension is operationalised at a local level, for example in specific school 
contexts, and the achieved dimension refers to the results of that implementation through learner 
attainment. More recently, Bulfin and McGraw (2015) have repurposed the 3D model developed by 
Green (1988) and then Green and Beavis (2012). This original model was used for analysis of English 
language literacy and was derived from the bringing together of three different positions ‘opera-
tional literacy’, ‘cultural literacy’ and ‘critical literacy’ (Green, 2002, p. 26). Operational literacy is 
presented at a functional level and encompasses the development of skills with tools or processes 
which enable ‘function’. Cultural literacy is that which gives meaning both in the way something is 
understood within a situated context and in the way that understanding enables creation. Critical 
literacy stems from the work of Freire, who saw literacy as a form of empowerment (Freire, 2010). In 
this element, power itself cannot be separated from literacy, and degrees of critical engagement are 
needed to enable full comprehension. These three are not envisioned as sequential; rather, they are 
overlapping, thus enabling cohesive literate practices.

Thus, the 3D model sits in the frame of a situated conception of literacy and has resonance with 
our conceptualisation of digital literacy which is part of a wider repertoire of skills, knowledge, values 
and attitudes within the field of Global Competence – a term inseparable from context, power and 
function (Vaccari & Gardinier, 2019). Indeed, the results that we report on in later sections come from 
one section in a much larger survey on Global Competence in its entirety. The 3D model has a degree 
of flexibility in its application, having now been used in a wide variety of curricular areas, within 
teacher education methods and to discuss the intersection of maths, English and technology (Green 
& Beavis, 2012). In particular, Beavis (in Green & Beavis, 2012) demonstrated the usability of this 
model in relation to digital literacy, and there have been several studies to explore the 3D model in 
this context (see Marsh, 2016 or Colvert, 2015).

3. Digital literacy within the European context

Green (2002) stated that ‘literacy is always-already political’ (Green, 2002, p. 31). As our research is 
located within Europe, we briefly foreground our findings by providing an overview of the complex-
ities illuminated within digital literacy in that context. The policy context of digital literacy across 
Europe is varied in spite of recommendations such as those found in the Recommendation of 
22 May 2018: key competences for lifelong learning (European Council, 2018). Not all governments 
within Europe legally require schools to teach digital literacy. For those countries that do have 
strategies or policies in place, the implementation of these are often not monitored or assessed 
(European Commission/EACEA/Eurydice, 2019), and the responsibility for policy implementation 
resides, for the majority, with external agencies. For example, in the Netherlands, although digital 
literacy education is not compulsory, SLO (the institution that advises the government on the 
curriculum to be taught) has developed, together with teachers, digital literacy example learning 
instances containing curriculum content around computational thinking, media literacy, information 
skills and basic ICT skills (SLO, 2019).

However varied the European landscape might be, there often appears to be a mismatch 
between policy and practice (Madsen et al., 2019). For example, in Norway, although digital literacy 
is part of the general curriculum (UDIR: Norwegian Directorate for Education and Training, 2020), 
government surveys suggest there is a discrepancy between policy and practice which Madsen et al. 
(2019) attributed to the nature of policy development and political influence. This has synergies with 
the United Kingdom (UK), where a report on Digital Skills (ECORYS, 2016) stated that ‘digital literacy 
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should be seen as a core skill alongside English and maths’ (2016, p. 5). However, this recommenda-
tion has not been transferred between departments to be included in the UK national curriculum. 
Indeed, it is only mentioned once in the primary national curriculum (DfE, 2013, p. 178) and not at all 
in the secondary national curriculum.

In other countries, policies and implementation decisions on how digital literacy is envisaged and 
taught are localised rather than centralised. For example, in Germany there is no central responsi-
bility, with the 16 federal states each having their own regulations, although a federal coordinating 
body (Kultusministerkonferenz – KMK) has recently developed a strategy for implementation. Owing 
to the, sometimes major, differences resulting from the financial positions of the individual federal 
states, which vary greatly (OECD Stats, 2020), it is unclear as yet how successful this implementation 
will be across the country as a whole.

In Belgium, there are three culturally sensitive curriculums (German, French, Flemish), and each 
views the place of digital literacy differently. For example, in French Belgium the new curriculum is 
still being developed, whilst in Flemish Belgium, a new curriculum based around 16 key competen-
cies has been implemented, with the ‘digital literacy skills approach’ being based on four pillars: 
digital skills, ICT, media literacy and computational thinking (VOV: Flanders Education and Training,  
2017) and underpinned by the EU Digital Competence Framework for Citizens (European 
Commission, 2016).

The EU Digital Competence Framework for Citizens (European Commission, 2016) is a tool that 
helps citizens improve their digital competence through self-evaluation, setting learning goals, 
identifying training opportunities and facilitating job search. This is aimed at all citizens, however, 
not just school students. There are a few other online tools that currently enable people to measure 
their digital literacy, such as the Digital Skills Accelerator (a self-assessment tool developed out of an 
Erasmus+ project which began in 2017), the SELFIE (enables schools to discover their digital 
potential using the whole school community) and the Digital Competence Wheel (a self- 
assessment tool developed by a company in Denmark for those already in employment). However, 
there is still a paucity of evaluative tools on digital literacy specifically aimed at secondary school 
students that spans Europe and addresses the knowledge gap identified by UNESCO (2019) and 
discussed in the introduction.

4. Background to this study

This article reports on the empirical findings that have been derived from the first domain1 (Domain 
A: digital, media and information literacies) of the Global Competence Survey (GCS) (https://www. 
globalcompetencesurvey.org/), a self-assessment tool created as part of an EU Erasmus+ KA2 project. 
Although the notion of Global Competence is contested by some (Jones & Buchanan, 2023), it has 
been defined by the OECD as the capacity to examine local, global and intercultural issues, to 
understand and appreciate the perspectives and worldviews of others, to engage in open, appro-
priate and effective interactions with people from different cultures, and to act for collective well- 
being and sustainable development (OECD, 2018, p. 7).

The GCS was developed from the Global Competence Framework, which was built over iterative 
phases during the first year (2015–16) of the project. The initial phase consisted of a critical 
systematic literature review (Jones, 2018) of frameworks and models that scaffold 13–18-year-old 
learning in Global Competence. Although nine models (Jones, 2018) were located that were relevant 
to Global Competence, the review identified that none had practical application for 13–18-year-old 
school students. However, the analysis of the frameworks was used as a basis for a focused group 
discussion between the project team members (10 teachers from Italy, Germany, Belgium, the 
Netherlands and Norway, and one university researcher from the UK) aimed at identifying an initial 
set of Global Competencies that might be further explored with a wider audience. Using the set of 
Global Competencies identified in the initial phase, two questionnaires were developed and 
deployed across the partner countries, the first aimed at those people studying or working abroad 
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(responses n = 97), the second aimed at those who employ or offer courses to foreign nationals 
(responses n = 24). The analysis of these, in conjunction with the focused group discussion and the 
nine frameworks already identified in the critical systematic literature review, enabled the project 
team to design a Global Competence Framework specifically for use in 13–18-year-old education 
across Europe. Using a design-based approach (Barab & Squire, 2004), it was thus created collabora-
tively across six different European countries and taking in the views of multiple stakeholders 
including teachers, multinational organisations and companies, students, universities, employees 
and academic literature. This framework was then presented at six different national conferences 
during the 2015–16 academic year to seek participant feedback. From this participative process, the 
framework was finalised and developed into an online survey tool.

The first of the four domains covered in the GCS is ‘Digital, Media and Information Literacies’, and 
data analysis from this domain is the focus of this article. The construction of both the framework and 
the survey tool has relevance to the field, given the lack of alignment across countries regarding 
attitudes towards digital literacy (UNESCO, 2018). In addition, the contextualisation of digital literacy 
within the wider field of Global Competence, we argue, enables students to situate the purpose and 
potential value of such literacies.

5. Method

5.1 Survey design

The six elements of the Global Competence Survey that make up Domain A are:

● information access;
● communicate using ICTs;
● critical awareness of sources;
● using digital tools;
● ethical awareness;
● online safety

and contain 25 separate items. Details of how these elements are constructed can be seen in 
Appendix 1, which also maps the elements against the EU Digital Competence Framework 
(European Commission, 2016).

5.2 The Global Competence Survey

The GCS was developed as an online questionnaire and written by the authors, using a combination 
of HTML forms and the PERL scripting language to collate the data and to produce a series of graphs 
and a detailed results report for participants and teachers on completion of the survey. The survey 
was created with one section per page to avoid the negative impact of page scrolling (Toepoel et al.,  
2009) and as fed back by the students to the authors as a requirement during user testing. The survey 
uses a dual Likert (1932) scale format (see Pedder et al., 2010; Procter, 2015) which was built on the 
work of the Improving School Effectiveness Project (MacBeath & Mortimer, 2001; Robertson et al.,  
2001). This format allows respondents to enter two responses for each item (see Figure 1).

Thus, respondents were able to rate their ability with regard to a particular competence 
item and also their attitude, construed as perceived importance, towards that competence. 
As each statement is ranked against two different constructs, the student begins to build 
a profile of their ability and attitude about an item, an element, a domain and then Global 
Competence in its totality. This is then presented back to them as soon as they submit their 
final answer, in the form of an online report containing an overall polar map of their Global 
Competence both as ability and as attitude (see Figure 2), a breakdown of their Global 
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Competence by domain (see Figure 3 where the example given is Domain A), some quali-
tative feedback and activities in which they should engage to address any areas that have 
been identified as requiring work.

The online survey was piloted with secondary school students from the project team countries on 
two different occasions during April 2016 (n = 85) and March 2017 (n = 57). Two forms of feedback 
were collected from students and their teachers during each pilot phase and enabled a refinement of 
the GCS to its final form: feedback on conceptual and language understanding regarding the item 
bank; feedback on the usability of the online survey tool and results report generated from its 
completion. The launch of the final GCS took place on 1 September 2017. At this time, the survey was 
published on the project website and all project partners were asked to cascade the GCS to all their 
networks and in turn ask these people to cascade it out to their networks and so on using a chain- 
referral method. The GCS was also disseminated at six international education conferences during 
this time and delegates asked to cascade the GCS to their networks and so on.

The data generated were anonymous at point of collection with only the following demo-
graphic data collected: age, gender, country, name of school, club or other organisation, name 
of teacher and teacher-assigned student number. The latter three items were collected so that 
if a student lost their results, their teacher could supply us with the details contained in these 
three answers so that we might retrieve the relevant data report and forward it onto the 
teacher. In this way, we never needed to record any personal student data. It appears from the 

Figure 1. Example of dual Likert-scale statements taken from the Global Competence Survey.

Figure 2. Example polar maps of Global Competence for Ability and for Attitude.
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data timestamps that students, without exception, took the survey within their classroom 
lesson time.

For the main data-gathering period, 1051 responses were collected across 10 countries, between 
1 September 2017 and 31 August 2020. A Cronbach Alpha (Cronbach, 1951) was calculated for the 
GCS, giving a result of 0.923. Cronbach Alpha provides an estimate of internal consistency reliability 
for the questionnaire, and a value above 0.90 is generally regarded as very highly reliable (Cohen 
et al., 2018).

5.3 Analysis

Between September 2017 and August 2020, the GCS was completed by 1051 respondents, and these 
data were loaded into the R statistical package2 for analysis.

The main analysis consisted of calculating frequency tables for each of the 25 statements within 
the six elements of Domain A. This was carried out for both ability and attitude Likert-scale results. 
Then positive values were added together. Thus, on the ability side of the statement the excellent 
and good scores were added, and on the attitude side of the statement the crucial and important 
scores were added. This provided one number for ability in relation to the statement and one for 
attitude. This allowed comparisons between participants’ ability with regard to an item and their 
attitude with regard to that item. Equally, the gap between participants’ attitude and their ability 
could be calculated.

A cross-tabulation of the results by gender was also calculated. This provided attitude and ability 
scores and the gap between these scores for each gender. This analysis provided insights into 
gender differences across the range of competences.

5.4 Limitations

There are several limitations to this study. The GCS is in English, and, for the majority of the 
respondents, this is not their first language. To mitigate possible limitations in language proficiency, 
the GCS was piloted over two iterations with young people (11–19) from seven European countries. 
During the pilot, we specifically sought feedback about the comprehension of both statements and 
instructions on how to undertake the survey. In both iterations, feedback helped to refine the GCS so 

Figure 3. Example of Global Competence detailed feedback: Domain A.
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that it can be understood linguistically and conceptually by young people from various European 
linguistic backgrounds.

Additionally, the GCS is a self-reflective assessment tool, and as such it does not measure actual 
performance either through observation of authentic activities or bespoke testing. Therefore, the 
results are reliant on the accuracy of the students’ declarative feedback. However, it does use both 
constructs of ability and attitude, which enables a deeper interrogation of the place and perceptions 
of digital literacy, not only for its own sake, but within the context of Global Competence. Moreover, 
this is a self-improving survey as it enables students and teachers to work with their results in 
a systematic manner through reflective exercises and an action plan tool which are integral to the 
automatically generated results pdf.

6. Findings

In this section, the demographics of the sample are initially presented by age, gender and country, 
followed by analysis of the GCS data.

6.1 Age, gender and country

The majority of respondents, 82.2% (n = 864), were 13, 14, 15 and 16-year-old students. One person 
did not respond to this question. Equally, 553 (56.6%) identified as female and 473 (45%) male, with 
25 (2.4%) not responding to this question.

Although overall eight countries are represented in the results, 85.1% (n = 895) of the participants 
are either from Italy or Germany, as shown in Table 1.

6.2 Digital, media and information literacies

The results for perceived ability and attitude towards the six elements contained in Domain A of this 
survey are presented in Table 2. Students scored the 25 statements, by ability and attitude. The 
following tables present highlighted results for ability, attitude, and the gap between scores of 
attitude and ability.

Table 1. Respondents by country.

Country Total Number Percentage

Italy 575 54.7%
Germany 320 30.4%
Spain 59 5.6%
Netherlands 39 3.7%
Norway 34 3.2%
Finland 14 1.3%
UK 7 0.7%
Belgium 3 0.3%
TOTAL 1051 100%

Table 2. Results for A1 – Information Access.

No Description

Ability: How do you rate your 
ability to . . . (%) 
good/excellent

Attitude: How important is it to 
be able to . . . (%) 
important/crucial

Attitude–ability 
gap (%)

A1(1) access information using the 
internet

92 94.2 2.2

A1(2) access information using 
libraries and archives

50.7 65.8 15.1

A1(3) find relevant organisations for 
information

64.3 71.9 7.6

8 S.-L. JONES AND R. PROCTER



6.2.1 Element A1 Information Access
Table 2 shows A1(2) – access information using libraries and archives, and it has an ability–attitude 
gap of 15.1%, highlighting that 65.8% of respondents consider this skill to be important or crucial, 
but only about half of the respondents consider they have the ability to do this. A1(1) – access 
information using the internet has the highest ability (92%) and highest attitude (94.2%) scores for 
the whole survey. It is also the only survey statement that has an ability score above 90%.

6.2.2 Element A2 Communicate using ICTs
Table 3 shows the lowest perceived ability score in this element was A2(3) – the use of spreadsheets 
(39.8%); however, over half the respondents considered this was an important or crucial skill to have 
(52.8%). Furthermore, two-thirds of respondents rated their ability for A2(4) – the use of social media 
for learning purposes at 72%, but only half of them considered this to be important or crucial 
(56.9%). This gives an attitude–ability gap score of −15.1%, which is the greatest negative score in the 
survey. The attitude–ability gap in this element ranges between −15.1% and 13%, a difference of 
28.1%. This is the biggest difference across the six elements.

6.2.3 Element A3 Critical Awareness of Sources
In Table 4, two-thirds of respondents A3(1) considered themselves able to differentiate between 
reliable and unreliable sources (71.1%). Their perceived ability was slightly lower for A3(2) – analyse 
and evaluate media content (67.3%). In A3(3), just over half considered they were able to see biased 
opinions in information (56.6%). Respondents rated the importance of these skills all higher than 
their abilities. The ability–attitude gap in this element ranges between 12.3% and 15.7%, which is the 
closest gap range in this study with a difference of 3.4%.

6.2.4 Element A4 Using Digital Tools
Table 5 shows that two items in this element scored below 50% with A4(1) – the ability to plan, shoot 
and broadcast videos at 42.7% and A4(2) – plan, shoot and broadcast podcasts scoring 27.5%, which 
was also the lowest score ability across the whole survey. Further, with A4(3) – use social media 

Table 3. Results for A2 – Communicate using ICTs.

No Description

Ability: How do you rate your 
ability to . . . (%) 
good/excellent

Attitude: How important is it to be 
able to . . . (%) 

important/crucial
Attitude–ability 

gap (%)

A2(1) use programs for word 
processing

74.6 74.6 0

A2(2) use programs for 
presentations

80.7 80.4 −0.3

A2(3) use programs for making 
spreadsheets

39.8 52.8 13

A2(4) use social media for learning 
purposes

72 56.9 −15.1

A2(5) use online networks for 
learning purposes

72.4 70.2 −2.2

Table 4. Results for A3 – Critical Awareness of Sources.

No Description

Ability: How do you rate 
your ability to . . . (%) 

good/excellent

Attitude: How important is 
it to be able to . . . (%) 

important/crucial

Attitude– 
ability gap 

(%)

A3(1) differentiate between reliable and unreliable 
information and information sources

71.1 86.8 15.7

A3(2) analyse and evaluate information in media 
content

67.3 79.6 12.3

A3(3) see biased opinions in information 56.6 69.3 12.7
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appropriately in a variety of different contexts, respondents rated the importance of this skill as 
higher than their own abilities to do it, giving an attitude–ability gap of –1.9%.

6.2.5 Element A5 Ethical Awareness
Table 6 shows that all of the respondents rated the importance of these skills 9% or higher than their 
perceived abilities, with A5(4) – take other people’s views and wishes into consideration when 
working collaboratively being the highest attitude score (80.3%). However, A5(2) – reference work 
that is not your own (avoiding plagiarism), has the highest ability – attitude gap of 17.5% across all 25 
statements in the survey. The ability – attitude gap in this element ranges between 9.3% and 17.5%, 
a difference of 8.2%.

6.2.6 Element A6 Online Safety
Table 7 shows the attitude scores for this element were mostly high, with five out of the six 
statements scoring 85.2% or higher and with two over 90% these being A6(6) – to recognise online 
bullying, at 90.3%, and A6(4) – keep your online personal information secure, at 92.4%, showing 
a high concern for online safety among students. The highest ability–attitude gap however was A6 

Table 5. Results for A4 – Using Digital Tools.

No Description

Ability: How do you rate 
your ability to . . . (%) 

good/excellent

Attitude: How important 
is it to be able to . . . (%) 

important/crucial

Attitude– 
ability gap 

(%)

A4(1) to plan, shoot, edit and broadcast videos 42.7 47.5 4.8
A4(2) to plan, shoot, edit and broadcast podcasts 27.5 37 9.5
A4(3) use social media appropriately in a variety of 

different contexts
73 71.1 −1.9

A4(4) choose the best way to interact digitally with 
people in a range of different circumstances

61.5 77.3 15.8

Table 6. Results for A5 – Ethical Awareness.

No Description

Ability: How do you rate 
your ability to . . . (%) 

good/excellent

Attitude: How important is 
it to be able to . . . (%) 

important/crucial

Attitude– 
ability gap 

(%)

A5(1) rewrite information in order to produce an 
original text to answer a question

68.9 78.7 9.8

A5(2) reference work that is not your own (avoiding 
plagiarism)

50.9 68.4 17.5

A5(3) use other people’s work through Creative 
Commons licences

44.4 57.7 13.3

A5(4) take other people’s views and wishes into 
consideration when working collaboratively

71 80.3 9.3

Table 7. Results for A6 – Online Safety.

No Description

Ability: How do you rate 
your ability to . . . (%) 

good/excellent

Attitude: How important is 
it to be able to . . . (%) 

important/crucial

Attitude– 
ability gap 

(%)

A6(1) see the dangers which are attached to 
communicating online

76 87.9 11.9

A6(2) create acceptable digital identities and digital 
footprints

47.9 64.8 16.9

A6(3) recognise spam and potentially dangerous 
emails (e.g. fraudulent, fake etc.)

72.7 87.5 14.8

A6(4) keep your online personal information secure 77.5 92.4 14.9
A6(5) to know what to do if you see something that 

makes you feel uncomfortable online
69.7 85.2 15.5

A6(6) to recognise online bullying 78.4 90.3 11.9
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(2) – create acceptable digital identities and digital footprints, at 16.9%. Generally speaking, this 
element contains the overall highest perceived ability and attitude scores. The ability–attitude gap in 
this element ranges between 11.9% and 16.9%, giving a difference of 5%.

6.3 Differences of perceived abilities and attitudes towards the six elements by gender

A cross-tabulation was calculated for scores by gender. Owing to uneven sample sizes across the two 
groups, row percentages were calculated in the analysis to allow for comparison. These data are 
presented in Table 8.

Table 8 shows that the total attitude–ability gap scores for females ranged from 20% to −14.4% (a 
difference of 34.4%) and for males from 16.9% to −16.2% (a difference of 33.1%).

The biggest difference in attitude–ability gap scores between females and males was as follows:

● A1(3) – find relevant organisations for information, with attitude–ability scores for females 
13.5% and males 1.1%, giving a difference of 11.9%;

● A6(3) – recognise spam and potentially dangerous emails, females 20% and males 8.2% with 
a difference of 11.8%;

● A3(2) – analyse and evaluate information in media content, females 17.5% and males 6.8% with 
a difference of 10.7%.

All other attitude–ability gap difference scores were below 10% difference, i.e. more closely aligned. 
The closest alignment with regards to ability–attitude gap between females and males were:

● A2(1) – use programs for word processing, with attitude–ability scores for females at −0.5%, 
and males at 0%, giving a difference of 0.5%;

● A3(3) – see biased opinions in information, with attitude–ability scores for females at 13%, and 
males at 12.2%, giving a difference of 0.8%.

In both A2(1) and A3(3), the attitude–ability gap was wider for females than it was for males. In all 
other statements, the attitude–ability gap showed more than a 1% difference.

In addition, Table 8 presents the top five attitude–ability gap scores for both genders. For females 
these were:

● A6(3) – recognise spam and potentially dangerous emails (20%);
● A5(2) – reference work that is not your own (avoiding plagiarism) (19.5%);
● A3(1) – differentiate between reliable and unreliable information and information sources (19.4%);
● A4(4) – choose the best way to interact digitally with people in a range of different circum-

stances (19.2%);
● A6(5) – know what to do if you see something that makes you feel uncomfortable online (18.5%).

Two of these attitude–ability gap scores were concerned with A6 – Online Safety. The other three 
were from A3 – Critical Awareness of Sources, A4 – Using Digital Tools and A5 – Ethical Awareness. 
These gap scores are all greater than the same items for males.

The top five attitude–ability gaps for males were:

● A1(2) – access information using libraries and archives (16.9%);
● A2(4) – use social media for learning purposes (16.2%);
● A6(2) – create acceptable digital identities and digital footprints (15.3%);
● A5(2) – reference work that is not your own (avoiding plagiarism) (14.5%);
● A6(6) – recognise online bullying (13.9%).
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Again, two of these attitude–ability gaps were concerned with A6 – Online Safety, although they 
concern different statements to the female attitude–ability gaps. The other three were from A1 – 
Information Access, A2 – Communicate using ICTs and A3 – Critical Awareness of Sources.

The lowest attitude–ability gap score for both genders was A2(4) Use of social media for learning 
purposes, in which both genders considered themselves to have good ability – females 73.1% and 
males 71.2% – but they did not consider this to be important, females 58.7% and males 55%, 
producing gap scores of −14.4% and −16.2% respectively.

Overall, out of 25 items, the attitude–ability gap score was higher for males in only five items, and 
there were only three items where males rated the importance of competences higher than females. 
These are discussed in section 7.2.

7. Discussion of key findings

The following section discusses the most significant results from this survey and relates them to the 
three dimensions – operational, cultural and critical – of the 3D model and ends with the implications 
these have for pedagogy and curriculum development.

7.1 Relating the results to the 3D model

The notion of information and its importance in today’s society has been variously described 
(Castells, 2000). Buckland (2017) argued that whilst there can be no such thing as a non- 
information society, there is an increasing intensity in the way information dominates our lives as 
we move away from oral traditions to technological platforms hosting a multiplicity of facts, figures, 
knowledge, data, intelligence, evidence and other such materials that contribute to the notion of 
information. However, information does not exist in isolation; rather, it is shaped, presented, 
promoted and reposted in various ways depending on, for example, value or power (Park, 2017). 
Moreover, information is not equally accessible (sometimes intentionally) to all, and some informa-
tion is promoted and redistributed at higher rates, creating gaps in who has access to what and an 
imbalance of information acquisition. Using the 3D Model (Green, 1988; Green & Beavis, 2012), it 
appears that students have developed the operational skills needed for information access. Indeed, 
when looking at access to information using the internet, the scores for ability and attitude are the 
highest across the whole survey. Moreover, it is the only survey statement that has an ability score 
above 90%. However, there is a large gap (approximately 40% for both ability and attitude) between 
accessing information via the internet compared to libraries and archives. Although these differing 
student results of information access via the internet versus the library may be indicative of both 
familiarity and immediacy of information via digital tools, through the critical lens it may demon-
strate student lack of understanding in the important role libraries still play in accessing information 
and education. This mirrors a more general and current misunderstanding of the purpose of libraries 
in supporting education (Julien & Barker, 2009). Indeed, the place and perception of libraries as 
central organisations in society is currently under debate (Juchnevič, 2014), not least because of 
digital transformations and the diminishing role of libraries as gatekeepers of knowledge (Zeegers & 
Barron, 2010).

However, in a study commissioned by the Pew Research Centre, libraries are seen as not only key 
in developing and serving communities but ‘as part of the educational ecosystem and as resources 
for promoting digital and information literacy’ (Horrigan, 2015). Moreover, de Jager et al. (2018) 
found a link between library use and increased student learning outcomes. Whilst search engines 
such as Google may be more accessible and cover more sources, the quality of sources is much 
higher in library databases (Brophy & Bawden, 2005). The lower results are of particular concern for 
those students intending to move from school to university, where independent study, management 
of their own learning, and a critical understanding of the place libraries have in this process, are 
crucial (Smith et al., 2013).
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When we view the results for information access in parallel to critical awareness of sources, further 
points are illuminated. For example, whilst students report being extremely able at accessing 
information, 20% fewer students had the critical skills to differentiate between reliable and unreli-
able sources. There is also a somewhat surprising disconnect between this and their ability and 
attitude towards seeing biased opinions in information. Their understanding of the place bias has in 
information, and their ability to recognise it, are both low, which is of particular concern if viewed 
through a critical and cultural lens where these competences are vital in a post-truth society filled 
with fake news (Pangrazio, 2018) and the resultant implications this can have on democracy (Farkas 
& Schou, 2020), as seen in the storming of the US Capitol buildings or in the UK Brexit campaign. Our 
results however are in line with other researchers (see Buckingham, 2010; Matusiak et al., 2019; Shen 
et al., 2018) who have also noted that students lack such skills across the three critical, cultural and 
operational dimensions, especially concerning online images that appear in news reports and fake 
images more generally. Talwar et al. (2020) suggested that fake news is more prevalent on social 
media as users share ‘news’ instantly. Given that, for example, in the UK 55% of young people (aged 
12–15) find out about news on social media (OFCOM, 2020b), it is concerning that they do not 
appear to have the skills to see biased opinions in information.

This critical inability to see biased opinions appears at odds with students’ cultural perception 
that they know how to use social media effectively, which scores 20% higher in both A2(4) – for 
learning purposes and A4(3) – in a variety of different contexts. However, when we look at the results 
for how important they consider social media for learning, we see a low score, suggesting that 
students have a specific view of what constitutes learning (for example, perhaps school-based 
activities). This has similarities to the findings of others (see for example, Martin et al., 2018); however 
with the growing emergence of third-space learning and its place in education (Schuck et al., 2017), 
the conception of how social media can support learning is perhaps something that needs addres-
sing by teachers (Mao, 2014) who themselves may need scaffolding (Bruner, 1986) in this area.

Interesting points were also uncovered when looking in more depth at statements within 
a particular element, for example A6 – Online Safety. With an increase in online activity by young 
people, parents are becoming more concerned about online safety (OFCOM, 2020a). Online safety 
and protecting children is an important issue (De Wolf, 2019; Ronchi & Robinson, 2019) and has been 
especially highlighted during the global COVID-19 pandemic, where children were spending more 
unsupervised time online due to school closures (OECD, 2020). Generally, participants in our survey 
see online safety as really important with slightly lower scores concerning their abilities, which aligns 
with the work of other researchers in this area (Agosto & Abbas, 2017; Badillo-Urquiola et al., 2019). 
Within the online safety element, one statement stood out, suggesting that students lacked an 
awareness of their role in maintaining online safety. For example, when viewing online safety 
through the cultural lens, less than half the students had good or excellent skills in creating 
acceptable digital identities and digital footprints. In other words, they do not perceive a link 
between this and keeping their online personal information secure. Their view on the importance 
of the development of acceptable digital footprints and digital identities was also at the lower end 
(64.8%) giving an attitude–ability gap of 16.9%, the second highest across all statements. However, 
there is a direct link between what people post online and how safe they are (Shillair et al., 2015).

As information increasingly dominates our lives, we each have a moral responsibility to use it 
ethically. Yet, some authors (Risquez et al., 2011; Zimerman, 2012) noted that plagiarism is on the 
increase although, according to Sureda-Negre et al. (2015), there is still a paucity of research in pre- 
university-aged students regarding plagiarism. In our research, the statement on plagiarism – A5(2) – 
received the greatest gap between ability and attitude at 17.5%. So, whilst students realised how 
important this is (the critical dimension), they did not feel they had the skills to prevent themselves 
from plagiarising work (the cultural dimension). This is similar to findings in Ercegovac (2005), who 
found that whilst a student might demonstrate understanding of plagiarism, they are unable to 
apply that understanding in the context of their own work. Nor did students appear to have an 
understanding of the creative commons licencing process. This has clear implications for teachers 
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who need to determine why, how and when they teach students about plagiarism so that students 
can both contextualise and effectively avoid plagiarising the work of others.

The ability to make appropriate use of ICT tools is of vital importance not least because of our 
reduced co-location owing to the COVID-19 global pandemic, but also more generally as we spend 
more and more time working and collaborating online. Within the school setting, the ability to use 
certain tools can also impact on learner outcomes in specific subjects. For example, the importance 
of being able to use spreadsheets has been highlighted by researchers (e.g. Abramovich et al., 2010; 
Benacka, 2016) specifically in the cultural dimension, where the application of these operational skills 
is important for the development of understanding and knowledge in STEM subjects. In our study, 
the use of spreadsheets received the second lowest perceived ability score, with only 39.8% 
believing themselves to be good or excellent at this skill, even though it is seen as a core generic 
tool in secondary education (Leitão & Roast, 2014). Females scored lower on ability and higher on 
importance than males, which is of particular concern in relation to spreadsheet use in STEM 
subjects, where females are underrepresented (World Economic Forum, 2020). The low ability 
score across both genders is in line with other research, for example, Lim (2005), who found that 
a significant proportion of students entering university were unable to use spreadsheets. Although 
the majority of students scored their ability low, over half the respondents ranked this as an 
important or crucial skill (52.8%), suggesting that within the critical dimension, they have some 
understanding of how important the skill is.

The US-based Association of College and Research Libraries (ACRL) noted how important images 
and visual literacy are in today’s society and how this ‘contemporary culture is changing what it 
means to be literate in the 21st century’ (ACRL, 2011). With a rise in visual culture and the emergence 
of new apps (e.g. TikTok or Instagram), it is not just important to know how to interpret visual media, 
but also how to create videos. However, in our survey, video creation scored low in both ability (42%) 
and attitude (47%), which appears at odds for an age group that are heavy users of YouTube 
(Anderson & Jiang, 2018), suggesting perhaps that they are mainly consumers rather than creators.

The ICT skill that produced both the lowest attitude (37%) and ability (27%) scores was creating 
podcasts. Although listening to podcasts has increased by 24% in 2018–19 within the UK for 
example, with 7.1 million people now listening to podcasts each week (OFCOM, 2019), it would 
seem their creation is of little interest to this age group. Although the reasons for this are unclear, it 
may be related to how such skills are perceived in schools in comparison to the use of word 
processing, presentation and spreadsheet packages. It could be associated with lower operational, 
cultural and critical skill levels in teachers or related to assessment methods, which often drive 
teaching and learning strategies (Torrance, 2012).

7.2 Gender differences and similarities

There have been a variety of studies that have looked at gender differences in computer and 
information literacies but at digital and media literacies to a much lesser extent. Punter et al. 
(2017) suggested that gender differences can be accounted for in different ways depending on 
theoretical perspectives. For example, Socialisation Theory (Charlton, 1999) would suggest that 
different genders are taught and influenced by environmental forces, whereas Attribution Theory 
(Volman, 1997) looks at the perceived femininity or masculinity of objects.

Within studies on gender differences, the focus has tended to be on perceived or actual ability 
differences. Uniquely, whilst our article investigates ability, it also focuses on perceived attitudes as 
well as ability and broadens the view to incorporate digital, media and information literacies.

What can be seen from our study data is that there is a gender difference in perceived ability 
scores. Overall males had higher perceived ability scores in 13 out of the 25 competencies with an 
average score of 2.9%, whereas in the other 12 competencies the female average perceived ability 
score was 5.7%. Thus, overall female ability scores across all competencies were on average 1.2% 
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higher than males. This finding concurs with the findings of previous researchers (Fraillon et al., 2020; 
Gebhardt et al., 2019; Punter et al., 2017).

Other studies have highlighted that males were more confident about using ICT than females 
(Gebhardt et al., 2019). But uniquely, we asked about the importance of this use, and again a gender 
difference was found. Overall, females considered the competencies to be more important or crucial 
in 22 out of 25 of the listed items with an average attitude score for these items of 5.9%. The only 
three instances where males scored the importance of a competence higher than females were, A4 
(1) plan, shoot, edit video, A6(2) create digital identities and A4(2) plan shoot edit podcasts. These 
three competencies had a male average score of 4.1%. Overall, the average score for females was 
4.7% higher than males across all competencies.

Other researchers have suggested that female students perform better on tasks involving com-
munication, design and creativity, and male students perform on more technical tasks (Gebhardt 
et al., 2019, p. 69). In our dataset, it would be difficult to disaggregate our items in terms of creative 
and technical (for example, plan, shoot, edit video).

More helpfully, Punter et al. (2017, p. 777) found that females outperform males in evaluating and 
reflecting on information and that there were no significant gender differences for applying 
technical functionality. Our findings would back up this claim, with females having higher overall 
ability scores. Further, our data show that the majority of females found these competencies to be 
important or crucial.

7.2.1 Overall gaps
Thus, overall females had higher ability scores and higher attitude scores, on average 1.2% and 4.7% 
respectively, than males. Thus, females not only have greater ability scores for this range of 
competencies than males, but they also consider these competencies to be of greater importance 
than males. This second finding is at odds with the findings by Cai et al. (2017), who found in their 
meta-analysis of gender and attitude to technology use that males believed technology was 
significantly more important than females did.

8. Conclusion

This article presents a comprehensive view of young people’s abilities and attitudes towards digital 
literacy, across eight countries drawing upon a dataset of 1051 13–18-year-old school students. Our 
data allow us to move beyond just ability and provide insights on which digital literacies young people 
consider to be of importance and crucial for them. Furthermore, our analysis of the data suggests that 
curriculum development and teaching needs to move beyond purely learning operational ICT skills, 
such as using word processing and presentation software, but to consider digital literacy from 
a broader perspective, with teachers helping students to consider how and why digital tools are 
used by others and how students themselves might apply such skills effectively and become literate in 
that broader sense. For example, findings in this study have significant implications for the teaching of 
how plagiarism is contextualised within the learning process; how the use of spreadsheets is integrated 
in more depth and more widely across curricula; or how critical awareness is explored across disciplines.

The data have also identified areas for further research, for example, the place of social media as 
a learning tool within the classroom; students’ perceptions of the relationship between online identity 
and online safety; how libraries actively engage with schools and young people to make libraries more 
‘relevant’ to students; or the use of video and podcast creation in the development of visual/aural 
literacies which in turn may assist students to become more critically aware of online media. The data 
have also caused us to reflect on other related issues such as the fluid process of development and 
redevelopment of identity during adolescence (Crocetti, 2017) and what that means for young people, as 
they create and re-create their online identities.

The focus of this article has been on data gathered from an online survey on digital, media and 
information literacies, which forms the first part of a larger survey on Global Competence. Other 

16 S.-L. JONES AND R. PROCTER



researchers have highlighted the cultural importance of students having such literacies in connec-
tion with, for example, citizenship (Polizzi, 2020) which is covered in the second domain (Global 
citizenship and intercultural understanding) of our Global Competence survey. Data from 
this second domain, and how it relates with digital literacy, will be the focus of our next article.

Notes

1. There are four domains in the Global Competence Survey Tool. The other three domains are: Domain B: Global 
Citizenship and Intercultural Understanding; Domain C: Social Awareness, Personal Attributes and 
Communication Skills; and Domain D: Professional and Learning Competencies.

2. https://www.r-project.org.
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Appendix 1

Mapping the EU Digital Competence Framework (2017) against Domain A of the Global 
Competence Framework (2016)

Global Competence Framework Domain A (2016) EU Digital Competence Framework 2.0 (2017)

A1. Information Access 
This competence is about your knowledge, skills, attitudes and experience of 

accessing information using ICTs, other digital tools, media, libraries and 
archives. For example, do you know how to locate and access information 
through ICT, use the internet for research, or how to extract useful 
information?

1. Information and data literacy 
1.1 Browsing, searching and filtering data, 

information and digital content 
1.2 Evaluating data, information and digital 

content 
1.3 Managing data, information and digital 

content
A2. Communicate using ICTs 
This competence seeks to find out whether you can make the appropriate use 

of ICTs to communicate your knowledge, skills, attitudes, values and 
experience. For example, can you use programs for word processing, 
presentations, spreadsheets?

2. Communication and collaboration 
2.1 Interacting through digital technologies 
2.2 Sharing through digital technologies

A3. Critical Awareness of Sources 
This competence seeks to find out whether you are critically aware of 

information, resources, content that you find both online, in the media and 
in hard copy and how important you think it is to have these skills. For 
example, do you know how to find a reliable website to answer a specific 
question, how to differentiate between reliable and unreliable information 
and information sources and do you have the ability to analyse and evaluate 
media content.

1. Information and data literacy 
1.2 Evaluating data, information and digital 

content

A4. Using Digital Tools 
This competence seeks to find out how capable you are in the use of digital 

tools. For example, do you know how to plan, shoot, edit and broadcast 
videos, podcasts or audio files? Can you use social media appropriately in 
a variety of different contexts, choosing the most appropriate tools to 
interact digitally with people in a range of different circumstances/for 
different purposes?

2. Communication and collaboration 
2.4 Collaborating through digital 

technologies 
3. Digital content creation 
3.1 Developing digital content 
3.2 Integrating and re-elaborating digital 

content 
5. Problem Solving 
5.1 Solving technical problems 
5.3 Creatively using digital technologies

A5. Ethical Awareness 
This competence seeks to find out about your ethical awareness. For example, 

can you rewrite or interpret information in order to produce an original text 
to answer the questions (avoiding plagiarism)? Do you know how to interact 
appropriately with people using social media and skype? Are you aware of 
the responsibilities you have in using other people’s work, (intellectual 
property rights/creative commons)?

2. Communication and collaboration 
2.3 Engaging in citizenship through digital 

technologies 
2.4 Collaborating through digital 

technologies 
2.5 Netiquette 
3. Digital content creation 
3.3 Copyright and licences

A6. Online Safety 
This competence is about your knowledge, skills and experience regarding 

online safety. For example, are you aware of the dangers of communicating 
online, understand what constitutes spam or know the difference between 
digital identities and digital footprints?

4. Safety 
4.2 Protecting personal data and privacy 
4.3 Protecting health and well-being 
2. Communication and collaboration 
2.6 Managing digital identity

These elements are covered in other Domains in the Global Competence 
Framework (2016).

4. Safety 
4.1 Protecting devices 
4.4 Protecting the environment 
5. Problem Solving 
5.2 Identifying needs and technological 

responses 
5.4 Identifying digital competence gaps

‘3.4 Programming’, is not explicitly included in the Global Competence 
Framework (2016).

3. Digital content creation 
3.4 Programming
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