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Abstract: Target material sensing in non-invasive and ubiquitous contexts plays an important role in various applications. Recently, a

few wireless sensing systems have been proposed for material identification. In this paper, we introduce mm-CUR, A Novel Ubiquitous,

Contact-free, and Location-aware Counterfeit Currency Detection in Bundles using a Millimeter-Wave Sensor. This system eliminates

the need for individual note inspection and pinpoints the location of counterfeit notes within the bundle. We use Frequency Modulated

Continuous Wave (FMCW) radar sensors to classify different counterfeit currency bundles on a tabletop setup. To extract informative

features for currency detection from FMCW signals, we construct a Radio Frequency Snapshot (RFS) and build signal scalogram

representations that capture the distinct patterns of currency received from different currency bundles. We refine the RFS by eliminating

multi-path interference, and noise cancellation and apply high pass filters for mitigating the smearing effect with the continuous

wavelet transform (CWT). To broaden the usage of mm-CUR, we built a transferable learning model that yields robust detection results

in different scenarios. The classification results demonstrated that the proposed counterfeit currency detection system can detect

counterfeit notes in 100-note bundles with an accuracy greater than 93%. Compared to the standard CNN and DNN methods, the

proposed mm-CUR model showed superior performance in distinguishing each bundle data, even for a limited-size dataset.

CCS Concepts: • Ubiquitous and mobile computing→ Ubiquitous and mobile putting systems and tools, Contact-free
sensing.

Additional Key Words and Phrases: mmWave Sensor, Counterfeit Currency, Currency Detection, Wireless Sensing, Contact-free

Sensing

1 Introduction

While electronic financial transactions are gaining popularity and the usage of physical currency is declining, banknotes

remain in circulation due to their reliability and user-friendly nature. Consequently, the challenges associated with

automated banknote processing remain pertinent. These challenges encompass tasks like identifying banknote types

and denominations, detecting counterfeit bills, categorizing fitness, and recognizing serial numbers. These tasks are

predominantly executed in automated transaction facilities like counting machines or vending machines, employing

image processing techniques [1]. Among these tasks, counterfeit detection assumes an essential role in ensuring

transaction security, given the persistence of sophisticated fake notes. Current anti-counterfeit measures applied to
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banknotes include features like security threads, anti-copy patterns, watermarks, and hologram patterns. However, the

frequent verification of counterfeit notes is hindered by the substantial number of notes in circulation and the intricate

nature of detection methods, encompassing various sensors like magnetic, infrared (IR), or ultra-violet (UV) sensors.

Consequently, the general public finds it challenging to identify counterfeit banknotes.

Smart sensing technologies have become essential in non-invasive sensing and identifying a wide range of objects

and materials [2]. The key factor behind its significance is its role in ensuring contamination and infection control, as

well as preventing accidents. Furthermore, these technologies play a crucial role in reducing environmental disruption

by identifying dangerous objects or materials. Among the leading techniques [3] for non-invasive material detection are

X-ray diffraction [4], and X-ray fluorescence [5], [6]. Both methods excel in their ability to analyze materials qualitatively

and quantitatively. However, it’s worth noting that X-rays are a form of ionizing radiation. Prolong exposure can pose

health risks to both the subject being examined and the operator. While optical, infrared, and multi-spectral imaging

technologies can detect reflections from a target, they often fall short when come across the penetrating the surface

of non-opaque materials. Conversely, millimeter-wave (mmWave) radar sensing is gaining attraction for subsurface

detection. The widespread commercial accessibility of this non-ionizing sensor holds significant potential for material

identification [7]. Whether in the form of an integrated chip-set [8], [9] or a packaged module, compact mmWave radar

sensors are available and reliable, streamlining the cost-effective integration of material identification in production

and processing workflows. The unique properties of signals reflected from various material layers can offer distinctive

signatures, thereby facilitating the identification of the given subject [10].

Contrasting current counterfeit currency detection systems, this paper delves into the potential of utilizing RF signals

for ubiquitous and contact-free currency monitoring. Our objective is to deduce the authenticity of currency based

on radio signals, which show unique patterns when reflected by legitimate or counterfeit notes. The system demands

no alterations, making mm-CUR compatible with standard currencies available off-the-shelf. With no need for visual

inspections or sensor repositioning, the system emphasizes convenience and user accessibility. However, with the

aspiration to establish a ubiquitous contact-free RF-driven system to distinguish between genuine and counterfeit

currency in note bundles, we face the following challenges.

• Q1: How we can extract information about genuine and counterfeit currency from mmWave radar signals?

Earlier studies have used RF signals for grid map construction [11], user identification [12], [13], vital sign detection [14],

[15], tire wear measurement [16], medication self-administration monitoring [17], and temperature measurement [18].

mmWave radar systems offer high resolution of 30GHz to 300GHz, which means that they can detect and differentiate

between small-scale objects or properties with precision. Although mmWave radar systems are known for their high

resolution in various applications, such as wireless sensing and communication, their resolution can be limited when it

comes to specific tasks like currency detection. This limitation arises from factors such as the wavelength used and the

size of the antenna array, which impact the system’s ability to resolve fine-grained features necessary for currency

analysis. To address this challenge, our proposed solution focuses on enhancing the resolution and accuracy of mmWave

radar signals through Radio Frequency Snapshots (RFS) enhancement. By improving the resolution capabilities in

the context of currency detection, we aim to overcome the limitations posed by standard mmWave radar devices and

enhance the system’s ability to detect counterfeit currency effectively.

• Q2: How to refine and remove noise from signal RFS to generate scalograms?

The primary challenge, we faced during experiments that how we could extract precise and meaningful features to

effectively differentiate between various types of currency bundles that contain counterfeit currency. These bundles
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consist of a varying mix of genuine and counterfeit currency notes. To overcome this issue, we employed a CWT-based

noise cancellation and applied a high-pass filter to process the radar signals. However, setting the optimal cutoff

frequency emerged as a complex task, necessitating a balance between preserving critical information and filtering out

extraneous lower-frequency elements. Calibrating the filter for effective counterfeit detection while minimizing data

loss was indeed a nuanced aspect of this research.

• Q3: How to extract intrinsic features from CWT-based bundle scalograms?

The third major challenge was the extraction of significant features from CWT-based scalograms. Scalogram is the

graphical representation of wavelet transforms, which are rich in information, offering both time and frequency-based

characteristics of the signals. However, the extraction of meaningful and discriminative features from scalograms for

currency detection was a complex task. Identifying the most informative features amongst the multitude of data points

in the scalogram required extensive experimentation and analysis.

In our research, we address all the challenges inherent in the design of mm-CUR, a radio frequency (RF)-driven

system designed for detecting counterfeit currency. This system leverages commercially available radar technology

and comprises three main components, i.e., Radio Frequency Snapshots (RFS), signal preprocessing feature extraction,

and a transferable learning model. Firstly, we compute RFS for each currency bundle based on the reflected Frequency

Modulated Continuous Wave (FMCW) signals under the radar from the top of the table. In the second step, we leverage

the Continuous Wavelet Transform (CWT) to remove the multi-path interference and noise from the raw RFS. Radar

signals are highly discriminative and have distinct characteristics. To normalize these variations, we compute the

average of five RFS and subsequently generate a scalogram for each averaged RFS. Finally, for the transferable learning

model, we design a Heuristic Domain Adaptation network [19] architecture with a carefully designed training dataset

segmentation strategy. Comprehensive testing was carried out using various parameters. The experimental findings

affirm that mm-CUR consistently attains a detection precision exceeding 93%. Furthermore, it was evident that mm-CUR

is capable of acclimating to novel environments, solidifying its potential for counterfeit currency detection deployment.

We outline our principal contributions as follows:

• To the best of our knowledge, this is the pioneering effort to explore the potential of utilizing mmWave RF

signals for counterfeit currency detection, and realize a ubiquitous, contact-free, and convenient location-based

counterfeit currency detection system for note bundles.

• We design a suite of advanced algorithms to extract meaningful data patterns from the RF signal snapshots and

have enhanced the methodology behind scalogram creation.

• We implement and assess mm-CUR in practical scenarios through rigorous testing. Our findings indicate that

mm-CUR excels at identifying counterfeit currency within note bundles with high precision.

2 Related Work

Banknotes often incorporate various anti-counterfeiting features that become apparent under specific light wavelengths

to facilitate counterfeit detection. Prior studies on counterfeit banknote detection have leveraged either single sensors

or combinations thereof to record the optical attributes of examined banknotes. The work in [20] utilized RGB color

and UV data to detect counterfeit currency. Their method integrated a detection algorithm founded on low-resolution

multi-spectral images comprising RGB images from both sides and IR images across three frequencies. The multi-spectral

images in conjunction with linear and quadratic classifiers for resource-constrained devices were proposed in [21]. This
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technique followed a similar multi-spectral image acquisition method. In [22], a neural networks model is proposed to

detect counterfeit currency, the parallel piped classification approach is used for counterfeit detection. Conversely, [23]

introduced a combined approach for banknote recognition and counterfeit detection. Their methodology hinged on a

convolutional neural network (CNN) classifier that processed aligned visible light, IR reflection, and IR transmission

images of banknotes. When focusing on single-sensor studies, there’s an expansive range of wavelengths used to image

banknotes, spanning IR [24], visible light [25], [26], and UV [27]. Most non-visible light studies primarily aimed to

capture security features, such as latent patterns via UV light, or contrasting areas on Euro banknotes under IR. X-rays

have also been harnessed for both counterfeit notes [28], [29], and banknote pigment-based counterfeit detection [11].

Given the fixed positioning of security features on banknotes, many of these detection methods presupposed knowledge

of banknote denomination and insertion direction or necessitated prior banknote type recognition. Visible-light-based

techniques predominantly relied on banknote color characteristics for counterfeit detection. For instance, [26] applied

the luminance histogram of the Y channel in the YIQ color space of a scanned banknote for detection purposes. Similarly,

[27] captured images of banknotes placed on a backlight panel using a webcam. In both instances, the support vector

machine (SVM) served as the classifier.

The integration of communication and radar systems [30], [31] has gained traction as it harnesses both spectral

and hardware assets to allow dual functionalities within a unified system. This paves the way for a novel approach to

maximizing the use of the restricted RF spectrum [32]. The [33] proposed E-Eye to develop an economical and practical

technique for recognizing hidden electronic devices. This method aims to facilitate efficient screenings to mitigate

the risks posed by concealed electronic devices in everyday settings. Notably, the mmWave domain is emerging as

a sought-after solution for short-range, high-capacity communication, and it also holds potential for radar sensing

applications [34]. When it comes to material identification, mainstream and commercial platforms often turn to methods

like optical spectroscopy, expansive radar setups, X-rays, and CT/MRI. While these yield detailed outcomes, they

demand specialized, hefty, and expensive equipment, constraining their usage primarily to labs and crucial security

contexts. The push for material identification in more versatile environments has grown in recent times [35], [36], [37].

The advent of compact radar sensors, such as Soli, has paved the way for radar-driven precision motion sensing, which

finds applications in human-computer interaction [38]. For instance, the integration of micro-gestures detected by Soli

with larger gestures fosters an intuitive input method in gesture-oriented Augmented Reality platforms. Compared

to other gesture-sensing technologies, these sensors offer a compact design, energy efficiency, and enhanced privacy.

Their versatility allows them to be seamlessly incorporated into daily-use consumer products like Google’s Pixel 4

smartphone and the Nest Hub smart display. Moreover, the realm of radar is not limited to gesture detection; it also

encompasses material and object identification.

FG Liquid [39] employs radar to differentiate between liquids up to 40cm, albeit with the limitation of a static distance

for objects. Cube sense [40], while supporting radar interactions based on corner reflectors, falls short in distinguishing

between various corner reflectors and objects. [38] showcased the capability to sense and categorize objects placed

directly on the radar sensor, catering to context-aware and tangible applications. Yet, it’s worth noting that their system’s

material differentiation relies on a consistent distance to the sensor and alterations in material attributes. A noteworthy

contribution comes [41] which utilized a microwave Doppler sensor array positioned beneath a table. FerroTag [42]

a paper-based, mmWave-scannable tagging infrastructure for next-generation inventory management systems. it is

ultra-low cost, environmentally friendly, battery-free, and capable of in-situ processing, meaning multiple tags can

be simultaneously scanned even when not in the line of sight. In [43], put forth an innovative low-cost approach,
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introducing tangible controllers based on origami structures paired with mmWave radar sensors. However, a clear

identification methodology for these controllers remained unexplored.

Different from all existing systems, mm-CUR achieves the detection of counterfeit notes within note bundles without

individually examining each note, leveraging RF signals. We meticulously capture RF snapshots, drawing out signal

attributes from the reflected signals through enhanced scalograms that highlight discrepancies between genuine and

counterfeit currency bundles. Furthermore, we developed a transferable learning model that expands the usage of

mm-CUR to other currencies. Compared with existing counterfeit-detecting systems, mm-CUR is contactless, ubiquitous,

and user-friendly.

3 Preliminaries

In this section, we explore the motivations for using mmWave radar technology for counterfeit currency detection,

elucidating why we chose this approach. Also, We discuss the distinguishing features between genuine and counterfeit

currency and introduce the concept of Radio Frequency Snapshots (RFS).

3.1 Motivation

The use of mmWave radars for material sensing in everyday contexts offers numerous applications. For instance, it

can greatly improve household waste sorting, a common sustainability practice in many countries. This technology is

especially useful because it can distinguish between materials that often look similar, making the sorting process more

efficient and accurate. Additionally, material sensing through mmWave radars can enhance home security by detecting

water leakage and enable microwave ovens to identify and alert users about the presence of metals. Metal detection

also proves advantageous in tasks such as inspecting suspicious objects [19] and supporting autonomous drones [44].

The motivation behind the development and implementation of the mm-CUR model stems from the shortcomings

of existing counterfeit currency identification methods. Counterfeit currency identification often relies on centralized

authorities utilizing specialized machines and techniques, such as acid-free paper, optically variable ink, fine-grained

marks, plastic-paper integration, UV/IR marks, and holograms. While these security features are effective, they can be

challenging for civilians to verify without access to specific low-cost tools or knowledge. Although there are accessible

methods like iodine ink pens and optically variable ink tests available to the public, these require manual inspection

and are often limited to detecting individual notes, making the identification of fraudulent currency notes less effi-

cient and potentially less accurate when dealing with larger quantities. The existing methods of counterfeit currency

detection often rely on individual inspection of each banknote within a bundle. While these methods can be effective to

some extent, they are time-consuming and labor-intensive, which makes them prone to human error and inefficiencies.

Furthermore, these methods often require low-cost tools to identify whether an authentic mark is present or not, and

these tools are typically not readily available to the public. This lack of accessibility and transparency in counterfeit

currency detection has created a need for alternative, accessible, and efficient technologies that can empower the public

to detect counterfeit currency independently. In contrast, mm-CUR approach based on mmWave offers several unique

advantages:

Non-Invasive Detection: Unlike traditional methods that require direct interaction with the note (e.g., applying

ink or physically manipulating the note), mm-CUR can scan bundles of notes non-invasively and without requiring

manual handling, reducing the risk of damage or alteration.
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Bulk Analysis Capability: This technology can analyze an entire bundle of currency notes at once, detecting

not only the presence of counterfeit notes but also their exact locations within the bundle. This greatly increases the

efficiency of the detection process compared to manual inspection methods.

-Material-Independence: It detects counterfeit notes based on their unique electromagnetic signatures, which

are less likely to be successfully replicated by counterfeiters. This makes the detection process less dependent on the

specific materials or inks used, which could be faked or degraded over time.

Integration with Everyday Devices: The potential to integrate mmWave radar technology into everyday devices,

such as smartphones, further enhances accessibility and convenience, providing a portable and user-friendly solution

for civilians.

Nonetheless, compared to existing signatures, the mmWave signature represents a new mechanism with unique

advantages. These benefits make mmCUR a valuable complement to existing counterfeit detection technologies, offering

a more comprehensive, efficient, and accessible solution for detecting counterfeit currency.

3.2 Why mmWave Radar

In recent years, there has been a significant rise in wireless sensing [45], [46], [47], [48], [49], [50], [51] where radar-like

features reused radio signals originally intended for indoor communication. Moreover, dedicated radar systems are

gaining popularity for both indoor and mobile applications. Notably, Apple and Google have incorporated UWB radar

and mmWave radar into their latest phone models. Another notable research trend is the joint design of communication

and radar systems that leverage the same hardware and spectral resources for dual functionality [32], [52]. The utilization

of mmWave radars, equipped with large bandwidth and phased antenna arrays, holds promise for such integrated

systems [53]. Commodity routers already offerWiFi, standardized as 802.11ad/ay, and this technology is being integrated

into smartphones and vehicles [54]. The industry is actively exploring mmWave radar capabilities by re-purposing

these mmWave radios. For instance, the device used in our work is a TI IWR1443 [55] product that offers a radar-like

mode on top of a commodity 77-81GHz networking chip. This radar device presents distinct advantages as it leverages

the existing networking infrastructure and can seamlessly transition into a ubiquitous radar system. Notably, it offers

superior signal quality for wireless sensing compared to the 2.4GHz/5GHz WiFi [56]. The utilization of mmWave

radar for counterfeit currency detection in note bundles is driven by several key reasons. Firstly, mmWave radar could

differentiate between different materials based on their distinct electromagnetic signatures. This capability is crucial in

distinguishing genuine banknotes from counterfeit ones, as counterfeit notes often exhibit different material properties.

Secondly, mmWave radar enables non-contact sensing, allowing for efficient and non-destructive examination of

banknotes within bundles or stacks. It can penetrate through materials and analyze the reflected signals, making it

possible to detect hidden or concealed objects within banknote bundles, such as security threads or other counterfeit

indicators. Additionally, mmWave radar systems offer high resolution and accuracy, enabling the identification of subtle

differences between genuine and counterfeit banknotes that involve intricate design elements or security features.

Lastly, with the increasing availability of mmWave radar technology, including integration into smartphones and

other devices, it becomes feasible to deploy counterfeit currency detection capabilities ubiquitously. This means that

individuals can utilize their everyday devices for quick and reliable counterfeit detection, enhancing overall security.

3.3 Comparison of Existing Counterfeit Currency Detection Systems with mmWave Sensors

Existing counterfeit detection systems utilize various technologies, each with specialized machines with their methods.

However, these technologies often have cost, size, and effectiveness limitations, and they are generally not accessible to
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the public. As shown in Table 1, Infrared (IR) detection machines, such as the AccuBANKER AB5000 IR [57] currency

detector, use IR sensors to reveal unique features on banknotes by capturing and comparing IR light reflections. While

accurate, these machines can be expensive and bulky, making them less suitable for small businesses and individuals.

Visual inspection tools varywidely, frommagnifyingmicroscopes like the CarsonMicroBrite Plus to advanced automated

machines such as the Glory UW-500 [58], which utilize high-resolution cameras to detect security features. Manual

tools are affordable but can be time-consuming and susceptible to human error. On the other hand, automated systems

offer efficiency but are costly and require substantial space. Ultraviolet (UV) detection machines, like the Cassida 5520

UV/MG Money Counter [59], use UV light to reveal fluorescent patterns on banknotes. Although relatively affordable,

these machines are limited to detecting UV-reactive features and can be circumvented by sophisticated counterfeiting

methods. Magnetic detection machines, such as the Safescan 185-S and G-Star Technology Money Counter, scan for

magnetic properties in inks or metallic threads embedded within the currency. While these machines are fast and

automated, they are restricted to currencies with magnetic features and can be quite expensive.

Table 1. Comparison of Commercial Off-The-Shelf (COTS) Devices, Typically used for Detecting Counterfeit Currency, with mmWave
Radar

Class Device Detection Detection Availability Location Price Ref.
Properties Type Based

Infrared (IR) detection

AccuBANKER Unique Features Businesses

AB5000 IR IR Light Reflections Single Note Offices % $500 [57]

Banks

Visual inspection

Watermarks Businesses

Glory UW-500 Holograms Single Note Offices % $65,000 [58]

Micro-Printing

Ultraviolet (UV) detection

Fluorescent Patterns

Cassida 5520 UV/MG Magnetic Properties Single Note Banks % $400 [59]

Ink

mmWave Sensor
Watermarks Individual Users

TI-IWR1443 Note Material Single/Bundle Note Businesses ✓ $200 [60]

Holographic Elements Banks

In contrast to traditional methods, mmWave radar technology offers significant advantages. mmWave sensors [60]

are cost-effective, widely available, and can be integrated into smartphones, making them accessible to individual

users. Machines equipped with mmWave radar utilize mmWave frequencies to penetrate currency bundles and detect

anomalies, offering high accuracy and the ability to locate counterfeit notes within a bundle. This technology enables

the detection of counterfeit notes without the need to inspect each note individually, making the process highly efficient

in terms of both time and cost. The non-invasive and rapid nature of mmWave radar systems makes them a promising

alternative for modern counterfeit detection, suitable for both institutional and personal use.

3.4 Genuine and Counterfeit Currency Features

Banknotes incorporate various security features to deter counterfeiting attempts. These include note material such as

polymer or cotton, watermarks that are visible under light, invisible marks detectable under specific lighting conditions,

holograms for authentication, and micro-text requiring high magnification to read. Moreover, Genuine currency [61]

is typically printed on high-quality, acid-free paper. This special paper is designed to endure long periods without
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degrading, which is essential for maintaining the physical integrity of money as it circulates over time. Genuine currency

exhibits consistent and well-defined features across these elements, showcasing high-quality material composition, clear

and intact watermarks, accurately reproduced invisible marks, authentic holograms with no anomalies, and precise

micro text legibility. Counterfeit currency often uses inferior materials that may include acid-containing papers because

these are more readily available and less expensive than the specialized acid-free paper used in genuine currency.

For our experiments, we used acidic, printed, and locally made counterfeit currency notes, the main properties used for

detection are paper material, watermarks, and holographic elements, which exhibit specific patterns in genuine currency.

Counterfeit currency often exhibits deviations in these features compared to genuine notes, such as inconsistencies in

material composition, altered watermarks, missing invisible marks, discrepancies in hologram quality, and inaccuracies

in micro-text reproduction. Leveraging radar technology, our system can effectively detect these counterfeit features, as

well as identify the consistent features present in genuine currency. Radar enables precise analysis of material properties,

identification of hidden marks, authentication of holographic elements, and verification of micro text integrity. By

correlating radar data with known security features of genuine currency, our system accurately differentiates between

genuine and counterfeit currency, providing a robust solution for currency authentication and fraud prevention.

3.5 Radio-Frequency snapshots (RFS)

The biggest challenge in using commodity radar to detect genuine and counterfeit currency is how to extract useful

features from the radar signal that can be used to detect counterfeit currency. Most of the existing research uses radar

frequency-modulated continuous wave (FMCW) to detect derived movements and ranges [62], [16] which is not suitable

for currency detection. Nevertheless, we have examined that radar signals reflected by genuine and counterfeit currency

show different patterns. To characterize this discrimination, we took RFS from the reflected radar signal. This can be

used to indicate the difference in genuine and counterfeit currency bundles.

Fig. 1. Radio Frequency Snapshot (RFS).

As shown in Fig. 1, the process of Radio Frequency Snapshot (RFS). At the top, you can observe the signal in the time

domain, the transmitted signal is denoted as 𝑓𝑇 (𝑡), while 𝑓𝑇 (𝑡 − 𝜏) represents the reflected signal. 𝑓𝑚 corresponds to

𝑆𝑀1 (𝑡) which is discussed below. Additionally, 𝑓𝑐 denotes the start frequency, 𝐵 stands for the sweep bandwidth, 𝑇𝑠

represents the sweep time, and 𝜏 indicates the time delay of the reflected signal. The transmitted chirp frequency of the

signal increases linearly with time, and it is denoted by

𝑓𝑇 (𝑡) = 𝑓𝑐 +
𝐵𝑠

𝑇𝑠
𝑡 (1)
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where 𝐵𝑠 is the sweep bandwidth, 𝑡 is the time, 𝑓𝑐 is the starting frequency, and the sweep time is 𝑇𝑠 . The signal phase

of the transmitted chirp is

𝑝 (𝑡) =
∫ 𝑡

0

𝑓 (𝑡 ′)𝑑𝑡 ′ = 2𝜋

(
𝑓𝑐𝑡 +

𝐵𝑠𝑡
2

2𝑇𝑠

)
(2)

The transmitted signal can be expressed as:

𝑅𝑇 (𝑡) = cos

(
2𝜋

(
𝑓𝑐𝑡 +

𝐵𝑠𝑡
2

2𝑇𝑠

))
(3)

where cos represents the cosine function, and the slope of the sweep is denoted by 𝐵𝑠 and 𝑇𝑠 . The amplitude of the

expected sweep signal is 1, and the received signal is given by:

𝑅𝑅 (𝑡) = 𝑆𝑇 (𝑡 − 𝜏) = cos

(
2𝜋

(
𝑓𝑐 (𝑡 − 𝜏) +

𝐵𝑠 (𝑡 − 𝜏)2
2𝑇𝑠

))
(4)

where 𝜏 represents the reflected signal time delay. The signal amplitude attenuation is ignored. Multiplying the received

signal with the transmitted signal, we get:

𝑆𝑀1 (𝑡) = 𝑅𝑅 (𝑡)𝑆𝑇 (𝑡) =
1

2

[
cos

(
2𝜋

(
𝑓𝑐𝑡 +

𝐵𝑠𝑡
2

2𝑇𝑠
+ 𝑓𝑐 (𝑡 − 𝜏) +

𝐵𝑠 (𝑡 − 𝜏)2
2𝑇𝑠

))]
(5)

Filtering the high-frequency component, we obtain:

𝑆𝑀1 (𝑡) = cos

(
2𝜋

(
𝑓𝑐𝜏 −

𝐵𝑠 (𝜏2 − 2𝑡𝜏)
2𝑇𝑠

))
(6)

To gain the full context of the reflected signal, we apply the range-FFT to 𝑆𝑀1 (𝑡), represented as 𝑆𝑀2 (𝑡) =

rangeFFT(𝑆𝑀1 (𝑡)). 𝛼𝑡 is the duration of the chirp signal. We create an RFS using a series of chirps:

𝑅𝐹𝑆 (𝑡) = dopplerFFT(𝑆𝑀2 (𝑡1, 𝑡2, . . . , 𝑡64)) (7)

where 𝑆𝑀2 (𝑡1, 𝑡2, . . . , 𝑡64) denotes a time series of 𝑆𝑀2 (𝑡). The time duration of one RFS is 𝛼𝑡 × 𝑁 ms, where 𝛼𝑡 is

the duration of the chirp.

4 mm-CUR Model Overview

4.1 Overview

This research paper presents an innovative, ubiquitous, contactless, and location-based method to detect counterfeit

currency within a bundle of notes, eliminating the need to individually inspect each note utilizing mmWave radar

technology. As shown in Fig. 2, this methodology involves three main components: data collection, RFS preprocessing

feature extraction, and a ResNet-50 transferable learning model. Initially, Fig. 3a shows the data collection from the

tabletop radar setup at 0.05-0.45 meters (5cm-45cm). The raw mmWave signals are segmented into equal RFS and

processed through several steps: detrending to remove linear trends, noise reduction, and multi-path interference

mitigation using the Daubechies wavelet (db1), and applying a high-pass filter to highlight high-frequency components.

The processed RFS is transformed using continuous wavelet transform (CWT) to generate a scalogram of each RFS. It is

a visual representation of how the signal’s frequency content changes over time, and highlights unique patterns or

anomalies related to counterfeit currency notes present in the bundle, also enhancing the counterfeit detection system’s

accuracy and reliability. Finally, we create a transfer learning model that can identify and detect genuine and counterfeit

currency in the notes bundle for the existing and new environments. We derive intrinsic characteristics of samples from
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the source and the target domain. By quantifying the distinctions between these domain samples, we aim to reduce

the transfer variance, subsequently isolating domain-centric details from the intrinsic data obtained. Ultimately, the

mm-CUR model adeptly differentiates between genuine and counterfeit notes within the note bundles.

Fig. 2. mm-CUR Model Overview

4.2 Data Collection

We employ a commercial off-the-shelf (COTS) mmWave radar [55] for RF signal transmission and reflection. Com-

plementing this, a COTS DCA1000EVM [60] is utilized for 1-Gbps Ethernet data streaming directed to a computer,

as depicted in Fig. 3a and Fig. 3b. The radar operates within a frequency range of 77 to 81 GHz, corresponding to

a transmitted signal wavelength of 4 mm. It consists of three collocated transmitting antennas and four receiving

antennas. The radar’s field of view spans 120 degrees horizontally and 30 degrees vertically. Each Frequency Modulated

Continuous Wave (FMCW) chirp consists of 256 ADC samples with a set slope of 29.982MHz/us.

The data collection process is a meticulous task designed to ensure a broad spectrum of genuine and counterfeit

currency instances. The foundation of this dataset lies in both genuine and counterfeit banknotes, which we source

directly from a local bank. To add diversity and emulate realistic scenarios, we adopt a strategic process of inserting

counterfeit notes into bundles of genuine currency. We start by inserting a single counterfeit note into the bundle,

adjusting its position throughout the bundle, and capturing radar signals at each position. This method is iterated with

one to twenty counterfeit notes placed at various possible locations within the bundle, each time recording the radar
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signal. In addition to these combinations, we also record radar signals from bundles devoid of any counterfeit notes,

representing entirely genuine bundles. Conversely, we also collect data from bundles composed entirely of counterfeit

notes. This allows our model to learn the range of signals from entirely genuine to entirely counterfeit scenarios. We

(a) (b) (c)

Fig. 3. (a), (b), and (c) Illustrate the Process of Radio-Frequency Snapshot (RFS) Collection and mmWave Radar.

collected radar signals from 21 currency bundles for genuine and counterfeit sample collection, radar signals were

acquired from 21 currency bundles. Each bundle represents a specific configuration: bundle_1 to bundle_19 denote

the presence of counterfeit notes ranging from one to nineteen notes at positions 1 to 20 within the bundle. Bundle_f

represents bundles with all counterfeit notes, while bundle_r signifies genuine bundles with no counterfeit notes. The

radar chirp size is set to 8, with a frame size of 40 chirps per frame and an ADC sample rate of 256. This configuration

resulted in 81920 data samples per bundle in 2 seconds. After discarding start and end data points, approximately 80,000

data samples remained, we generated 20 RFS per bundle, and each RFS size is set to 5,000 data samples. For each bundle,

400 signals were extracted, resulting in a total of 8,000 RFS per bundle. Considering 21 bundles, the training dataset

comprised 168,000 RFS. Additionally, 2400 RFS are reserved separately for testing purposes for each bundle, totaling

50,400 RFS for testing. Therefore, the complete dataset comprised approximately 218,400 samples.

4.3 RFS Preprocessing Feature Extraction

As discussed in the data collection section, we extract the raw data from the mmWave radar, referred to here as RFS.

Each RFS possesses three critical identification attributes: the energy magnitude of the signal reflection from detected

objects, their radial separation, and the target’s velocity. However, the raw RFS captured by each antenna on the

mmWave sensor is not suitable for direct use in counterfeit currency detection due to constraints like bandwidth

limitations, signal noise, and environmental influences. In indoor environments, RF signals frequently encounter

reflections from various static and dynamic objects, such as walls, ceilings, and moving fans. These reflections can mask

the essential features of the currency detection process, resulting in a received signal that is a complex amalgamation

of multi-path reflections. To mitigate this issue, we employ the Continuous Wavelet Transform (CWT), specifically

using the Daubechies wavelet (db1), as illustrated in Fig.4a. After alleviating the multi-path interference from each

RFS, we proceed to extract features from each RFS and transform them into a signal scalogram, which is the excellent

time-frequency localization properties of this method make it particularly effective for analyzing non-stationary signals,

which are common in radar applications.
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4.3.1 RFS Preprocessing: One of the essential steps to detect counterfeit currency is to remove various static and

dynamic object effects from signals, such as walls, ceilings, moving people, fans, etc. Multi-path interference and

background noise are characterized as undesired variations in the RFS, can often interfere with the subsequent analysis,

and impede the detection of counterfeit currency. We adopt a noise reduction strategy based on the Daubechies wavelet

[55] (particularly the first-order wavelet, or db1).

(a) (b)

Fig. 4. Comparative Analysis of Radio Frequency Snapshots (RFS): Fig. 4a Illustrates the Raw and Filtered mmWave RFS. Conversely,
Fig. 4b Display the Mean of Five Filtered RFS.

The raw RFS can be mathematically represented as:

𝑅𝐹𝑆 (𝑡) = 𝑠 (𝑡) + 𝑛(𝑡) (8)

where 𝑠 (𝑡) denotes the clean signal, and 𝑛(𝑡) corresponds to the noise. To reduce the noise 𝑛(𝑡), we apply a wavelet

transform, specifically the db1 wavelet, to 𝑅𝐹𝑆 (𝑡). The CWT of 𝑅𝐹𝑆 (𝑡) is given by:

𝑤 (𝑎, 𝑏) =
∫

𝑅𝐹𝑆 (𝑡)𝜓∗ (𝑎, 𝑏) 𝑑𝑡 (9)

Here, 𝜓∗ (𝑎, 𝑏) represents the complex conjugate of the wavelet, which is dilated by a factor 𝑎, and translated by

𝑏. 𝑤 (𝑎, 𝑏) describes the local frequency content of 𝑅𝐹𝑆 (𝑡). This transformation results in the decomposition of the

signal into different frequency components. Typically, the high-frequency wavelets encapsulate the noise or transient

characteristics in the signal. So, we attenuate these high-frequency wavelets, significantly reducing the RFS’s noise

content. The denoised RFS, 𝑠 (𝑡), is then obtained by applying the inverse wavelet transform, given by:

𝑠 (𝑡) = 1

|𝑎 |2

∫ ∫
𝑤 (𝑎, 𝑏)𝜓 (𝑎, 𝑏) 𝑑𝑎 𝑑𝑏 (10)

This denoised RFS, 𝑠 (𝑡), is free from extraneous fluctuations as shown in Fig. 4a but retains the vital characteristics of

the original signal. Through this mathematical process, we significantly enhance the reliability and clarity of the RFS

data, providing a robust foundation for the subsequent stages of our counterfeit currency detection methodology.

4.3.2 RFS Feature Extraction: After converting raw mmWave signals into RFS, we proceed with analyzing the RFS.

These RFS initially contain multi-path interferences and background noise, which we systematically removed to enhance

clarity and accuracy. The analysis of these cleaned RFS signals, reveals slight pattern variations among signals from

the same bundle. These inconsistencies can potentially lower the effectiveness of our system. To maximize our radar
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Table 2. Refine RFS Scalograms for Each Currency Bundle

Bundle-1 Bundle-2 Bundle-3 Bundle-4 Bundle-5

Bundle-6 Bundle-7 Bundle-8 Bundle-9 Bundle-10

Bundle-11 Bundle-12 Bundle-13 Bundle-14 Bundle-15

Bundle-16 Bundle-17 Bundle-18 Bundle-19 Bundle-20

system’s reliability and discriminating power, we use a single antenna to handle both the transmission and reception of

the RFS. Further refinement involves reducing the complexity of each RFS by limiting the number of data points to

1,000 points. This reduction aids in managing and processing the data more efficiently. For a more robust analysis and

to ensure uniformity across our measurements, we make average groups of five RFS, as demonstrated in Fig4b. This

approach allows us to represent each bundle with a single, averaged RFS. Initially starting with 8,000 RFS per bundle,

this averaging method reduces the total count to 1,600 RFS. This significant reduction decreases the variability within

the data and simplifies the feature extraction process, leading to more accurate and discriminative results.

4.3.3 RFS Transformation to Scalograms: In this phase, we transform refined RFS into scalograms, a process crucial for

detailed signal analysis. After extensive testing, we have chosen to use the Continuous Wavelet Transform (CWT) [63]

with a filter bank approach, specifically referencing the analytical Morlet (amor) wavelet [64]. This choice is informed

by the wavelet’s superior time-frequency localization properties, which are exceptionally effective for examining

non-stationary signals commonly found in radar applications. We configure our system to use a ’voices per octave’

setting of 15. This specific setting ensures a balanced trade-off between time and frequency resolution, enabling us

to capture critical signal details without high computational costs. The size of each signal for the CWT is defined

according to the dimensions of the extracted RFS. The transformed data is visualized using scalograms with a ’jet128’

color scheme, and the images are sized at 300x800 pixels. As shown in Table 2, these visualizations play a key role in

our analysis, which displays unique scalograms for each note bundle. These bundles vary in the number of counterfeit

notes they contain, and the scalograms help in identifying and differentiating these variations effectively.

5 Transferable Learning Model

Just as a human, having learned to identify an object in a picture, can recognize that object in various other pictures

taken from different distances, angles, and backgrounds. Our model utilizes signal scalograms to train a transfer learning

model for the detection of counterfeit notes within different bundles. In our experiments, we utilize transfer learning

for counterfeit currency detection, enabling a system trained on one type of currency to adapt to another with minimal
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modifications. The model, pre-trained on features of paper material, texture, and patterns from the initial currency,

effectively applies these learned features to detect counterfeits in different currencies. This approach significantly

reduces the need for extensive data and retraining from scratch. By leveraging knowledge from the original task, our

method, mm-CUR, enhances accuracy and accelerates the development process for detecting counterfeit currency

across various forms. This model is tasked with learning and predicting the presence of genuine and counterfeit

currency via RF sensing. We anticipate that our trained model will successfully detect multiple counterfeit currencies in

bundles of varying sizes and tell the exact number of counterfeit notes present in the bundle with its pinpoint location.

However, Traditional machine learning algorithms often suffer from substantial performance declines when the test

data distribution differs from the training data distribution. To overcome this challenge, we developed a transferable

learning model that leverages knowledge from the source domain and seamlessly adapts to new environments using a

limited number of samples from the target domain.

Fig. 5 shows that a Heuristic Domain Adaptation [65] based transferable learning model, which operates in four stages.

The first stage involves extracting intrinsic features from RFS-based signal scalograms. Next, it identifies the transfer

difference between the features of the genuine and counterfeit currency bundles. In the third stage, the transferable

difference is removed. Finally, the model uses these features to predict the number of counterfeit notes in bundles with

its pinpoint location. This structure ensures that our mm-CUR remains robust and adaptable, maintaining performance

across diverse data distributions.

Fig. 5. mm-CUR Transferable Learning Model

5.1 Intrinsic Feature Extraction

Manual extraction of features can be challenging and there’s a risk of omitting information pertinent to currency

identification. We used neural networks to circumvent these difficulties and extract reliable feature representations.

Specifically, we employ ResNet-50 [66] to derive the features 𝑆 (𝑥𝑖 ) where 𝑥𝑖 represents the RFS scalograms. The

Pre-trained model called ResNet-50 is chosen for intrinsic information extraction due to its proficiency in combining

low-level local information with high-level global information from deeper network layers. Its unique design, featuring

residual connections, adds to the network’s flexibility, making it a powerful tool for our feature extraction process.
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5.2 Mitigating of Transfer Difference

We use a Generative Adversarial Network (GAN)[67] to handle transfer differences, specifically harnessing its archi-

tecture to extract intrinsic information. The GAN model comprises two primary components: the generator and the

discriminator. The role of the generator is to extract the features 𝐹 (𝑥𝑖 ), where 𝑥𝑖 denotes the RFS scalograms. Conversely,

the discriminator’s role is to determine if the signal representation originates from the source or target domain. To

enhance the process, we incorporate a gradient reversal layer into the discriminator, facilitating simultaneous training

of both the discriminator and generator.

The signal scalograms, which can be from either the source or target domain, serve as an input to the generator, produc-

ing an output feature representation. Subsequently, this feature representation is input into the discriminator, which

discerns between the source and target domains. The generator’s loss function is defined as 𝐿𝐺 = −𝐸𝑥𝑛
𝑖
∼𝐷𝑁

log𝐷 (𝐹𝑖 ),
where 𝐹𝑖 and 𝑥𝑖 denote the feature and signal scalograms in the source domain, respectively; 𝐷 represents the iden-

tifier; and 𝐷𝑁 signifies the source domain sample set. Similarly, the discriminator’s loss function is formulated as

Algorithm 1 mm-CUR Algorithm

Input: 𝑅𝐹𝑆 : RF signal
Output: 𝑁𝑐 : Number of counterfeit notes

procedure mm-CUR(𝑅𝐹𝑆)
for each 𝑠𝑖 in 𝑅𝐹𝑆 do

Process 𝑠𝑖 and refine it

𝑠′
𝑖
← Refine(𝑠𝑖 )

𝑠′′
𝑖
← NoiseFilter(𝑠′

𝑖
)

𝑠′′′
𝑖
← HPF(𝑠′′

𝑖
)

end for
𝑠 ←Mean(𝑠′′′

𝑖
, 5)

for each 𝑟 𝑓 𝑠𝑖 in 𝑠 do
Scale 𝑟 𝑓 𝑠𝑖
𝑆𝑖 ← Scal(𝑟 𝑓 𝑠𝑖 )

end for
𝑀 ← Train(𝑆)

𝑁𝑐 ← Detect(𝑀)

end procedure

𝐿𝐷 = −𝐸𝑥𝑛
𝑖
∼𝐷𝑁

log𝐷 (𝐹𝑖 ) + 𝐸𝑥𝑎
𝑗
∼𝐷𝐴
[− log(1 − 𝐷 (𝐹 𝑗 ))] with 𝐹 𝑗 and 𝑥 𝑗 representing the feature and target domain

representation, respectively; and 𝐷𝐴 signifying the sample set from the target domain. Upon completion of training, the

generator becomes adept at generating feature representations that encapsulate the fundamental attributes of currency

detection, adaptable to varying environmental conditions.

5.3 Identifying Genuine and Counterfeit Currency

After the removal of transfer differences from the feature representations, we employ a deep neural network (DNN)

to distinguish between genuine and counterfeit currency within a bundle, eliminating the need to inspect each note.

The loss for the DNN is articulated as 𝐿𝑝 = 𝐿𝐶𝐸 (𝐹 (𝑥𝑖 ) −𝐻 (𝑥𝑖 ), 𝑦𝑖 ), where 𝑦𝑖 represents the label for the sample (either

genuine or counterfeit), and 𝐿𝐶𝐸 stands for the cross-entropy between the variables.
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5.4 Implementation

As shown in Fig. 5, We employ ResNet-50 for the source domain and integrate the intrinsic information extraction

module. In the target domain, we configure three dense layers with 512 neurons, employing max pooling and a ReLU

function to generate domain information and recognize transfer information between the source and target domains.

To address transfer differences, we introduce a GAN model with two dense layers having 512 neurons each, utilizing

max pooling and a sigmoid function to produce domain information. Finally, a SoftMax layer provides the ultimate

prediction, distinguishing between genuine and counterfeit notes while pinpointing their location in the bundle.

Table 3. List of Parameter used in mm-CUR Experiment

Parameters/Symbols Value
Start Frequency 𝑓Start 77 GHz

Number of Channels, N 1

Chirp Duration 𝑇𝐶 40𝜇𝑠

Chirp Bandwidth, B 4 GHz

IF Bandwidth, 𝐼𝐹Max 15 MHz

Ramp Chirp Rate, S 100𝑀𝐻𝑧𝜇𝑠

ADC Sampling Rate 256 MHz

Detection Range 𝑅𝑑 0.3 m

Chirp Size 8

Frame Size 40

Voice Per Octaves 15

RFS Length 1000 data points

CWT Wavelet Type Analytical Morlet (Amor)

Scalogram Color Jet128

6 Results and Discussion

We undertake comprehensive experiments to assess mm-CUR performance, aiming to address the following questions:

• Q1: Can mm-CUR reliably detect counterfeit currency within note bundles with a high degree of accuracy?

• Q2: How instrumental is mm-CUR design in influencing prediction accuracy?

• Q3: Does mm-CUR maintain its robustness across varied scenarios?

6.1 Experimental Setup

We utilize and adjust the TI-IWR1443 integrated mmWave FMCW radar sensor module from TI [55] to operate within

the 77–81 GHz frequency range. As depicted in Fig. 3a, The radar is positioned in a tabletop setup, 20 cm above the

currency bundle, to collect data effectively. We implemented the algorithms using Python 3.7 on Jupiter Notebook,

executed on a MacBook equipped with a 2.4GHz Intel Core i5 CPU and 8GB RAM, running the Mac operating system.

This MacBook is linked to the DCA1000EVM via an Ethernet cable. We obtained 21 bundles of authentic 100-yuan notes

from a local Chinese bank, and integrated counterfeit notes into various locations within each bundle, introducing from

1 up to 20 counterfeit notes. we used acidic, printed, and locally made counterfeit currency notes, the main properties

used for detection are paper material, watermarks, and holographic elements, which exhibit specific patterns in genuine

currency. The data samples are labeled as ’bundle_1’ contains 1 counterfeit note at different locations (1-20), ’bundle_2’
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contains 2, and so on up to bundle 19. ’bundle_f’ indicates a fully counterfeit note bundle, while ’bundle_r’ represents

all genuine note bundles. For our experimental setup, we used single transmission (TX) and receiving (RX) channels to

Table 4. mm-CUR Classification Report

Classes Precision Recall F1-Score

Bundle-1 0.64 1.0 0.78

Bundle-2 1.0 1.0 1.0

Bundle-3 1.0 1.0 1.0

Bundle-4 1.0 1.0 1.0

Bundle-5 0.9 1.0 0.94

Bundle-6 1.0 0.88 0.94

Bundle-7 1.0 1.0 1.0

Bundle-8 1.0 1.0 1.0

Bundle-9 1.0 1.0 1.0

Bundle-10 1.0 1.0 1.0

Bundle-11 1.0 1.0 1.0

Bundle-12 0.83 1.0 0.88

Bundle-13 1.0 0.81 0.9

Bundle-14 0.81 1.0 0.88

Bundle-15 1.0 0.81 0.9

Bundle-16 1.0 1.0 1.0

Bundle-17 1.0 1.0 1.0

Bundle-18 1.0 0.88 0.94

Bundle-19 0.90 1.0 0.95

Bundle-f 1.0 0.75 0.85

Bundle-r 1.0 0.83 0.90

Overall Accuracy - - 0.93

gather the dataset. 𝑓Start is the initial frequency of FMCW radar chipsets and is fixed at 77 GHz, with a sweep bandwidth

is 𝐵, of 4 GHz. The IF bandwidth of the chipset supports 15 MHz. The radar chirp’s duration 𝑇𝐶 , is set to 40𝜇𝑠 . So,

determining the ramp chirp rate 𝑆 = 𝐵/𝑇𝐶 = 100MHz. 𝑅𝑎𝑛𝑔𝑒Max = (𝐼𝐹Max ×𝐶)/(2 × 𝑆), is the maximum detectable

range, where 𝐼𝐹Max, 𝐶 , and 𝑆 are the maximum IF bandwidth, speed of light, and chirp ramp rate. The radar ADC

sampling rate is set to 256 MHz, each frame size contains 8 chirps with a detecting range of 20cm. The raw data from the

RX channel produces 1 × 81920 data samples, which are then preprocessed into RFS as input for various identification

methodologies. A comprehensive breakdown of the radar module’s parameters used to collect the data can be found in

Table 3. The experimental setup is consistently applied to each currency bundle. Although the signal introduced by the

background may influence the measurements, its impact is negligible and overlooked by the classifier. Data collection

spanned multiple sessions over a week, ensuring diversity in the collection environments. For every currency bundle

type, we divided the physical samples into two segments: one for training data collection and the other for testing.

Importantly, the testing data hasn’t been seen by the transfer learning classifier.

6.2 Experimental Results

We assessed the efficiency of mm-CUR on the 21 currency bundles, with the outcomes detailed in Table 4. Notably,

mm-CUR boasts an average accuracy of 93% in distinguishing between genuine and counterfeit notes and detects the
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(a) (b)

Fig. 6. (a) and (b), Illustrate the Model Accuracy and Loss During Training.

pinpoint location and the number of counterfeit notes in each bundle without checking individual notes. Most of the

currency bundles achieved 100% perfect scores in precision, recall, and F1-Score as shown in Fig. 11. Moreover, across

all bundles, both the false alarm rate and the missing alarm rate remain impressively low, and the accuracy of mm-CUR

to various currency types using the transferable learning model is relatively high. In Fig. 7 the confusion matrix reveals

that some bundles show a false alarm rate. A potential reason is that the scalograms of these bundles exhibit identical

features in certain areas. We aim to delve deeper into this in our subsequent research, to eliminate any ambiguities.

6.3 Location-aware Evaluation of mm-CUR

We evaluated the mm-CUR location-aware counterfeit currency detection using a bundle of 100 notes in different

scenarios: Scenario 1, Scenario 2, and Scenario 3. In each scenario, we placed 1, 2, and 3 counterfeit notes within the

bundle at 5 different locations (4th, 8th, 12th, 16th, and 20th locations). Specifically, we aimed to detect counterfeit

currency notes placed at various locations within the bundle. To assess the impact of location changes, we collected data

from 5 bundles, each containing one, two, or three counterfeit notes, from a mmWave distance of 20 cm, the mmWave

sensor was connected to a laptop, and positioned on a tabletop. We collected 20 RFS based on their location in the

bundle. After evaluation, we achieved a high accuracy rate of 91.3 % in detecting counterfeit notes at different locations.

Fig.8a, 8b, and 8c show the confusion matrices, proving that mm-CUR can effectively detect counterfeit currency notes

at various locations within the bundle.

6.4 Distance-Based Evaluation of mm-CUR

In the context of detecting counterfeit currency within bundles using the mmWave sensor, the distance between the

sensor antennas and the target currency bundle is crucial. We conducted extensive experiments at varying distances

from 1 to 45 cm, as shown in Fig. 9a. Our findings revealed that at a distance of 20 cm, both the average amplitude

and phase of the mmWave signals change gradually rather than abruptly. This distance also produced higher accuracy

rates as shown in Fig.9b, compared to other distances. This optimal distance allowed for more reliable and precise

measurements, enhancing the overall effectiveness of the detection process. Based on consistent results across various
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Fig. 7. mm-CUR Confusion Matrix

types of currency bundles, we have determined that positioning the radar at a distance of 20 cm is optimal for detecting

counterfeit notes. This distance minimizes sharp signal fluctuations and maximizes detection accuracy, making it the

most effective setup for our system.

6.5 Ablation Study

We evaluated the effectiveness of mm-CUR in terms of RFS refinement, scalogram features extraction, mmWave Sensor

Deployment at different Distances, and transferable learning model.

RFS Refinement: The performance of mm-CUR was tested by changing the number of chirps used for the Radio

Frequency Snapshots (RFS). A chirp refers to a type of signal or pulse. The tests were conducted with different counts of

these chirps: 4, 8, 12, 16, and 20. As shown in Fig. 10, when using only 4 chirps, the detection accuracy of mm-CUR was
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(a) (b) (c)

Fig. 8. Location-aware Evaluation of mm-CUR. Fig. 8a, 8b, and 8c Show Effective Detection of Counterfeit Currency Notes at Various
Locations within the Bundle.

(a) (b)

Fig. 9. Distance-based Evaluation of mm-CUR: Fig. 4a Illustrates the Average Amplitude and Phase of Raw mmWave Signals.
Conversely, Fig. 4b the Accuracy of mm-CUR at Different Distances.

92%. Increasing the number of chirps to 8 improved the accuracy slightly to 93%. This is the highest accuracy achieved.

However, if we continue to increase the number of chirps beyond 8 (to 12, 16, and 20), the accuracy starts to drop. For

instance, the accuracy dropped to 88%, 85.5%, and 83.1% respectively. A possible reason for this trend could be the surge

in out-of-order packets with an increase in chirps rate.

Transferable Learning Model: We conducted a comparative performance analysis between our proposed transferable

learning model and conventional models i-e. the Convolutional Neural Network (CNN) and Deep Neural Network

(DNN). For each currency bundle, we trained a ResNet-50 network utilizing all available data samples. The performance

of these trained models, when tested across different bundles achieved better results. Fig. 6a, 6b, and 10a, 10b indicate

that the transferable learning model detects counterfeit notes in buddle with high accuracy and stability as compared to

traditional models.
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(a) (b)

Fig. 10. (a) and (b), Illustrate the Comparison of the mm-CUR Model with Traditional Models.

Fig. 11. Precision, Recall, and F1-Score for each Counterfeit Currency Bundle

6.6 Robustness

Impact of Distances: We demonstrate mm-CUR robustness across varying distances between the table end and the

radar device specifically at distances of 4cm to 45cm. At each of these intervals, we collected data samples from all

currency bundles. As illustrated in Fig. 12a, 12b, mm-CUR consistently delivers high accuracy regardless of the distance.

The recorded average accuracy is 88%, 90.1%, 93%, 92.2%, and 91%. Notably, detection accuracy decreases as the distance

increases. This is attributed to the RF signal attenuation that occurs as the gap between the bundle’s end and the radar

device increases. A unique observation is a dip in average accuracy at the 45cm mark, this is because the transferable

learning model training data predominantly feature scenes with distances shorter than 20cm.

Impact of Training Set Size: Since we used the transferable learning model, the size of the training dataset plays an

important role in influencing system performance and reliability. Fig. 12b elucidates the correlation between the size of

the training dataset and the detection accuracy of the model. Increasing the training size to 80% improved accuracy
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(a) (b)

Fig. 12. (a) and (b) Illustrate the mm-CUR Model Robustness Comparison with Deep Learning Models in Terms of Distance and
Training Size

slightly to 93%. This is the highest accuracy achieved. Notably, as the training dataset increases, mm-CUR accuracy

witnesses a sharp ascent as compared to the traditional deep learning models.

7 Future work and Limitation

We have developed an initial prototype of mm-CUR that successfully performs data acquisition, signal preprocessing,

scalogram feature extraction, and counterfeit currency identification under optimal conditions. However, to evolve

mm-CUR into a commercially viable solution applicable to various currencies, several practical challenges need to be

addressed.

7.1 Currency-Independent Framework

Our research indicates that mm-CUR can be calibrated for currency detection using a minimal subset of samples from

each bundle of Chinese yuan notes. Yet, when introduced to unfamiliar data sets of bundle notes, the pre-trained model,

based on prior bundles, yields an accuracy below 60%. Attaining complete currency independence for mm-CUR is both

desirable and challenging. We envision three possible potential future directions to address this limitation.

• Hardware Specifications: Utilizing more advanced radar devices capable of capturing intricate signals would

significantly enhance the detection efficacy of mm-CUR. This enhancement extends to its applicability to other

currencies as well.

• Learning Enhanced Representations: To improve counterfeit currency detection precision, a promising strat-

egy is to refine the extraction of representations within bundle notes from radar signals. Currently, idiosyncratic

variations have a notable impact on mm-CUR detection accuracy. By integrating state-of-the-art representation

learning methods, we aim to isolate currency-independent features that are specifically relevant to counterfeit

detection.
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• Employing Meta-learning: Meta-learning is emerging as a promising strategy to transfer knowledge from one

domain to another. Future efforts could utilize meta-learning to enhance the versatility of mm-CUR. For instance,

integrating data from analogous tasks could serve as a means to bolster the detection efficacy of mm-CUR.

7.2 Addressing Complex Situations

Our evaluations ofmm-CUR have focused on standard parameters, such as fixed distances, dataset sizes, chirp frequencies,

and the number of epochs. However, more complex scenarios could present challenges to the system’s performance.

Exploring these nuanced situations is crucial to fully understanding and enhancing the robustness and reliability of

mm-CUR in diverse and unpredictable environments.

• Environmental Factors: The surrounding environment can greatly affect the performance of mm-CUR. Factors

such as ambient temperature, humidity, and the type of materials present nearby can influence RF signal

propagation. It is important to investigate the system’s efficacy in diverse settings, ranging from controlled indoor

laboratories to bustling outdoor locations. Understanding how mm-CUR performs across various environments

will aid in refining its algorithms and enhancing its robustness.

• Number of People around the Table: Human bodies can absorb, reflect, and refract RF signals, depending

on their positioning and movement. As the number of individuals around the table increases, the potential

for interference or signal distortion also rises. Evaluating mm-CUR performance with varying numbers of

people, from a solitary individual to a crowded setting, is essential. This assessment will help determine the

system’s resilience against human-induced perturbations and its ability to maintain counterfeit detection accuracy

regardless of crowd density.

• Old and New Currency Notes: The physical condition of currency notes can significantly impact the reflection

and absorption of RF signals. Old, worn-out notes may have creases, smudges, or small tears that can alter the

signal differently compared to the crisp, new currency. It is crucial to evaluate how effectively mm-CUR can

distinguish between genuine and counterfeit notes across both old and new currency materials. This evaluation

ensures the system’s reliability throughout the entire lifespan of a banknote.

• Presence of Other RF Devices Near the Radar: In today’s world, RF devices are ubiquitous, including

smartphones, WiFi routers, and other specialized equipment. The operation of these devices near the radar

can lead to potential issues such as signal interference, crosstalk, and harmonic distortions. Evaluating the

performance of mm-CUR in environments with other RF devices is essential to determine its effectiveness in

everyday settings where multiple RF devices are common. This assessment will also help identify if any shielding

or adaptive algorithms are necessary to mitigate interference and ensure reliable operation.

8 Conclusion

In this paper, we introduced mm-CUR, an innovative system that utilizes a commercial 77-81 GHz networking chipset

to detect location-aware counterfeit currency within note bundles by reusing mmWave radar RF. Utilizing RF signal

scalograms, mm-CUR offers a contact-free, universally applicable, and intuitive method for detecting counterfeit

currency by leveraging intrinsic features through transfer learning. advanced algorithms to extract valuable signal

information from Radio Frequency Snapshots (RFS) and enhanced signal clarity by filtering out noise using Continuous

Wavelet Transform (CWT). A transfer learning model is then applied to the scalograms of currency bundles, enabling

precise identification of counterfeit notes. We conducted extensive evaluations on mm-CUR using 21 distinct note
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bundles. The results affirm the system’s proficiency in detecting counterfeit currency under real-world conditions.

Beyond its immediate application, mm-CUR illustrates the potential of re-purposing mmWave networking devices in

the currency domain, opening avenues for future explorations.
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