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Abstract 

Digital interventions offer many possibilities for improving health, as remote interventions can enhance reach 
and access to underserved groups of society. However, research evaluating digital health interventions demonstrates 
that such technologies do not equally benefit all and that some in fact seem to reinforce a “digital health divide.” By 
better understanding these potential pitfalls, we may contribute to narrowing the digital divide in health promotion. 
The aim of this article is to highlight and reflect upon study design decisions that might unintentionally enhance 
inequities across key research stages—recruitment, enrollment, engagement, efficacy/effectiveness, and retention. To 
address the concerns highlighted, we propose strategies including (1) the standard definition of “effectiveness” should 
be revised to include a measure of inclusivity; (2) studies should report a broad range of potential inequity indicators 
of participants recruited, randomized, and retained and should conduct sensitivity analyses examining potential soci‑
odemographic differences for both the effect and engagement of the digital interventions; (3) participants from his‑
torically marginalized groups should be involved in the design of study procedures, including those related to recruit‑
ment, consent, intervention implementation and engagement, assessment, and retention; (4) eligibility criteria should 
be minimized and carefully selected and the screening process should be streamlined; (5) preregistration of trials 
should include recruitment benchmarks for sample diversity and comprehensive lists of sociodemographic charac‑
teristics assessed; and (6) studies within trials should be embedded to systematically test recruitment and retention 
strategies to improve inclusivity. The implementation of these strategies would enhance the ability of digital health 
trials to recruit, randomize, engage, and retain a broader and more representative population in trials, ultimately mini‑
mizing the digital divide and broadly improving population health.

Open Access

© The Author(s) 2024. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which 
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the 
original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or 
other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line 
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory 
regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this 
licence, visit http://creativecommons.org/licenses/by/4.0/. The Creative Commons Public Domain Dedication waiver (http://creativecom‑
mons.org/publicdomain/zero/1.0/) applies to the data made available in this article, unless otherwise stated in a credit line to the data.

Trials

*Correspondence:
Rebecca A. Krukowski
wae4mq@virginia.edu
Full list of author information is available at the end of the article

http://orcid.org/0000-0001-9193-2783
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/publicdomain/zero/1.0/
http://creativecommons.org/publicdomain/zero/1.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s13063-024-07937-w&domain=pdf


Page 2 of 8Krukowski et al. Trials           (2024) 25:98 

Documenting the digital divide at the different 
stages of the research process
Recruitment
In order to accept or refuse participation in research, one 
has to become aware of existing research studies and be 
provided with opportunities to take part [14], such as 
through different means of offline or online recruitment 
methods that  tend to reach different audiences [15]. In 
addition, there is often an inadequate representation of 
racial and ethnic minoritized groups in clinical trials, 
attributed to distrust and fear of research and the medical 
profession or medical institutions [16] resulting from his-
toric racial injustices [17, 18]. For instance, Pratap et al. 
compared the proportion of racial and ethnic minoritized 
participants recruited into large remote digital health tri-
als conducted in the USA to United States Census data, 
indicating that the proportion of racial and ethnic minor-
itized participants recruited was substantially lower than 

would be expected given the states’ population averages 
[19]; on average, 9.2% fewer participants who identified 
as African American/Black and 8.1% fewer participants 
who identified as Hispanic/Latino were recruited into 
clinical trials compared to Census data.

Enrollment
Once initial interest to participate in a research study or 
trial is established, the screening stage follows, wherein 
specific criteria are applied to each participant to deter-
mine eligibility for enrollment into the study. Eligibility 
criteria might refer to age, gender, or medical history and 
importantly often include access, previous experience 
with, or habitual use of digital technologies. Access to, 
and use of, digital devices and the Internet is often lower 
in those who are of older age, have lower education sta-
tus, have lower socioeconomic status, are living in rural 
areas, or are from minoritized ethnic groups [20, 21]. 

Inequalities in health are widely recognized; an individual’s health status and access to and use of health care 
services are affected by a host of factors, from individual lifestyle to social and community networks, living and 
working conditions, and general socio-economic, cultural, and environmental conditions [1]. Although popula-
tion health aims to narrow these inequalities, they may actually be reinforced through current research practices. 
For instance, study factors such as how research study information is communicated (e.g., language used) and the 
requirements for taking part in a study (e.g., time and literacy required), along with individual factors such as per-
ceived benefits and harms as well as trust of both healthcare professionals and the research process impact which 
populations can and want to take part in research [2, 3] and often limit participation from minoritized groups. 
Although certain groups (e.g., those with health conditions preventing them from safely engaging in an interven-
tion) may be intentionally excluded, the exclusion of minoritized populations in research evaluating intervention 
efficacy/effectiveness is frequently unintended. Indeed, if researchers use the “usual” research methods without 
actively reflecting on the implications of this choice on the conclusions that can be drawn from data collected in 
this manner [4], this oversight can produce broader harm as evidence for effectiveness may be lacking for popula-
tions that may need support the most, such as populations with low socioeconomic status (SES), that consistently 
experience less favorable health outcomes and higher mortality rates than high SES populations [5, 6]. For example, 
one review demonstrated that individual-focused interventions such as dietary counseling can widen social ine-
qualities by being less effective in minoritized populations, potentially because they require more individual agency 
(which minoritized populations tend to have less of due to a host of factors, including structural barriers) [7].

The advancement of digital technologies offers many possibilities for improving health, as remote interaction can 
enhance reach and access to underserved groups of society [8, 9]. However, research evaluating the reach, engage-
ment, efficacy/effectiveness, and retention of digital health interventions demonstrates that such technologies do 
not equally benefit all and that some in fact seem to reinforce a digital health divide [10, 11]. This divide is partially 
related to issues of access to digital technologies, which may be less accessible to marginalized populations (e.g., 
people living in housing without Internet access or with lower Internet bandwidth, people living with disabilities, 
or racial and ethnic minorities; see [12] for a discussion). Beyond this, the broader research process can contrib-
ute to widening the digital health divide [13]. Thus, the aim of this article is to highlight and reflect upon study 
design decisions that might unintentionally enhance inequities across key research stages—recruitment (i.e., hear-
ing about the study and initially indicating interest), enrollment (i.e., successfully making it through the screening 
procedures), engagement (i.e., actively participating in the intervention through behaviors such as attendance at 
sessions and self-monitoring health behaviors), efficacy or effectiveness (i.e., achieving the desired health improve-
ment in ideal and broader settings), and retention (i.e., remaining involved in the study and participating in all 
phases of data collection) (Fig. 1). By better understanding these potential pitfalls, we may contribute to narrowing 
the digital divide in health promotion [13].
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Fig. 1  How homogeneous digital intervention study samples are made
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The perceived ubiquity of Internet-enabled mobile phone 
ownership is frequently regarded as an opportunity to 
improve patient engagement in clinical trials of digital 
health technologies [22]; however, access is not universal, 
and participation in digital health trials usually requires 
access to either a smartphone, computer, or tablet along 
with a reliable Internet connection. Moreover, a recent 
meta-regression across 80 trials found that 30% of tri-
als involved behavioral “run-ins” (i.e., periods in which 
potential participants had to demonstrate adherence to 
specific behavioral tasks) and up to four pre-enrollment 
steps, likely further limiting participation and adversely 
impacting generalizability of study findings [23].

Engagement
Once eligible participants who have access to appropri-
ate devices and an Internet connection enroll in a trial, 
digital intervention engagement can be suboptimal (i.e., 
when participants do not use intervention tools at all or 
as consistently as recommended [11]). This is critical as 
intervention engagement often directly influences treat-
ment outcomes; for instance, more frequent self-moni-
toring is associated with greater health behavior change, 
but certain population sub-groups are less likely to self-
monitor [11], which may result in reduced interven-
tion effectiveness [24, 25]. Subpar engagement is often 
attributed to a low level of digital health literacy (i.e., the 
competencies, skills, and knowledge required to navigate 
such technologies [18]); however, digital literacy require-
ments also depend on the usability and design of digital 
health technologies [18]. Several strategies such as per-
sonalization, gamification, and reminders have been 
linked to increased engagement [26]. For example, in 
a teenage pregnancy prevention program, engagement 
was highest for text messages that included quizzes [27]. 
In another study, a gamified intervention that included 
self-chosen, immediate step goals was found to increase 
physical activity engagement among individuals living 
in low-income neighborhoods, while other types of step 
goals within the gamified intervention did not result in 
consistent increases in physical activity [28]. Yet, other 
studies have shown that users report some of these strat-
egies to not be helpful or even that they might even put 
them off using the app altogether [29]. If linked to social 
inequality indicators, these engagement strategy prefer-
ences may risk widening instead of reducing inequalities.

Efficacy and effectiveness
The aforementioned differences in engagement can 
translate into differential effects for digital health inter-
ventions on desired outcomes, both in tightly controlled 
efficacy trials and broader, “real world” effectiveness stud-
ies. For example, a systematic review found that digital 

interventions increased physical activity in participants 
from high-SES backgrounds but no impact was observed 
in participants from low-SES backgrounds [10]. Similarly, 
age and gender differences in efficacy and effectiveness 
have been reported for mobile interventions for the man-
agement of weight-related behaviors including diet [11], 
potentially due to factors such as intervention tailoring. 
It is likely that the digital divide is not limited to inter-
ventions promoting physical health, but also affects the 
outcomes of mental health interventions. For instance, in 
a recent study, White women benefited from digital cog-
nitive behavioral therapy to reduce insomnia, while Black 
women did not [30]. Despite evidence that some digi-
tal health interventions produce differential outcomes 
between populations, reporting of social inequality indi-
cators in relation to the effectiveness of digital mental 
health interventions is scarce, which complicates drawing 
conclusions [31]. Aside from differences in engagement, 
there may be other factors that result in differences in 
efficacy and effectiveness. For instance, the relationship 
between intention and behavior is moderated by educa-
tion [32]; potentially, highly educated individuals might 
be more aware of how they can reach the desired levels of 
behavior or are better able to put suggestions into action 
(e.g., engage in exercise, consume fruits and vegetables).

Retention
Digital health studies often suffer from high attrition 
rates [33], greatly affecting external validity and ability to 
generalize study results to the broader target population. 
Predictors of dropout include younger age [19, 34–36], 
lower education levels [34, 36], lower SES [37], lower 
confidence in the ability to make target health behavior 
changes [36], and poorer health status at baseline [34]. 
Previous research indicates that study retention may 
be overall improved by traditional means (e.g., offering 
financial incentives [38, 39] and providing reminders of 
assessment tasks), but there are additional considera-
tions related specifically to digital health research. In par-
ticular, the use of live (i.e., “human”) versus automated 
reminders [34], along with the use of shorter, more fre-
quent assessment tasks versus longer questionnaire 
batteries [35] and passive measurement (i.e., through 
smartphone applications or wearable sensors) [40] can 
reduce participant burden and increase retention in 
longer-term studies. Moreover, assessment completion 
can be incentivized by the return of individualized feed-
back reports based on the data collected [40].

Implications and recommendations
In this paper, we have summarized inequalities that may 
unintentionally occur across all phases of the research 
process (i.e., recruitment, randomization, engagement, 
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efficacy/effectiveness, and retention), that may over-
represent the subgroups that may need the digital health 
interventions the least. There is a clear need to make 
consistent and concerted efforts to ensure digital health 
research is more inclusive. For starters, we propose the 
standard definition of ‘effectiveness’ in digital interven-
tion trials should be revised to include a measure of 
inclusivity. At a minimum, studies should measure soci-
odemographic characteristics at first contact to be able 
to report in detail the representativeness of the partici-
pants recruited, randomized, and retained relative to the 
demographic composition of the target population [41]. 
The following set of additional recommendations could 
enhance inclusivity across various stages of digital health 
intervention studies.

Recruitment

1.	 Researchers should conduct formative work to gen-
erate ideas for recruitment modalities that will reach 
diverse population sub-groups.

2.	 The implementation of recruitment techniques 
should be paired with continuous data-driven evalu-
ation of the success of each recruitment modality 
(both overall and for specific minoritized groups). 
Conducting these evaluations in a systematic way 
within clinical trials (and reporting outcomes in the 
literature), similar to the Medical Research Council’s 
Systematic Techniques for Assisting Recruitment to 
Trials project [42], can more broadly enhance knowl-
edge of successful recruitment strategies for various 
sub-groups.

Enrollment

3.	 Researchers should select eligibility criteria carefully 
to avoid selecting criteria that are unnecessarily nar-
row.

4.	 Every effort should be made to use flexible screening 
protocols that focus on decreasing participant bur-
den.

5.	 When appropriate, researcher should provide neces-
sary technology free of charge to those who do not 
have it [43].

Engagement

6.	 Evaluation of potential subgroup differences in 
engagement is critical; researchers should conduct 
sensitivity analyses examining sociodemographic dif-
ferences in digital intervention engagement during 

formative, intervention-development periods (i.e., 
not waiting just to examine differences in efficacy 
and effectiveness trials).

7.	 Attempts to establish specific strategies for improv-
ing engagement should be made by engaging partici-
pants from historically under-represented groups in 
the design of the intervention [44, 45], using estab-
lished patient and public involvement techniques to 
establish challenges and potential solutions (see [46] 
for a case study).

Efficacy/effectiveness

8.	 Similar to the sensitivity analyses suggested previ-
ously, researchers should conduct sensitivity analyses 
examining sociodemographic differences in digital 
intervention efficacy and effectiveness (preferably 
pre-planned and powered for in the study design 
phase, but at the very least conducted as exploratory 
analyses) to enable scrutiny of how likely the inter-
vention is to benefit those individuals who likely need 
the support the most. As an example, we present a 
sensitivity analysis from the Moms Fit 2 Fight trial, 
which tested a behavioral gestational weight gain 
intervention with digital components among mili-
tary personnel and their family members [47]. While 
the overall effect of this intervention was significant, 
sensitivity analyses revealed that the intervention 
effect on gestational weight gain was only significant 
for women who identified as White; the interven-
tion did not significantly benefit women who identi-
fied as Black or with those from other racial groups 
[48], suggesting a need to adapt the intervention 
specifically for these populations. If these sensitivity 
analyses were not conducted, key decision-makers 
may have not been aware that further consideration 
of this intervention may be necessary for particular 
populations.

9.	 Better transparency of reporting on the inclusivity of 
key outcomes will facilitate richer evaluation of digi-
tal health technologies effectiveness, cost-effective-
ness, acceptability, and safety, conforming to Health 
Technology Assessment frameworks that guide the 
adoption of new innovations. Indeed, these frame-
works such as EUnetHTA core evaluation model [49] 
place emphasis on the ethical and social aspects of 
health technologies, and researchers should provide 
sufficient evidence to inform the wholistic judgement 
of digital health interventions.
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Retention

	10.	 Although it is common to report sample demo-
graphics of study participants at baseline (i.e., 
describing the sample of individuals recruited 
and ultimately enrolled), we also recommend that 
researchers examine sociodemographic character-
istics related to retention to detect subgroups that 
may not be fully represented in the outcome analy-
ses.

	11.	 Studies embedded within larger clinical trials 
should also be employed to systematically evaluate 
different retention strategies that may be required 
for varying subgroups of participants, similar to the 
methods in the PROMETHEUS program [50].

Reporting

	12.	 Preregistration of trial protocols should include 
(1) recruitment benchmarks for sample diver-
sity, (2) comprehensive lists of sociodemographic 
characteristics assessed, and (3) analysis plans that 
proactively examine the representativeness of the 
sample in terms of recruitment, randomization, 
engagement, efficacy/effectiveness, and retention. 
Suggestions for an extension of study pre-registra-
tion forms have already been proposed for health 
research more broadly that may serve as a blue-
print [51].

	13.	 When reporting sociodemographic characteris-
tics of study samples for digital intervention trials 
(again not only reporting on participants screened 
and recruited/randomized but also sociode-
mographic characteristics related to retention), 
researchers should consider a wide range of poten-
tial inequality indicators beyond the commonly 
reported age and gender variables. Cochrane’s 
PROGRESS plus framework provides an over-
view of socio-demographic factors that have been 
associated with health disparities [45]. Indeed, 
several factors listed in this framework have been 
associated with the digital divide, as evidenced in 
the meta-analysis of Western et  al. which showed 
that low SES populations (based on education 
attainment, income, and deprivation) did not ben-
efit from digital physical activity interventions that 
high SES populations did [10]. For many other indi-
cators (e.g., sexual orientation and location), it is 
more difficult to draw conclusions since research is 
sparse, highlighting the need for future studies to 
report these metrics [11].

Case study: inclusiveness in a weight management 
trial
As one example of how inclusiveness can be examined 
at various stages of research, the recent Fit & Quit clini-
cal trial conducted in the USA focused on reducing the 
weight gain that occurs upon quitting smoking by ran-
domizing participants into one of three digital weight 
management interventions. This study included 305 par-
ticipants, and 67.9% identified as women and 43.3% iden-
tified as Black/African American, with a mean age of 54.3 
(standard deviation = 11.6) [52]. Researchers found that 
radio advertisements (i.e., on gospel, rhythm, and blues 
stations) were the best method for recruiting participants 
who identified as Black, and online recruitment strategies 
(e.g., Google, Facebook advertisements) were most effec-
tive for non-urban participants [15]. When examining 
the likelihood of proceeding to randomization, individu-
als identifying as Black (OR = 0.53, 95% CI = 0.33–0.84) 
had lower odds of proceeding from recruitment to ran-
domization, and individuals residing in non-urban areas 
(OR = 8.76, 95% CI = 1.15–66.77) had higher odds of 
being randomized. In terms of engagement, participants 
identifying as White self-weighed more frequently than 
participants identifying with other racial groups (M 
(SD) = 3.0 (1.9) days/week vs. 2.3 (1.8), p = 0.002), with 
no differences observed by rurality or income. Simi-
larly, individuals identifying as White had higher ses-
sion attendance (47%) compared to those who identified 
with other racial groups (39% of sessions, p = 0.01), with 
no differences by rurality or income. In addition, while 
12-month retention was overall high (89%), individuals 
who identified as Black (16.7% vs. 6.3% for White par-
ticipants, p = 0.005) and participants with lower incomes 
(i.e., < $50,000) (15.7% vs. 2.4% of participants with higher 
incomes, p = 0.0002) had significantly higher attrition. 
Finally, all three weight management interventions were 
successful at reducing or eliminating post-cessation 
weight gain, and 46.9% of participants were successful at 
quitting smoking, with no race, rurality, or income-based 
differences (ps > 0.05) [52]. Thus, future applications of 
this research should pay particular attention to facilitat-
ing randomization, intervention engagement, and reten-
tion among participants who identify as Black as well as 
retention among those with lower incomes.

Conclusions
In summary, digital health interventions have the potential 
to address disparities by improving reach and engagement 
among individuals who would not otherwise have access 
to in-person programs (e.g., rural populations, those with 
caregiving responsibilities or transportation issues, those 
with non-traditional work schedules, individuals with 
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disabilities, and those with lower SES). To appropriately 
fulfill the promise of digital health interventions, however, 
researchers need to modify common research practices to 
improve broader knowledge of for whom, where, and why 
inequalities arise. Tackling these challenges, and aiming to 
recruit, randomize, engage, and retain a broader and more 
representative swath of the population in digital health tri-
als, is crucial to the future of our field and broader support 
of health equity. It is our duty as researchers not to be part 
of the problem, but to be part of the solution.
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