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Abstract

This paper explores the problem of fault-tolerant control concerning an underactuated unmanned surface vehicle
affected by actuator faults and disturbances in the physical layer and multiple cyber threats (time-varying delays,
injection attacks, and deception attacks) in the networked layer. Firstly, an extended state observer is designed to es-
timate the relative state and fault information by constructing the estimation error term based on the output informa-
tion affected by injection attack and delay. Secondly, a novel fault-tolerant controller is designed to deal with random
Bernoulli deception attacks and compensate for time-varying delay and actuator faults by using the estimated infor-
mation and considering the probability dynamics of deception attacks. Assuming that dual-channel asynchronous
independent injection and deception attacks occur on the sensor-to-observer and observer-to-controller channels. A
sufficient condition for asymptotic stability of the unmanned surface vehicle is derived by using Lyapunov-Krasovskii
functional within the co-design framework of fault estimation and fault-tolerant control, and ensured by eliminat-
ing the equality constraint. Finally, the efficacy of the proposed algorithm is assessed through simulations of the
unmanned surface vehicle under two distinct scenarios: low forward speed and high forward speed.

Keywords: Extended state observer, fault-tolerant control, unmanned surface vehicle, injection attacks, deception
attacks
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1. INTRODUCTION

For the past few years, the relevant technology of unmanned surface vehicles (USVs) has undergone rapid
advancements, garnering substantial attention across various fields including military operations!'!, ocean ex-
ploration 2/, and maritime monitoring*!. An overview of control methods for USV's can be seen*. Notably,
considerable attention has been devoted to the fault-tolerant control (FTC) of nonlinear steering controlled (51,
underactuated [¢), and fully actuated”) USVs. An active FTC method for the USV is discussed (¢!, while [*)
provides insights into a passive FTC approach. More cutting-edge research on FTC can be seen'°2}, Conse-
quently, further exploration of FTC strategies for USVs is imperative to bolster reliability and stability of the
system.

Given the intricacies of the marine environment, numerous accidents, including sensor faults (dead fault, bi-
ased fault, and random drift) and actuator faults (stuck steering mechanism-type fault and noise-type fault)
along with insufficient thrust due to external disturbances, are prone to occur during mission execution. The
smooth movement of USVs hinges upon various factors such as environmental perception and attitude control.
These physical threats not only degrade the overall performance of USVs but also pose the risk of severe acci-
dents. Hence, the FTC issues of USV's under physical threats are now receiving considerable attention '>-1%),
An observer is constructed based on an intermediate variable and an FTC protocol is designed for a USV with
actuator faults and partial transmission data loss!'5). Specifically, the FTC of USVs under actuator faults!'®,
sensor faults['7), thruster faults!'®!, actuator faults and disturbances[*®! is investigated. In the FTC research,
the observer-based active FTC method stands as a prominent choice®2°2!. This approach revolves around
extracting fault information from the fault estimation (FE) and subsequently designing an FTC strategy based
on the estimated information. However, prevailing observer-based FTC methods conventionally separate the
front-end FE from the back-end FTC which complicates the research of USVs. Conversely, the co-design of
FE and FTC not only mitigates complexity but also abbreviates fault response durations, rendering it more
conducive for a USV to move in complex environments. Therefore, it is necessary to further explore the appli-
cability of FE and FTC co-design framework within the realm of USVs.

In addition to the adverse effects stemming from the aforementioned physical threats, the advancement of
USV intelligence is also accompanied by cyber risks. On the one hand, attacks in the networked layer dam-
age the connectivity of transmission channels and the integrity of data, diminishing the reliability of the USV
and potentially leading to the deviation from prescribed routes and loss of control. Therefore, when facing
such malicious attacks as denial of service (DoS) attack, deception attack, injection attack, how to design a
suitable FTC scheme to withstand the impact is crucial. A concise summary of cyber threats faced by USVs
across different domains is provided, and a data protection scheme is presented 22!, Under the framework
of co-design, a distributed control method based on the distributed unknown input observer is adopted to
solve the distributed security control problem of multiple USVs under aperiodic DoS attacks (2. An event-
triggered communication scheme and an event-based switching control system are proposed to deal with
both delayed and aperiodic DoS attacks?*l. A new defense and tolerance technology is adopted to deal with
malicious connection hybrid attacks in the networked layer and solve the distributed tracking control prob-
lem of multiple USVs[?°/. However, the predominant focus of current research lies in the FTC for USVs
under periodic/aperiodic Do$ attacks 22242]
cation interruption, deception attacks and injection attacks compromise the integrity and confidentiality of
transmitted data by manipulating them, which causes misoperation of USVs and brings substantial security
risks. On the other hand, the presence of network-induced delay significantly influences the real-time efficacy
of USV control instructions, which greatly limits the flexibility of the system when performing tasks requir-
ing rapid response such as obstacle avoidance. An event-triggered control design method for multiple USVs
constrained by communication delay and drive resources is proposed to solve the dynamic target tracking
problem 27}, A novel nonlinear networked predictive control approach, leveraging the discrete sliding mode
framework, is introduced to address the trajectory tracking challenges encountered by USV's in the presence of

. Different from DoS attacks which lead to serious communi-
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communication limitations, encompassing network delay, packet loss, and packet disorder**), The dynamic
nature and inherent uncertainty associated with network-induced delay exert a notable influence on control
precision, which establishes it as one of the key factors in USV control research. Furthermore, apart from
the types of cyber threats, it is pertinent to contemplate the location of their influence. Most cyber threats
involved in the research are imposed on the controller-actuator channel'*?%2°! or sensor-to-fault detection
filter channel *>'], ignoring other cases, particularly the sensor-to-observer (SO) and observer-to-controller
(OC) channels. In the case of SO and OC channels facing cyber threats, the control system receives imprecise
estimated information, thereby causing incorrect fault response. Consequently, in scenarios where both SO
and OC channels encounter cyber attacks and delays and the system is subjected to physical threats, the design
of an observer-based FTC strategy is significant to safeguard the security and stability of a USV in complex
environments.

The primary contributions of this paper are as follows. (1) In contrast to previous investigations of USVs
focusing on the single side such as faults[''8 or cyber attacks*"*?], this paper presents a more comprehen-
sive analysis by considering the combined impact of multiple cyber-physical threats. Different from the in-
dependent design of FE and FTC, this paper deduces the co-design criteria of FE and FTC under the unified
framework based on Lyapunov-Krasovskii functional, and eliminates equality constraints, which alleviates the
dilemma of solving nonlinear matrix inequalities; and (2) Unlike the prevailing emphasis on deception attacks
and injection attacks>'~3%), the complex case of dual-channel asynchronous injection and deception attacks is
considered, with the attacks specifically aimed at SO and OC channels. The fault-tolerant controller devised
in this paper diverges from conventional active FTC configurations predicated on pure estimation data 2134,
Instead, it integrates adversarial and benign scenario considerations. Leveraging damaged estimation infor-
mation, it strengthens the resilience of the USV to multiple cyber threats, rendering it more practical.

2. PROBLEM FORMULATION

2.1. USV modeling

The movement challenges encountered by a USV on the horizontal plane are examined within this paper, with
due attention given to disturbances arising from environmental factors. Emphasis is placed exclusively on the
sway-yaw-roll motion pattern of USV, illustrated in Figure 1, with the repercussions of the heave-surge-pitch
motion treated as perturbations. The dynamic model representing the USV is given as follows:

f(t) = erv(t)/Tr + wlﬁ(t)/Tr + Kar(s(t)/Tr - r(t)/Tr
P(t) = WpKapd (1) = 2L w,p(t) + wihwy (1) — wid(1) + wiK,pv (1)

f/(t) = Kavé(t)/Tv - V(t)/Tv (1)
g (1) =r(1)
é(1) = p()

where r (1), v(), p(1), ¢(1), (1), and ¥ (t) represent the yaw velocity, sway velocity, roll velocity, roll angle,
rudder angle, and heading angle, respectively. wy (1) and w4 () signify the external disturbances influencing
the heading and roll velocity channels due to wave-induced effects. w, and ¢ stand for the undamped natural
frequency and damping ratio, respectively. The channel gains are denoted by K, K4, K,p, Ky, and Ky,
while 7, and 7, represent the time constants. To simplify the analysis, it is assumed that the speed of the USV
remains the same.

During the propulsion of USVs, occurrences of actuator faults, such as noise-type faults and stuck steering
mechanism-type faults, are inevitable. Consequently, the USV subject to external disturbances and actuator
faults is modeled as:

{ x(t) = Ax(t) + Bu(t) + Ew(t) + Ff(1) )

y(1) = Cx(1)
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Figure 1. The sway-yaw-roll motion of USV illustrated in body-fixed coordinate frame.

where x(7) = [v(1) r(z) ¢ (t) p(r) #(r)]" is the state of the USV. u(r) = () and y(t) represent the input and
output of the system, respectively. w(r) = [w,p (1) w¢(t)]T and f(t) characterize the wave-induced disturbances
and actuator faults. Matrices A, B, C, E and F are constant matrices, with A, B, and E derived from (1),

[ -1y, 0 0 0 0
Kn/T, -1)T, 0 0 0
A= 0 1 0 0 0 ,
w,%Kvp 0 0 2w, -w?
| 0 0 0 1 0 (3)
Kay/T, 0 0
Ko /T, 1T, 0
B = 0 , E= 0 0
WKy 0 w?
0 0 0

2.2. Asynchronous injection and deception attacks modeling

Concerning threats in the networked layer, considerable focus has been directed toward assessing the com-
bined impact of network-induced delays, as well as asynchronous injection and deception attacks targeting
transmitted signals across SO and OC channels, as portrayed in Figure 2.

Under the joint impact of time-varying delays and injection attacks, the output signal y(¢) transmitted on the
SO channel is transformed into the following form,

V@) =yt -p@)+ay(t—-p) =ay(-pB(1) (4)

where y (¢) indicates the affected output signal, and 3 (¢) represents the time-varying delay caused by network
transmission process. The scaling factor & denotes the attack amplitude.

In intricate maritime settings, direct acquisition of the state information of the USV is unfeasible owing to the
prevalence of interferences such as magnetic fields and waves. Hence, an extended state observer is proposed
to simultaneously estimate state and fault information. The extended state observer is constructed as follows:

(1) = AR(1) + Bu(1) + Ff(1) = L(3() = $(1))
$(1) = Cx(1) (5)

A

J (1) =Q0(3(r) = $(1))
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Figure 2. Dual-channel time-varying delays and asynchronous injection and deception attacks

where #(f) and f(r) represent the estimation of state information and fault information, respectively, which
are transmitted to the fault-tolerant controller through OC channel. L and Q both are gain matrices to be
determined.

In the context of deception attacks occurring on the OC channel, a stochastic variable denoted as p (7) is
introduced to delineate the probability associated with attack occurrences. The stochastic variable p (7) is
governed by the Bernoulli distribution and embodies the mathematical expectation formulated as follows:

Pr(p(1) = 1) =E{p(1)} = p.E{(p (1) = p)*} = p (1 = p) . p € [0.1] (6)

In addition to deception attacks, the existence of time-varying delays is also taken into account within the OC
channel. When the estimated information £(7) and f(r) are transmitted through the OC channel to the fault-
tolerant controller without being subjected to Bernoulli deception attacks, the received data are denoted as £ (7—
o (1) and f(r—0 (1)), respectively. Conversely, in the event of attacks, the data integrity is damaged, resulting

in post-attack signals represented as N (£(f — 6 (¢))) and N (f(t -0 (t))). Both o (7) and 6 (¢) represent the
time-varying delay on the OC channel.

Remark 1: The injection attacks on the SO channel and the deception attacks on the OC channel give rise to
an asynchronous independent attacks phenomenon attributed to varying delays across channels. The disparity
in delays and attack modalities poses challenges to the investigation of the controllability and reliability of the
USV. Concerning the injection attack on the SO channel, it injects the attack signal by combining with the state
information, which is more targeted and elusive than the attack that directly injects irrelevant information.
In addition, in contrast to other researches focusing on Bernoulli deception attacks on channels[>>3¢]
analogous constraint is imposed on the attacks.

, NO

Assumption 1:>%%7] The time-varying delays occurring on either SO or OC channels have known upper
bounds, i.e., B(r) € [0,Bu], o (t) € [0,0u], 0(t) € [0,0)]. In addition, both the derivative of the fault
vector f(¢) and the disturbance vector have an unknown upper bound, i.e., Hf(t)” < f>0,lw@®)] <@
w > 0.

Assumption 2: 24 The system matrix C7 satisfies full column rank.
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Lemma 1:” For the provided matrix CT € R™/ and positive definite matrix W € R™", there is a matrix
N € R such that WCT = CTN if and only if

W=JT[ Wi 0 ]J

0 Wy

where Wy € RX Wy, € REDX(=D) "and J is an orthogonal matrix.

Control objective: The main purpose is to design a fault-tolerant controller u(z) within the FE and FTC
co-design framework that enables the USV system (2) to achieve asymptotic stability under multiple cyber-
physical threats such as disturbances, actuator faults, time-varying delays, injection attacks, and deception
attacks.

3. MAIN RESULTS

In this section, the u () is designed using the information estimated by the extended state observer. A sufficient
condition for asymptotic stability of the USV system (2) is derived under the framework of FE and FTC co-
design, and a method to eliminate the equality constraints is proposed to solve the unknown gain matrix to
ensure the sufficient condition.

The state estimation error and FE error are respectively defined as e, = £ () —x (), ey = f (1) = f (). The
dynamics of the estimation errors are deduced by using (2) and (5) as follows:

{ éx(1) = Aex(t) + Fey(t) — Ew(t) + @LCe\(t — B(t)) — aLCX(t — B(t)) + LCX(t) )

é7(t) = ~aQCex(1 — B(1)) + @QCE(1 — B(1)) = QCE(1) - f(1)

When time-varying delays and Bernoulli deception attacks exist within the OC channel, the state estimation
information £(7) and FE information f(¢) are utilized to construct the fault-tolerant controller u(¢) for the
USV system (2), formulated as follows:

w(0) = (1= p (D) K(t = (1)) +p () KN (2 = 0 (1))
~(1=p () G =0 (1) = p () GN(F (=0 (1))

In combination with (5), (8), and (9), the augmented system is constructed as follows:

E(t) = Ae(t) + Ce(t = (1) + (1 — p(1)) BME(t — o (1))
+p()BR(ME(t - 0(1))) + Ew (1) (9)

where £(f) = [ef(t) e?(t) £7(1) fAT(t)]T, and @w(r) = [ ' (1) f1(2) ]T are the augmented vectors. A =

A F LC 0 0 0 aLlC 0 —-aLC 0
0 0 -0C 0] 4 0 0 0071 0]~ |-aoC 0 aoC 0
0 0 a+zc F 57| Bk -BG ’Mz[o 0 0 1]’C= agLc 0 -arc o |
0 0 -0C 0 0 0 -aQC 0 aQC 0
-E 0
A 0 .
E = 0 are the augmented matrices.

0 O
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Given the positive parameter y > 0, the asymptotic stability of the USV system (2) is equivalent to the aug-

mented system (9) satistying the following H, performance index.

B /0 T (5)(s)ds} < y7E{ /O o (s)w(s)ds)

(10)

Theorem 1: Given the known parameters 8y, ou, 61, 9> v, and matrices A, B, C, E, M, the augmented system
(9) can achieve asymptotic stability under the zero initial condition with an H,, index v, if there exist positive

definite matrices P, ©;, and W;(i = 1, 2, 3) satisfying the following matrix inequality:

Q(s) = <0

where
Y * 3k % * * * *
crp 0 * * * % * *
0 0 -0 = * * * *
o - (1-pM"B"™P 0 0 0 = .
e 0 0 0 0 -@ = * =
0 0 0 0 0 -O3 = =
SBTP 0 0 0 0 0 0 =
I ETP 0 0 0 O 0 0 —2I |
Y = PA +ATP+®1 + 0y + 03+ 1,Qn = Q33 = Quq = Diag {—P‘Pl_lP, —PlPZ_IP, —PlP;IP}
[ BuP
Qi=|ouP |[A C 0 (1-p)BM 0 0 pB E |,m=+p(1-p)
| Oy P
[ mBuP PO -P O 0 O
Q3 =| moyP [[0 0 0 BM 0 0 -B 0],Qu=|P 0 0 0 -P 0
| mOy P PO 0O O 0 -P

(11)

S O O
S O O

Proof: The Lyapunov-Krasovskii functional V(¢) is framed as V() = V| (¢) + Va(¢) + V3() with the following

form

Vi(t) = €T (1) PE(T)

V= [ & ()01£(s)ds + / F()0(s)ds+ | & ()0 (s)ds

t—Bm t=Op

0 t 0 t
V3(1) = Bu /B / fT(Z)T1§(Z)dzdv+oM[ / ET ()W (2)dzdv

0 t
+9M[9 / ET (2)W3é(2)dzdv

(12)

Then, the E{V(¢)} can be formulated as E{V ()} = E{Vi(t)} + E{Va(t)} + E{V5(?)}, as delineated by the
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subsequent expressions.
E{Vi(1)} = 2¢" (1) PE
E{Va(t)} = €7 (1) (©1 +Or + ©3) £(1) — &7 (t = Bu) ©1& (1 — Bur)
—ET(t—on) @6 (t — op) — €T (1 = Oyy) O3E (1 = Oy)

) £ ) ro _ (13)
BA0) = pu [ N -ow [ €90
t=Bm t—=om
— Oy , EN(5)W3€(s)ds + E{ET (1) PE(1)}
where
E{ET (W)} =B{[E+ (p— p(1))EI]TP[E+ (p — p(1)E1]} = ETWE + m?*E] WE,
E=A£(1) + C&(1 = B(0) + (1 = p)BME(1 — o7 (1)) + PBR(ME(1 = 0(1))) + Ew (1)
B = BME(t— o (1) — BRIME(t — 0(1))), ¥ = By > W1 + oy Wa + 0,2 ;.
From the Jensen inequality, the following inequalities hold
—Bm y EN()1é(s)ds < —[£(1) = €(t = Bu) "1 [E(1) — (¢ = Bu)]
—oM EN(5)Paé (s)ds < —[£(1) — £(t — )" W2 [€(2) — E(t — op)] (14)
-0y » EN(5)W3€(s)ds < —[£(1) — £(t — )] " W3 [£(1) — £(1 — Ou)]

In order to ensure that the augment system (9) satisfies Hy, index (10), the following calculation is performed
under the zero initial condition,

E( / €7 (5)é(s)ds) — 7B / o (s)w(s)ds) = E{ / (& (9)E(s) — > (s)w(s))ds}
0 0 0

< / t E{&T(5)é(s) = Y2 @ (s)@(s) + V(s)}ds < 26T (1) PE+ €7 (1) (O + O2 + O3) £(1)
0

— &1 (1= Bu) ©1€ (1 = Bur) — € (1 — ou) @€ (1 — o) + ETWE + &7 (1)€(r) (15)
+mPEIWE) — £ (1 = ) O3£ (1 = 0n1) — [£(1) = £(t = Bi)) W1 [£(1) - £(1 = Bun)]

~ Yol (Do (1) - [£() - £(t — o))" [E(0) = (1 = omr)]

— [€(1) = £(t = 0u) 1" W5 [£(1) = £(1 = O1)]

The inequality (11) is a sufficient condition for E{V (¢) + £7 (t)&(t) — y*@' (1)@ (1)} < 0 with the definition of
s(1) = [T(0) €T (1 = B(0) €T (t = Bu) ET(1 = (1)) €T (1 — ) €7 (1 = Oy) N (ME(1 - 6(1))) @ (1)]" through

using the Schur complement in the inequality (15).

Remark 2: In formulating the aforementioned Lyapunov-Krasovskii functional V(¢), the parameters By, oy
and ) signify the upper bounds of the corresponding channel delays to model worst-case scenarios. Thus,
inequality (10) persists under the condition that the time-varying delays of the channels remain within the
prescribed upper bounds in all cases.

The resolution of matrix inequalities (11) poses challenges in directly solving the unknown matrix parame-
ters employing the linear matrix inequalities (LMI) technique, attributed to the inclusion of partial nonlin-
ear terms. Consequently, a method is introduced in the following theorem to eliminate equality constraints,
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thereby linearizing the nonlinear terms, and subsequently resolving multiple undetermined matrix parameters
via a matrix inequality.

Theorem 2: Given the scalars Sy, o, Our, P, v, €(i = 1,2,3,4) and matrices A, B, C, E, after eliminating the
equality constraint, the augmented system (9) achieves the H, performance index (10) if there exist positive
definite matrices W, ©;, W;(i = 1,2,3) and matrices O, L, K, G such that the following inequalities can be
solved,

Qq * * *

~ Qo Qp = *
Q(s) = ~ ~ <0 16
(5) Oy 0 Op s (16)

Q4 0 0 Qu

where ~
Y * * * * * * *
C 0 * * * * * *
0 0 —@1 * * * * *
O = (1- ﬁ)g 0 0 0 * * * *
0 0 0 0 -0, * * *
0 0 0 0 0 —@3 * *
pB 0O 0 0 0 0 0 =
ET 0 0 0 O 0 0 —2I |

Y = A+AT+®1 +(:)2+(:)3 +I,§222 =Q33 = §244 ZDiag{_lP—l,_lpz—l,_lpgl}

[ Bu
Qi=|ou |[[A C" 0 (1-pB" 0 0 pBT E |
| Om
[ mBu Pl 0 -P' 0 0 0 00
Q3= moy |[0 00 B 0 0 =BT 0],Qu=|P" 0 0 0 -P'" 0 00
| mOy PY0 0 0O 0 -P'oO0oO
€AW &F aLl’C 0 0 0 0 0
d A 0 0 —63QTC 0 ~ -1 T HT 0 0 0 0
A=ApP'= g B=P'MTE" = y
0 0 aAW+aLl'C «F |’ 0 0 aKBT 0
0 0 -0"C 0 0 0 —G'BT 0
- 0 0 KB 0] -
-1 AT 3 -1 -1 /-
- = .0, =P 'O,P7", (i=1,2,3
Bi=P'B 0 0 —aGTBT 0| " WP )
eaCTL —elc"rCTQ eaCTL —El(_ICTQ
G o prleT - 0 0 0 0

—eld'CTI: 61&CTQ —Elc_l/CT]: Elc_l'CTQ
0 0 0 0
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eW 0 0 0
_ 0 621 0 0 -1 E3W 0
Pl = Pl = .
0 0 W 0 |7 [ 0 641]

0 0 0 el

Proof: For the matrix CT € R™! of the full column rank, there exist two orthogonal matrices J € R™" and
Y € R such that

J] T A
JCly = Ccly = 17
[ J2 ] [ 0 (17)
where J; € R™™, J, € R"=D*" and A = Diag{c, - -- , 0} for oy, - - - , 0 being nonzero singular values of C”.
Constructing the following matrix W,
Wi 0 T T
w=J" J=J"W gy + I Wad 18
[O sz] Widi + I, Waada (18)

where Wy and Wy, are symmetric positive definite matrices with J; and J, defined in (17).

It follows from Lemma 1 that for the full column rank matrix CT € R™/, there exists the nonsingular matrix
N such that WCT = CT N holds. The inequality (16) is verified by the premultiplication and postmultiplication
of (11) with " and I'?, respectively. The correlation matrices are constructed as follows:

Fl = Diag{P_l»'° 'P_17P]_171}»r2 = Diag{P_lsP_laP_l}7F = Diag{rl»r2ar2’rz}
~— ——

6

Finally, solving the LMI (16) and the following equation (19) enables the determination of the extended state
observer gain matrices Q, L and the controller gain matrix K within the co-design framework of FE and FTC.

0=0"NT L=L"NT,Kk=K"w™! (19)

The proof is completed.

4. SIMULATION

In this section, since the forward speed is the key parameter, simulations are conducted under two distinct
scenarios: low speed and high speed of the USV. The parameters corresponding to the low-speed V = 3.8 m/s
and high-speed V = 7.8 m/s configurations are delineated in Table 1. To align with practical scenarios and
demonstrate the proposed algorithm’s robustness to initial condition deviations, the initial state of the USV is

setasx(0)=[ 0.8 -0.5 05 05 0.6 ]

The system matrices A, B, E in (3) derived from the parameters in Table 1 are shown in Table 2. It is noteworthy
that in both scenarios, the system matrix C and the fault coefficient matrix F in (2) are chosen to be the same.
At the same time, C satisfies the full column rank condition in Assumption 2. The specific values of C and F are
also shown in Table 2. According to Lemma 1, the correlation matrices with the singular value decomposition
of the matrix C manifest as follows.

J1 = [ 0.5000 -0.4000 -0.5000 0.5000 -0.3000 ],N =1,

0.4000 0.8933 —0.1333 0.1333 —0.0800
5 0.5000 —0.1333 0.8333 0.1667 —0.1000 A (20)
271 205000 0.1333  0.1667 0.8333 0.1000 |~ °

0.3000 —0.0800 -0.1000 0.1000 0.9400
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Table 1. The relevant parameters of USV under the two scenarios [37]

Lowforwardspeed Highforwardspeed

T, =2/V, T, =1.6/V,Kay =0.01V, T, = 1.8/V, T, =2/V, Ky, = 0.06V,
Kar = =0.0027V, Kg;, = —0.0014V2, Kar = =0.0036V, Kqp = —0.0022V72,
K,p = 0.21v, k,, =-0.46 m/s, K., =016V, k,, =-0.58 m/s,

w, =1.63rad/s, £ =0.64+038V  w,=22rad/s, ¢ =058+0.67v

Table 2. The system matrices of USV under the two scenarios

Low forward speed High forward speed
~1.9000 0 0 0 0 —4.3333 0 0 0 0
~1.0925 -2.3750 0 0 0 22620 -3.9000 0 0 0
A= 0 1.0000 0 0 0 A= 0 1.0000 0 0 0
2.1202 0 0  -6.7938  -2.6569 6.0403 0 0 -25.5464  —4.8400
0 0 0 1.0000 0 0 0 0 1.0000 0
T T
B=| 00722 -0.0244 0 -0.0537 0 ] B=| 20280 -0.1095 0 -0.6478 0 ]
c=l1 08 1 -1 06 ] =l 1 08 1 -1 o6 ]
T T
po| 0 23750 0 0 0 o] 0 3900 0 0 0
1o 0 0 2.6569 0 ) 0 0 4.8400 0
T T
F:[OG 12 08 1 ] F:[oe 12 08 1 ]

The disturbances are selected as wy, () = wi (1)0.9s/(s*> +2.2s + 1) and wy(t) = 0.15cos(t), where w; represent
a vector of zero-mean Gaussian white noises. The upper bound of the delays on the SO and OC channels is
selected as By = 0.2, oy = 0.1, 6 = 0.15. For Bernoulli deception attacks on the OC channel, the probability
is setto p = 0.3 and a smooth nonlinear function tanh (-) is introduced to characterize the attacks. The specific
forms of the deception attacks are as follows.

—tanh (0.3%; (1))
—tanh (0.6%, (1))
X (f (t)) — _tanh (o.zf(z)) N (£ (1) = | - tanh (0.5%; (1)) (21)
—tanh (0.4%4 (1))
—tanh (0.8%5 (1))

According to Theorem 2, the relevant parameters given are setasy = 1.2,€; =0.6, e, = 1.8, €3 =0.9, €4 = 1.8.
The gain matrices L and Q of the observer and the gain matrices K and G of the controller are obtained by
solving inequality 16 and equation 19, as shown in Table 3.

To assess the efficacy of the algorithm when the USV faces the above multiple cyber-physical threats, four
comparative simulation cases under two scenarios are given. In all subsequent experiments, the units of the
components of the state vector x (7) are v (¢) (m/s), r (t) (rad/s), ¥ (t) (rad), p (¢) (rad/s) and ¢ (7) (rad).

Case 1: In this situation, the USV is solely considered to face pure physical threats such as noise-type faults
and disturbances. The specific form of noise-type fault is as follows. The state response x(7) of the USV under
noise-type actuator faults and disturbances is illustrated in Figure 3. Upon observation of the Figure 3, it is
evident that the USV under the high-speed condition is significantly affected by disturbances and noise-type
faults, resulting in a longer time for the system to achieve asymptotic stability compared to the low-speed
condition. Nevertheless, across both low- and high-speed scenarios, the curves converge to bounded within
a certain period of time, which verifies the effectiveness of the proposed algorithm in USV against physical
threats.
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Table 3. The correlation gain matrices of FE and FTC co-design under the two scenarios

Low forward speed High forward speed
Q=0.65G=1.35 Q0 =0.35G=1.05
T T
L= -3.1626 —1.5543 0.9668 0.9255 -2.3214 ] L= —3.1530 —1.0647 0.7674 1.0257 -2.5214 ]
K= 0.3642 —1.3235 1.5725 0.4126 1.2125 J K =] 0.2642 —1.2325 2.1125 0.3924 1.1225 J
A Low forward speed B High forward speed
0.8- v(t) v(t)
r(t) 1l r(t)
0.6 | Y ()] Y ()
. —n(t) || 4 —D(t)
-l —o0)]]| £ s — o))
z 0.2 g
E= -
] o] \
g0 0 F\/ —
s g /
-0.2 \
-0.4 ; -05F
-0.6 : : ‘ . ‘ : ] : ‘ : : : :
0 - 10 15 20 25 30 35 0 5 10 15 20 25 30 35
Time(s) Time(s)
Figure 3. The state response x(r) to disturbances and noise-type faults under two scenarios.
A ‘ ‘ II.A)W forlward spleed i ‘ B . ‘ I‘-Iigh fomard spleed i i :
v(t) L2r v(t)
0.8 - r(t) |1 1 r(t)
w((g) W (1)
p(t) |1 i p(t) ||
0.8
—9(t) —9 ()
] 0.6 i
2 N
g | g 0.4 |
2 g 02
2 1
o
| w2\
-0.4
-0.4 ]
-0.6
-0.6 L L L 1 1 1 L 1 _0 8
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Time(s) Time(s)

Figure 4. The state response x(r) to noise-type actuator faults, disturbances, time-varying delays and constant injection attacks under two

scena

rios.

£y = 0.3w;(1)sin(t), te [4s,10s] (22)

0, otherwise

Case 2: This case is based on Case 1 to verify the effectiveness of the algorithm in the case of constant injection
attacks and time-varying delays occurring within SO channel. The state response x(#) of the USV under noise-

type

actuator faults, disturbances, time-varying delays and constant injection attacks is illustrated in Figure 4.

Figure 4 shows that the curve fluctuates more frequently when the SO channel suffers from time-varying delays

and

constant injection attacks, but even under the high-speed scenario, the state response x(7) still starts to

stabilize at about 20s under the influence of the proposed algorithm.
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Figure 5. The state response x(r) to noise-type actuator faults, disturbances, and dual-channel asynchronous injection and deception
attacks under two scenarios.
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Figure 6. The state error response e, (r) and the fault error response e, (r) to noise-type actuator faults, disturbances, and dual-channel
asynchronous injection and deception attacks under two scenarios.

Case 3: Based on Case 2, this case considers the existence of Bernoulli deception attacks and time-varying
delays on OC channel, thus forming dual-channel asynchronous independent injection and deception attacks.
Figure 5 illustrates the trend of the state x(7) of the USV in the face of multiple cyber-physical threats (noise-
type actuator faults, disturbances, dual-channel asynchronous independent injection and deception attacks)
under the two scenarios. It can be seen from Figure 5 that even though Bernoulli deception attacks occur
frequently, the state of the USV tends to be stable quickly and fluctuates less under both low- and high-speed
scenarios, which verifies the feasibility of the proposed algorithm. Figure 6 illustrates the state estimation error
ex(t) and FE error e () of the USV under the two scenarios, respectively. It can be seen from Figure 6 that
both the state estimation error e, (7) and the FE error e () only fluctuate within a small range regardless of
the low or high speed, even with many influences, thus demonstrating the good performance of the extended
state observer proposed in this paper. Figure 7 illustrates the variation in the control input response u (7) of the
USV under the specified physical threat scenario. It is observed that as the USV’s state reaches stabilization,
the control input progressively stabilizes. It is noteworthy that the inclusion of disturbances and integrators
within the simulation framework leads to the generation of FE even in the absence of actual faults.

Case 4: In this situation, firstly, the noise-type actuator faults in case 3 are replaced with stuck steering
mechanism-type faults. Figure 8 and Figure 9 show the state response x () and the error response e, (7) and
e () under the influence of stuck steering mechanism-type faults, disturbance, dual-channel asynchronous
constant injection and Bernoulli deception attacks, respectively. Compared with the noise-type faults in Case
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Figure 7. The control input response u (1) under two scenarios.
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Figure 8. The error response x(r) to stuck steering mechanism-type faults, disturbances, and dual-channel asynchronous injection and
deception attacks under two scenarios.

3, the abrupt change of the stuck steering mechanism-type faults makes the stability of the USV more difficult,
but the algorithm proposed in this paper still makes the USV tend to be stable in a certain period of time under
the two scenarios. At the same time, the stuck steering mechanism-type faults also make the convergence of
estimation error become relatively slow in the high-speed scenario. Secondly, in order to better characterize
the impact of injection attacks, the constant injection attacks are replaced by time-varying or adaptive injection
attacks. The specific forms of the stuck steering mechanism-type faults and the two types of injection attacks
are as follows. It can be seen from Figure 10 and Figure 11 that the existence of time-varying injection attacks
makes the state response x(¢) and error responses e, (¢) and e ¢ () fluctuate more sharply, but these fluctuations
are still maintained in a tolerable range. Figure 12 and Figure 13 show that the adopted FTC scheme based on
the extended state observer performs well against the adaptive injection attack.
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Figure 9. The errorresponse e, (r) and e () to stuck steering mechanism-type faults, disturbances, and dual-channel asynchronous injection
and deception attacks under two scenarios.
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Figure 10. The state response x(r) to noise-type faults, disturbances, and dual-channel asynchronous time-varying injection and deception
attacks under two scenarios.

0.1sint ) = 0.6, t € [7s, 8s] (23)

—2a + 3wy 0, otherwise

where w, is also a Gaussian white noise with variance 1.

5. CONCLUSIONS

A co-design method of FE and FTC for an underactuated USV under actuator faults, disturbances and cy-
ber threats is proposed in this paper to achieve the smooth movement of the USV. To address the delays,
uncertainties, and signal disruptions caused by dual-channel independent asynchronous injection and decep-
tion attacks, an extended state observer and a fault-tolerant controller were constructed using the compro-
mised information, ensuring robust control of the USV under multiple cyber-physical threats. Utilizing the
Lyapunov-Krasovskii functional, a sufficient condition for the integrated design was derived, and a method for
eliminating equality constraints was proposed to overcome the challenges of solving nonlinear matrix inequal-
ities. Simulation results validate the efficacy of the extended state observer-based FTC approach.This study
advances theoretical foundations for the design of integrated FTC strategies and stability analysis of USV's
under multi-layered adverse conditions. At the same time, it provides valuable insights for USVs to reliably
navigate in modern complex network environments. Prospective research is encouraged to introduce the idea
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Figure 11. The error response e, (1) and e, (1) to noise-type faults, disturbances, and dual-channel asynchronous time-varying injection and

deception attacks under two scenarios.
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Figure 12. The state response x(r) to noise-type faults, disturbances, and dual-channel asynchronous adaptive injection and deception

attacks under two scenarios.
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Figure 13. The error response e, (r) and e;(r) to noise-type faults, disturbances, and dual-channel asynchronous adaptive injection and

deception attacks under two scenarios.

of the co-design into the cooperative control scenario of multi-USVs, aiming to enhance overall performance
amidst the presence of diverse cyber-physical threats. In addition, insights from advanced control methods,
such as reinforcement learning [**!, can further enhance the adaptability of USVs in complex environments.
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