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A secure user anonymity-preserving biometrics
and PUFs-based multi-server authentication
scheme with key agreement in 5G Networks
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Abstract—The 5G networks can provide high data rates, ultra-
low latency and huge network capacity. In 5G networks
environment, the popularity of the Internet of Things (10T) has
led to a rapid increase in the amount of data. Multi-server
distributed cloud computing technology provides an excellent
solution to alleviate network pressure caused by the rapid
growth of data. However, this technology serves as a two-edged
weapon, which not only makes various loT applications
possible, but also brings growing concerns for user privacy and
ever pressing security challenges. To ensure the high security
of 5G network-based applications, we design a secure user
anonymity-preserving biometrics and PUFs-based multi-server
authentication scheme with key agreement. In our method, we
make full use of the inherent security features of user fingerprint
and smart device PUF to design a secure multi-server
authentication scheme with key agreement in 5G Networks.
The proposed scheme is able to resist recognized attacks and its
robustness has been verified by security analysis.

Index Terms—Multi-server; Mutual authentication; Biometrics;
Physically unclonable functions.

I. INTRODUCTION

n recent years, the development of fifth-generation (5G)
technology has attracted increasing interest from
researchers. It has become the main driving force for the growth
of loT-related applications [1]. Today, the dream of fifth-
generation (5G) wireless networks has become a reality in some
parts of the world and will expand rapidly. Compared with the
existing 4G technology, the new generation technology
provides a much higher communication speed, bandwidth and
lower communication delay. 5G has higher energy efficiency
requirements than 4G in terms of telemedicine information
system (TMIS) [2], big data processing and analysis [3] and
high reliability, low latency, and advanced artificial intelligence
[4]. Therefore, many single-server structures are not suitable for
5G networks. Then some scholars proposed to use a multi-
server architecture in the 5G network environment [5-7].
Typically, a multi-server architecture in the 5G network
environment consists of users, a group of servers, and a trusted
registration center (RC), which is responsible for registering
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users and servers. The Fig 1 shows the system model in a multi-
server architecture in the 5G network. A multi-server
architecture, where users with 5G supported devices acquire
online services from multiple servers through a base station.
Compared to traditional single server architectures, multi-
server architectures can better balance loads, expand
geographic coverage, and improve system security performance
[5]. Besides, in a multi-server authentication environment,
users only need to register with RC once to access multiple
servers, which provides great convenience for users.

However, the multi-server authentication scheme is fragile.
The openness of the wireless channel and the Internet imposes
a serious threat to user privacy and confidential information
(during online communication). In this environment, online
communication is vulnerable to attack by attackers, which leads
to information leakage. External attackers and dishonest
internal users (internal attackers) can collect useful information
(related to registered users and servers) from communication
links, and then use this information to impersonate legitimate
users/servers illegally. Much of the information transmitted in
the multi-server authentication environment is private and
sensitive. How we ensure the security of this type of data is
critical.

To solve this problem, early authentication schemes often
used a two factor authentication scheme based on password and
smart card. Because two-factor authentication relies on
knowledge and ownership factors, it is considered more secure
than commonly used single-factor authentication. However,
people soon realize that once the smart card is stolen, the
information in the smart card is easily leaked, so the
authentication scheme using smart card is not reliable. In
addition, the researchers’ past experience shows that the smart
card itself is a resource-constrained device. Therefore, it is
almost difficult to develop a correct authentication scheme and
sufficient security features [8]. However, there exist the
security issues in these authentication schemes based on
password and smart card, such as password guessing and smart
card information loss, many researchers have begun to adopt
various biometric-based authentication schemes [9, 10].

In recent years, some mutual authentication schemes based
physical unclonable function (PUF) have been proposed in
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Fig. 1. Multi-server architecture model

Internet of Things (loT) systems [11-14]. Just like human
biometric technology (such as fingerprints), each PUF has its
own unique physical characteristics varying from production to
production. Therefore, it is almost impossible to predict and
produce a clone of PUF. It has been shown that by using PUF-
enabled devices, it is able to achieve mutual authentication
securely in a remote authentication scheme. Since this
"biological feature” cannot be copied or cloned, PUF-based
authentication schemes are of high degree of robustness and
reliability. Obviously, the remote user authentication scheme
that combines user biometric features with device PUF will
enhance the security of the identity authentication system. Gope
et al. [11] directly uses biometric features as a challenge for
PUF, incorporating the corresponding response as part of the
authentication key. However, due to the influence of device,
physiological, behavioral, and environmental factors, there are
differences in the biometric features collected each time. This
difference may exceed the noise tolerance range of PUFs, and
directly using biometric features as challenge for PUFs may
result in different responses to the same biometric. Therefore,
directly using biometric features as challenge for PUF to
generate keys is unreliable. Zhang et al. [12] and Zahednejad et
al. [13] use fuzzy extractors to extract biometric keys from
biometric features and use them as inputs for PUFs to overcome
the aforementioned problems. In their methods, the response of
PUF and face feature are used as parameters to generate
cancelable biometric. In our scheme, we use PUF to verify the
uniqueness of the smart device and use biometric features to
verify the user's legitimacy. This bidirectional verification can
ensure the security of the system and provide the key security
properties. In order to reduce the computational overhead and
the mutual authentication without the need for an online
registration center, we use Self-certified public key
cryptography. Fig 2 shows the network model of our proposed
scheme. The main contributions of this work are summarized
below:

(1) We design a two factors user authentication and Self-
certified public key agreement scheme combining PUF and
fingerprint biometric, which has high security, convenience and
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Fig. 2. Network model of proposed scheme

efficiency.

(2) The biometrics and PUFs are used to ensure the
uniqueness of the user and smart device respectively, which can
ensure the physical security of the proposed scheme.

(3) In our entire authentication protocol process, although we
discarded the traditional password, the overall security of our
protocol remains very high.

Il. RELATED WORK

In 1981, Lamport [15] first proposed an insecure password-
based authentication scheme. Lamport’s system stores all
passwords in a table for authenticating the legitimacy of users.
It could be attacked by modifying the password table. Later,
many researchers published many improved password-based
authentication schemes for solving this problem [16-18]. The
most commonly used authentication schemes are based on
passwords and tokens. However, these two traditional
authentication methods have certain limitations, such as
passwords may be forgotten or leaked, and smart cards may be
lost or stolen. When the attacker obtains the user's password and
smart card, the attacker can perform a series of attacks, such as
updating the user's password and logging into the system as a
legitimate user. The authentication system relying on
passwords and smart cards is not secure enough. Compared
with passwords and smart cards, biometric technology-based
authentication by using, for example, fingerprints, faces, iris,
etc., is not only simple and easy to use, and but also has high
recognition rate, high reliability, unique, cannot be copied, lost
or forgotten. Besides, it gives people the possibility that using
the measurable biological and behavioral characteristics to
design the reliable and automatic authentication scheme. In
2002, Lee et al. [19] proposed a fingerprint-based remote user
authentication scheme using smart cards.

Although the authentication scheme based on biometrics
alleviates the password problem, there is an obvious
disadvantage of the single-server authentication scheme
concerning registration. If a new user wants to use a large
number of network services, they must register on these servers.
User registration is very troublesome, which wastes not only
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user time, but also server resources. To overcome the
shortcomings of single-server authentication schemes, many
researchers have proposed multiple multi-server authentication
schemes. In 2001, Li et al. [20] first proposed a multi-server
authentication scheme using neural network and asymmetric
key cryptography. Due to high communication and
computation overhead, it is impractical for small mobile
devices. After that, a variety of multi-server authenticated key
agreement  protocols  incorporating both  symmetric
cryptography [21] and asymmetric cryptography [22] have been
proposed over the last two decades.

Recently, many researchers have turned their attention to
multi-server authentication [23-30]. Haq et al. [23]
comprehensively summarizes the proposed authenticated key
agreement protocols for multi-server architecture. In 2013, Liao
et al. [24] presented a multi-server remote user authentication
scheme using Self-certified public keys; however, Hsieh et al.
[25] demonstrated that Liao’s scheme is vulnerable to trace
attack and also require a permanent secure channel to update
user information on each server. Biometric recognition is
closely related to personal physical characteristics, so it has
become the first choice for secure and reliable authentication.
Chaturvedi et al. [26] proposed a secure biometric-based
authentication scheme for multi-server environment using
smart card. The scheme proposed in [27], user can change
biometrics and password at any time locally. Chatterjee et al.
[28] used the Chebyshev chaotic map and biometric verification
along with password verification for authorization and access
to various application servers in multi-server environment.
Feng et al. [30] proposed a biometrics-based authentication
scheme with key distribution for the mobile multi-server
environment, and use smart card and elliptic curve
cryptosystem to complete user authentication.

Ying et al. [5] proposed an efficient Self-certified public
keys-based protocol employing only elliptic curve-based point
multiplication operations. But, Ying’s scheme remains
vulnerable to stolen smart card attack, user impersonation
attack and server impersonation attack. To solve this problem,
we design a two factors user authentication and key agreement
scheme combining PUFs and biometric. Compared with
passwords and encryption keys, the use of biometric
identification has completive advantages, such as resistance to
copying or guessing, not easy to be forged, and users not
needing to remember or not having to worry about losing the
key. Just like the biometrics of human beings (e.g. fingerprints),
each PUF carries its unique physical characteristics from being
produced. Hence, to predict and produce a clone of PUF is
almost impossible. So, it can ensure the uniqueness of the smart
device.

The rest of the paper is organized as follows. Section Il
introduces some preliminary knowledge. In Section IV, we give
a brief review of Ying’s scheme. Section V describes the
cryptanalysis of Ying’s scheme. The proposed three-factor
remote user authentication and key agreement scheme and
corresponding security analysis are presented in Sections VI
and VII, respectively. Finally, we draw our conclusion in
Section VIII.

I1l. PRELIMINARY

This section gives a brief introduction of some preliminary
knowledge.

A. Encrypted One-way Hash Function

A one-way collision-resistant hash function h: {0,1}* —
{0,1}™ is considered as a deterministic algorithm, which takes a
binary string (x € {0,1}*) of any length as input and outputs a
binary string (h(x) € {0,1}") of fixed length n. A one-way
encrypted hash function is a special hash function with the
following properties:

® The hash function is essentially decisive. Under the action
of the hash function, the same input message outputs the same
hash value.

@® For any input x, it is difficult to find an x’such that h(x) =
h(x"). This property is referred to as weakly collision resistance.

Finding a pair of inputs (x, y), with x # y, so that h(x) =
h(y) is computationally infeasible. This property is referred to
as strong collision resistance.

B. Fuzzy Extractor

The fuzzy extractor can reliably extract nearly uniform
random value K from the input biometrics BIO. This extraction
method is fault-tolerant, with the help of auxiliary information
hd, even if the input biometrics changes slightly, the K’ value
generated will be the same as the original value K, as long as
the distance between K’ and K is in the Hamming distance.
According to Kumari et al. [29], a fuzzy extractor includes two
effective random processes: "generation" and "recovery"
(FE.Gen and FE.Rec). FE.Gen is a probabilistic key generation
approach, which on biometric input BIO outputs an “extracted”
string Ky and an auxiliary string hd, such that (Kyhd)
=FE.Gen(BIO). FE.Rec is a deterministic reconstruction
strategy, the key Ky’ from the noisy input B/O’ and the auxiliary
data hd, is effectively recovered, K,’ = FE.Rec(BIO’,hd). When
the distance between K’ and K, is within the Hamming distance,
we consider these two values to be equal.

C. PUF

Physical unclonable function (PUF) is a kind of hardware
function realization circuit that depends on chip characteristics,
which has uniqueness and randomness. It is an integrated circuit
which takes a string of bits as an input challenge and produces
a string of bits called the response. The distinctive feature of
PUF is that it relies on a physical basis, which makes it
impossible to regenerate PUF using cryptographic primitives.
In addition, the term "physically unclonable" indicates that it is
computationally infeasible or difficult to generate a physically
identical PUF [31]. Using PUF in a smart device can make the
device have its own unique "fingerprint" that cannot be cloned
or copied. The response R of the PUF to the challenge C can be
expressed as: R=PUF(C). A PUF is said to be secure if it meets
the following requirements: If an input C is given the same PUF
multiple times, it will produce the same response R with a very
high probability; If the same input C is given to different PUFs,
the response obtained by each PUF is very different, and there

is a high probability. Let us assume P={PUF,(-),--,PUF, ()} as
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a set of PUFs and C={C,~C,}stvnC, {01 as the set of

challenges, then a (d,hl,4.¢)-secure PUF needs to meet the
following requirements:

P.[d,(PUF,(C,),PUF,(C,)) >d |>1-¢,

I<mn<M Aam=nl<p<N

P[d. (PUF,(C,),PUF,(C,) >d |>1-¢,

1<m<M,1<p,g<NApP=Q
Pr[ﬁw(PUFm(cp),PUFn(Cq))>/1]21—g, @)
I<mn<MAm=nl<p,g<NAp=(Q

Where d, is the Hamming distance and H. is the min-
entropy of the PUF output. Fig 3 illustrates the principle.

M
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D. Elliptic Curve Cryptography (ECC)

Compared with traditional cryptosystems such as DSA, DH
and RSA, elliptic curve cryptosystem provides a more effective
cryptosystem [32]. So, ECC has been widely used in
authentication schemes for the multi-server 5G environment.
Let E; (a, b) be a non-singular elliptic curve y>=x3+ax+b (mod
p) over a finite field F, of prime order p>3, where, (a, b) €F,
and 4a%+27b?#0(mod p). Given a random integer a€F," and a
point P€E, (a, b), the elliptic curve point multiplication a-P
over E, (a, b) is defined as a-P=P+P+...+P (a times). The
security of ECC relies on the following two intractable
problems:
® Elliptic Curve Discrete Logarithm Problem (ECDLP): For
given Qi, Q2 €Ey, it is computationally hard to compute
the scalar k such that Q2 =k Q.

® Elliptic Curve Diffie-Hellman Problem (ECDHP): For
given P, xP, yP€eE,, it is computationally hard to compute
xyP€E, without the knowledge of x or y.

IV. AREVIEW OF YING’S SCHEME
In the section, we briefly introduce Ying et al.’s protocol [5].

We provide the definitions of notations appearing in the
remaining of this work in Table I.

A. Setup Phase

In this phase, RC selects two large prime numbers p, g and a
non-regular elliptic-curve E: y? = x3 + ax + b mod p, where
a,b € F,, 4a® + 27b* # 0. Let O be the infinity, P be the
generator point of E with order g of the group G (where P # 0).
RC chooses a random number Sk € Z; as the system private
key and the system public key is then set as Pubg, = Sg¢. P. At

the same time, RC generates two one-way hash
function: H,:{0,1}" - Z,, H,:{0,1}* X G —» Z; . Finally, RC
publishes parameters {P, p, g, Pubrc, H1, H2} and keeps Sgc.

TABLE |

DEFINITION OF NOTATIONS
Symbol Description
p.q Two large prime numbers
P Generator of the group G
G Elliptic curve points group
Sre Private key of RC
Pubgc Pbulic key of RC
Sj j"server
Ui it" user
PUF(.) Physical unclonable function
IDyi Identity of user U;
IDy; Identity of server §;
BIOyi Biometric data of user U;
bi, &, N1, N2, N Random Numbers
FE.Gen(.) Fuzzy extractor probabilistic key generation function
FE.Rec(.) Fuzzy extractor deterministic reconstruction function
Ki Biometric key
RC Trusted registration center
SKj Session key between user U; and sever S;
h(.) A one-way hash function
(<) Bitwise xor operator
I Concatenation operator
A An adversary

B. User Registration Phase

Step 1: Ui selects IDy, PWy, co and computes B,; =
Hy (ID;|[PWy;1|co). Next, U sends {IDui, S} to RC.

Step 2: RC generates a random number c; € Z; and
computes Ay =c.P Oy = H(BuillAw) + Nu=
Aul®H1(1Dul) and Mul = Hz(Aui).SRCmOd q + C1 .Then, RC
sends {@,,;, Nui, Myi} to U;.

Step 3: U; stores {@,,;, Nui, Mui, Co} into its smart card and
finishes the registration.

C. Server Registration Phase

Step 1: Sjsends {ID} to RC.

Step 2: RC selects ¢, € Z; and computes Bg; = c,. P and
Dy; = H,(IDy;||Bs;). Sgcmod q + ¢, . Then, Sj sends {Bs,
Dsj}o S;.

Step 3: Subsequently, Sj computes Ds;.P, and check Ds;. P =
?Bsj + Hy(IDsj||Bs; ). Pubgc. If it holds, Sj stores {Bgj, D},
and then finishes the registration.
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D. Mutual Authentication Phase

Step 1: U; inputs IDi" and PW,". Then Ui computes B;; =
Hy (IDg;|IPWyil|co), AL = Nyi@®H,(ID;;) and validates Uy’s
identity and password by verifying @,,; =? H,(8,;1145.:)-

Step 2: If it holds, Ui selects cs, and computes DID,; =
H,(IDy;||c3). Then Ui chooses c, € Z; and computes F,; =
¢4.P, Ry; = H,(DID;||F;) and oy; = My,; + Ry;.c,mod q .
Ui transmits message {a,,;, DIDui, A", Fui} to Sj over a public
channel.

Step 3: S receives it and verifies oy,.P =
?H,(A;). Pubge + A + Hy(DID,; ||Fy)- Fy; - IF it does not
hold, the verifier rejects the message.

Step 4: After Ui passes the authentication, S; selects c5 € Z;

and computes Fy; = c5.P, Rsj = H, (DIDm- ||IDsj|| st) and
0sj = Dsj.Spc mod q + Rgj.cs. Subsequently, S; sends {as;,
Bsj, IDs;j, Fsj} to U;.

Step 5: U; verifies whether o;;. P = H,(IDs;||Bs; ). Pubg¢ +
By; + Hy (DIDy; ||1D]| B;) . Fi;.

V. CRYPTANALYSIS OF YING’S SCHEME

In this section, we discuss the security drawbacks in Ying’s
remote user authentication protocol for multi-server 5G
networks. In the login phase and authentication phase, the
information exchange between the user and the server is carried
out under an insecure channel. We assume that the attacker can
completely control the insecure channel, in other words, the
attacker can eavesdrop, intercept, delete and tamper with any
transmitted messages in the insecure channel. Besides, as
having been addressed in the work from Kocher et al. [33] and
Messerges et al. [34], the confidential information stored in the
smart cards can be extracted by side channel attacks by, for
instance, physically monitoring its power consumption.
Therefore, once the smart card is stolen, the secret information
registered by the user during the registration phase will be
stolen by the attacker, and the security of the entire protocol will
no longer exist. In the section below, we analyze in detail the
security flaws of the Ying’s scheme in different scenarios.

A. Incorrect Mutual Authentication Phase

Mutual authentication phase in Ying’s scheme, the authors
use the private key Sg. of RC to compute the signature of server
0sj = Dgj.Spc mod q + Rgj.cs . But in fact, one server
registered in RC never knows the private key of RC. So, the
server will not be able to compute the signature o;; of server in
Ying’s scheme. The signature of server g,; should be modified
to meet the authentication requirement, and it should be
rewritten as gs; = Dgj mod q + Rs;.cs based on the original
Ying’s scheme.

B. Without Session Key Agreement

Ying’s scheme does not support the session key agreement
between the user Ui and the server S;. In some cases, after a
successful authentication phase, some secret messages may be
communicated between the user and the server. These messages

should be encrypted to provide confidentiality of the
transmitted data, such as online transaction payment. In order
to provide this confidential communication, an agreed session
key is required. However, in Ying’s scheme, the establishment
of the session key is not shown. If the solution does not have a
session key, then the user U; and the server S; will need to
perform some additional methods to generate and share the
session key, which will inevitably increase the total cost of
calculation and communication.

C. Smart Card Stolen or Lost Attack

Smart card stolen or lost attack is a type of attack when the
user's smart card is stolen or lost. In this case, an attacker A can
extract the information stored in the smart card and can easily
change the password of the smart card, or can guess the
password of the user by using password guessing attacks. Then
A can impersonate the user to login to the system.

In Ying’s scheme, if an attacker A steals the user Ui’s smart
card, then the information (¢,;, Ny, My, co) stored in the
smart card can be derived by A. What is more, A can also get
login request information Msgl= {a,;, DIDy;, Ay;, Fui}
through interception. A4 now can carry out the off-line identity
guessing attack to guess a valid identity 1Dy as following:

Step 1: A can get H,(ID,;) by computing N,;®A;,; =
Nyi@Ny,; @H, (ID;;) = Hy(IDyy).

Step 2: A guesses ID,; and then compare
H,(ID,;)=? H,(ID;;;). Repeat the step until correct match is
found, then A succeeded to obtain the identity IDy; of U;.

Once the identity of U; is obtained to <A using the above steps,
A now can launch offline password guessing attack as
following:

Step 1: A can get By; from ¢y = Hy (BuillAwi).

Step 2: A guesses PW,; and compute pB,; =
H, (ID;|IPW,;1|co), then compare B;; =? B,;. Repeat the step
until correct match is found, then A succeeded to extract the
password PW,,; of Ui.

Therefore, when the user's smart card is stolen by A, A not
only obtain the user's identity 1Dy; but also get password PW,,;
through an offline guessing attack. If A successfully guesses
the identity and password of user, the harmfulness is apparent
to the user. In Ying’s scheme, the password of user for different
severs is the same. Therefore, once A get the identity and
password of user, A can access all services registered in RC.

D. User Impersonation Attack

In the case of user impersonation attack, the attacker can
impersonate the user Ui to communicates with server S;. In
Ying’s scheme [5], when A successfully guesses the user's
identity and password, he possesses 1D and PW,;, and then he
can impersonate Ui at any time in the following manner:

Step 1: A select a nonce ¢ and computes DID),; =
H, (IDy;]lc3).

Step 2: A selects cy € Z; and then computes F,; =
cy- P, Ry; = Hy(DID;||Fy), 0 = My; + Ry;. c; mod q and
Ay = Ny ®H,(IDy;).

Step 3: A sends login request (o, 0ID,;;, Ay;, F,;) t0 Sj. It
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is obvious that the login request can be authenticated successful
by S;. Consequently, A can impersonate a legal user to login
one server registered in RC.

E. Server Impersonation Attack

In this attack, 4 needs to convince the user U; that the
information is coming from a legal server S;. A can get
information Msgl={ o,; , DID,; , 4;; , F, } and
Msg2={ o,; , IDs; , Bsj,Fs; } between Ui and §; and
impersonation server as follows:

Step 1: A intercepts the login request of Ui Msgl and the
response message of Sj Msg2 get the identity DID,;, ID; and
By;.

Step 2: A extract ¢s by computing F;. P~' = c5, and then
computes  RY; = Hy (DIDy; ||IDg|| Bs;) . Moy = 05—
Rgj.cs = Dgj mod q.

Step 3: A disguises information a5; = Mgy + Ry;.cs, and
sends the forged message Msg2' = {ay;, ID;;, Bgj, Fy;} to the
remote user Ui;.

Step 4: After receiving the message Msg2', user U;
computes Check = H,(IDs;||Bs;)Pubgc + Bs; + Rs;. Fs; and
verifies og;.p = Mgy.p + Rgj. cs.p =? Check, where My,.p =
H,(ID;j||Bs;). Pubgc + Bs;j, Ryj.cs.p = Ryj. Fs; = R;. Fyj. It
is obvious that they are equal, so U;. accepts the mutual message,
and A can impersonate the server Sj to communicates with Ui;.

In this way, the user U; believes that the response message
Msg?2' is from the legal sever S;.

Sj1

VI. PROPOSED SCHEME

In this section, we describe the details of our novel remote
user authentication and key agreement scheme for multi-server
5G networks using biometrics of user and PUFs of device. The
important notations used to describe the proposed scheme are
listed in Table I. In many biometric authentication systems the
risk of biometric data leakage is extremely high as biometric
data is directly stored in user devices or smart cards. In our
scheme, the biometric data of users will not be stored on any
devices, which can completely eliminate the risk of biometric
data leakage. The proposed scheme integrating device PUF and
user biometrics to realize two-way authentication between
device and user. The biometric key will be computed by using
fuzzy extractor. And then, using it as a challenge, the
corresponding response of PUF, i.e. the ‘biometric’ of the
device can be obtained. Our authentication approach involves
three entities, namely: user (U;), server (S;) and registration
center (RC), where RC performs the responsibilities of
registration. The proposed scheme requires three stages: setup
phase, registration phase, login, mutual authentication and key
agreement phases. It supports remote user authentication
without password and session key agreement between the users
and the servers.

A. Setup Phase

In this phase, the RC selects a non-singular elliptic curve E;
over a finite field Fp, a generating element P € G, where p is a

large prime and G is an additive group of order g consisting of
points on Ep. The RC selects its private key Src and computes
the system public key Pubrc = Src'P. A secure one-way hash
function h(J is generated. The parameters P, p, g, Pubgc, h(J
are made public by the RC.

B. Registration Phase

The registration of users and servers is conducted in the
secure channel.

(1) Users registration phase

Fig 4 shows users registration phase of proposed scheme.
The following steps are performed during this phase.

Step UR1: U; selects an identity IDy and obtains its
biometrics BIOy; by using the biometrics extractor.

Step UR2: U; obtains the user secret key K, and the auxiliary
data hdyi from biometrics using the function FE.Gen(J i.e., (Kui,
hd,i) = FE.Gen(BIOy;). After that, the U; computes the PUF
outputs Ry = PUF(Ky;) to obtain the device secret key Rui. And
then the Ui computes PW,i = h(Kui||[Rui), AIDyi = h(ID.i||Rui) and
hd,i* = hdy ® h(IDy). Finally, Ui sends {PW.;, AlD,} along
with a request for registration via a secure channel to the RC. It
is noteworthy that Ky is not disclosed to any others in
subsequent communications because it can only be generated
by biometrics of user. Further, the uniqueness of the user's
biometrics is perfectly combined with the physical uniqueness
of the device PUF.

Step UR3: After receiving the registration information sent
by the user Uj, the RC generates a random number b; and
computes Vi=h; P, Zi:h(h(A|Dui”PWui)”Vi) Src Mod q+bi,
Xi:h(Zi||Vi) ® h(A|Dui||PWui), Tui:h(h(Zi ”Vi)”PWui), DVi :Vi
®h(PWy) and DZi=Z; ® h(PW.i||Vi). Finally, RC sends {Xi, Tui,
DVi, DZ} to U;.

Step URA4: U; stores {Xi, Tui, DVi, DZ;, hd,i*} into smart
device.

Obviously, our scheme needs both the legitimate user and the
legitimate smart device to know the user secret key K, and the
device secret key Ry, otherwise the attacker will be helpless. At
the same time, we don't need to worry about password guessing
attacks in our scheme because we don't need passwords in our
scheme.

(2) Servers registration phase

Fig 5 shows servers registration phase of proposed scheme.
The following steps are performed during this phase.

Step SR1: S; selects an identity 1Ds; and submits {ID} via a
secure channel to RC for registration.

Step SR2: RC generates a random number a; and computes
Pubsj=P a; and Ks=a;* Src - h(IDsj). Then, RC sends {Pubsj, Ksj}
to S;.

Step SR2: §; stores K and publishes {IDsj, Pubsi}.

C. Login, Authentication and Key Agreement Phases

The purpose of this phase is the mutual authentication
between U; and S;, and also establish a secret session key so that
they can use this session key for their future secure
communication. The login and mutual authentication phases are
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| User (U;) |

Step UR1: Inputs: IDyi , BIOy;
Step UR2: Computes: (K, hdyi) = FE.Gen(BIOy;)
Rui = PUF(Ky)
PWyi = h(Kyi ||Ru)
AID,; = h(IDy; ||Ry)
hdy* = hd,; @ h(IDy)

] Registration Center (RC) ‘

{ PW., AID }

‘{ Xi, Tui, DVi, DZi}

Step UR3: Generates: b;
Computes: Vi=b;.P

Z; = h(h(AIDy; [|Pwy)|[Vi) Src mod g+ b;
Xi=h(Zi|| Vi) © h(AID; || PWy)

Tui = h(h(Zi || Vi)Il PW.)

DV =V, @ h(PW,y)

DZ; = Zi & h(PWy| Vi)

Step URA4: Stores: X, T,i ,DVi, DZ;, hd,* ‘

Secure Channel

Fig. 4 Users registration phase.

’ Registration Center (RC)

{IDg}

’Step SR1: Selects: ID }

P>

Step SR2: Generates: g;
Step SR3: Computes: Pubgj = P g

Ky = & Src- h(IDg)

{ PUbsj, Ksj}

Step SR4: Stores: K

Secure Channel

Fig. 5. Servers registration phase

briefly described in Fig 6. Specific steps are shown as follows:

Step L1: Firstly, Ui inputs its identity ID, and BIO,; and
computes hdyi =hdy* ® h(1Dy).

Step L2: U; extracts Ky =FE.Rec(BIOy;, hd.i ) and computes
Ruil :PUF(KuiI), PWuil = h(KuiIHRuil), A|Dui|:h(|Dui|”Ruil), h(Zi||Vi)
=Xi® h(A|DuiI||PWuiI).

Step L3: The smart device has to validate U;’s authentication.
The smart device computes h(h(Zi||Vi)||PW.i) and compares it
with the stored Ty. If they are not equal, the session is
terminated.

Step L4: Smart device generates n; and ny. Then, smart
device computes Vi =DVi ® h(PWy), Ki = ni{Pubgc-
h(|Dsj) Pubs,-), Mi,:nl Pubsj, EKi=n, -P, Zi =DZ; @h(PWuiI”Vi),
A=Zi+ny, Vi':h(Kl) ® Vi, AIDui*:h(K1||Zi) ® h(A|Dui'||PWui' ).
Finally, Ui sends {Mjj, EKi, A, Vi, AID,"} to S;.

Step Al: S;j receives the message {Mi, EKi, A, Vi, AID,i"}
and completes user verification. S; obtains K;" by computing
K1=Kg-Mj;and decrypts messages Vi=Vi ® h(K1') and computes
h(AID ||PW.i)=AIDy" & h(K1|[Vi).

Step A2: Sj computes h(h(AIDy;' |[PW.i)||Vi) Pubrc+EKi+Vi,
and compares it with A p. If they are not equal, the session is
terminated.

Step A3: Subsequently, S; generates nz and computes EK;
=Nn3 -P, EKJ":EKJ' @Vi, EKij =Nn3 -EKi, TSU = h(h(A|Dui‘||PWui‘)||
EKj||K1). Sj sends {EKj, TSy} to user Ui.

Step A4: After receiving the message sent by the S;, Ui
computes EK; =EKj' Vi, TSU'=h(h(A|DuiV ||PWui')||EKj||K1).

Step A5: Sj compares TS, with TS/, and when they are equal,
Ui believes that S; is credible. Finally, Ui computes EKj; =EK; 12,
SKij =h(h(A|Dui'||PWui')|||Dsj||EKij'||K1), M=h(SKij ||EKij') and
submits M to S; via common channel.

Step A6: After receiving the message sent by the U;, S
computes SKi=h(h(AIDyi||PWui)|]1Ds [|EK;j|[K1). S calculates
h(SKij||EK;;) and compares it with M, and when they are equal,
Sj believes that Ui is legal. Ui and S; successfully established
session key SKijj. Ui and Sj use the established session key SKj;
for future communication.

VII.

In this section, we will conduct a security analysis of the
proposed scheme. Firstly, we are using the Real-Or-Random
model proposed by Abdalla et al. [35] which proves that the
session key security is preserved by the proposed protocol.
Secondly, we’ll employ the widely accepted BAN logic [36] to

SECURITY ANALYSIS
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User (Uj)

Step L1: Inputs: 1Dy ,BIO;
Computes: hd, = hd,* & h(IDy;)
Step L2: Extracts: K, = FE.Rec(BIOy;, hd,; )
Computes: R, = PUF(K,;)
PWuiv = h(Kui'”Ruil)
AIDy = h(IDy |IRu)
h ZiIV) = %@ h(AID; [[PW,;)

{ M, EKi, A, Vi, AID; "}

Server (S;)

Step L3: Verifies: Ty =? h(h(Zi|[V)IIPWa )
Step L4: Generates: n;, n;
Computes: V;=DV;®h(PW,)

Ki=n; {Pubge - h(IDg) Pubg )
Mjj=n; Pub;
EKi=n, P
Z;= DZ; ®h( PW[|V))
A=Zi+n,

Vi =h(Ky) @V,
AIDy" = h(Ky[|Z) ®h(AID || PW,)

{EK;', TS, }

Step Al: Computes: K; = Ky M

Step A2: Verifies: A -p =2 h(h(AIDy || PWy)|| Vi) Pubgc +EK+V;
Step A3: Generates: n3

Vi=Vi® h(K;)
h(AIDy; || PWy) = AID," ®h(K,||V)

Computes: EK;=n; -P
EKj =EK; &V,
EKij =n3 EK;
TS, = h(h(AIDy || PWui)IEK;||Ky)

Step A4: Computes: EK; = EKj @V,
TS/'= h(h(AlDui' Il PWa)IIEK; || K1)
Step A5: Verifies: TS, =?TS,
Computes: EK;; = EK; 1,
SK;;= h(n(AIDy; || PWy)|| 1Dg || EK;j || Ky)
M = h(SKj || EKjj )

{M}

Step A6: Computes: SK;;= h(h(AID, || PW,)|[IDg ||IEK;; [IK1)

Verifies: M =? h(SK;|| EKj;)

Public Channel

Fig. 6. Login, authentication and key agreement phases

demonstrate the security of the proposed scheme. Furthermore,
we will use informal security analysis to demonstrate that the
proposed scheme can perfectly achieve the security and privacy
of biometrics.

A. Formal Security Analysis using Real-Or-Random (ROR)
Model

Recently, formal security analysis based on the ROR model
has been popularized, and the analysis method is applied to
various authentication key exchange protocols. In the case of
passive/active attacks, the ROR model can still provide session
key SK security.

(1) ROR model

In our proposed solution, there are three participants, remote
user Ui, server Sjand registration center RC. Each instance of
the authentication process is taken as an oracle.

Participants: Let I1y, be the uth instance of Ui, l'[fgj the sth

instance of Sj, and Iy are the instances r of the registration
center RC.
Accepted State: If an instance I1, switches to the receiving

state after receiving the last authorization protocol message,
then the instance enters the accepted state.

Partnering: We denote that the two instances are partnered if
they satisfy the following three conditions: The instances Iy,
and IIg, are both in the accepted state. II7; and Hf;/_ have the

same session id sid and they will authenticate with each other.
My, and ng are reciprocal partners. And SKj is token to be the
partial transcript of authentication process between I1y, and Hf},.
Freshness: If the session key SKj established between IT7; and
l'Ifgj is not leaked via the reveal oracle Reveal( ) query defined
below, IT7;, and Hfgj are considered fresh.
Adversary: We believe that adversary A completely controls
all communication in the network. A can query, intercept,
modify, delete, forge, and even inject some or all of the
exchange information between IT7; and H;l_. A can access the
following queries:

Execute(It, IT*): This query is executed by A to inquire
about any two instances exchanging messages. It is modeled as
an eavesdropping attack.
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Reveal(I1%): Using this query, A can know the session key
SKjj which is generated by TT* and its partner in the current
session.

Send(I1¢,m): This query implements an active attack wherein
A can send a message m to a participate instance IT¢, and in
reply, it receives a response from II¢.

CorruptSmartDevice(Ily; ): It corresponds to a user smart
device loss/stolen attack wherein A can get all the sensitive
secret information stored in the user smart device.

Test(IT°): Based on the indistinguishability of the model, the
semantic security model of SKij is established between I1y; and

H;/_. In this query, an unbiased coin c is flipped in the beginning

of the game, and its output is used as a decider. The outcome is
kept secret to A to check the output from the Test( ) query. Let
A execute this query. If the session key SK;j shared between
117, and 115 is fresh, I1° returns SKj; when ¢ = 1 or a random

number when ¢ = 0. Otherwise, it returns null.

Semantic security of the session key: In the ROR model,
attacker A was tested in the experiment to distinguish between
the real session key SKj and the instance’s random key.
Therefore, A is allowed to query a large number of Test( )
operations to the instance of I1y;, or H;/,. The output of the Test()

query should match the random bit c. Finally, A returns a guess
bit ¢', if c=c¢', then A successfully obtains the correct
information in the experiment. Let E denote the event in which
the A wins the game. Advis"™, P and Pr[X] respectively
represent the advantage of the attacker to break the semantic
security of the authentication key agreement (AKE) protocol
proposed by us, our protocol and the probability of event X. The
advantage achieved by A in the semantic security of AKE is
represented Adviit = |2- Pr[E] — 1]. We say P is a secure
multi-server scheme in the ROR sense when Advikf < ¢, for ¢
is negligible.

Random oracle: Both attacker A4 and each participant are
provided with a one-way hash function h(-), which is modeled
as arandom oracle, say Hash [37]. The Hash oracle is simulated
by a two-tuple (a, b) table of binary strings. In case, if a hash
query h(a) is made, the Hash oracle returns b when a is present
in the table; else, it returns a uniform random string b and the
pair (a, b) is kept safe in the corresponding table [38].

(2) Security proof

Under the ROR model, the formal proof of the session key
security of the system is as follows:
Definition: If 4dv4*"(¢) denotes the advantage of an adversary
A in finding a hash collision in polynomial time t, then

AV (ty= Pr[(ins 1, ins ;<A 1 i ns #ins, and h(ins)=h(ins,)] < &, (4)

Where (ins,,ins,) indicates that the inputs ins; and ins; are
randomly selected by A. An (&, £)- an adversary cannot break
the collision resistance of h() with advantage < &, in run time
t, where £,>0 and is negligible.
Theorem: Let's assume that A4 be an adversary running in
polynomial time t against the proposed scheme P in the ROR
model, | denotes the number of bits present in the biometric key.

And then, the advantage of A in breaking the session key
security of P can be estimated as:
2 2 r S
AdviFE(r) < lHq—'hI + lP‘*TPFl +2 - max(C"q5, % (5)

Where gp, qp, gs, |[Hash| and |PUF| denote the number of Hash
queries, the number of PUF queries, the number of Send queries,
the range space of h( ), the range space of PUP function,
respectively, and C”and S’ are the Zipf’s parameters [39].
Proof: Proof of the formal security key is as follows, very
similar to what has appeared in the literature [13]. We need the
next game stages Gm;(j=0,1,2,3, 4). We use Succ]‘-ﬂ to indication
that the attacker can win Gm;.

Game Gmo: In the initial game Gmy, the bit ¢ is chosen by a
polynomial-time t adversary A. According to the semantic
security of session key, it can be obtained as follows:

AdvKE(H)= |2-Pr[Succ]-1 | (6)

Game Gmu: A invokes the Execute( ) query in the game to
implement the eavesdropping attacks. Then, A calls the Test()
query at the end of Gm;. The output of the Test( ) operation is
used as a deciding factor for distinguishing the actual session
key SKij between U; and S;. Next, the session key formation is
as  follows: Ui computes the session key
SKij:h(h(A|Dui'||PWui‘)|||D5j||EKij'||K1) shared with Sj, and the
same session key computed by S;, is shared with U; as
SKij=h(h(AID.i ||PW.i)|[IDsj]|EKjj][K1). Suppose A intercepts
message Msgl={Mi;, EKi, A, Vi, AID\i'}, Msg2={EK]', Tsu}
and Msg3={M}.The session key computation by A needs the
long-term secrets EKjj, User’s master key Ky and the RC’s
private key Src. A also need the short-term secrets n1, nz and ns.
In addition, it is difficult for an attacker to know the user Ui’s
pseudo-identity identifier AlIDy. Without these secret
credentials, the chance of winning game Gm; by intercepting
messages Msgl, Msg2 and Msg3 is not increased and it is
equivalent to the game Go. It then follows that:

Pr[Suce'] =Pr[Succy] )

Game Gma: Send( ) operations and Hash(') queries are used
in this partial game. The simulation of this part of the game is
similar to the active attack, by intercepting Msgl, Msg2 and
Msg3, then A tries to crack the session key between U; and ;.
Msgl, Msg2 and Msg3 relate to random numbers ni, nz and ns.
Hence, there is no collision in hash outputs when A4 makes
Hash queries on these intercepted messages. Therefore, due to
the collision resistance of the one-way cryptographic hash
function h(), the calculation of AID;, RC’s master key Src, the
response Ry of user device PUF, biometrics key Ky;, and short-
term keys ni, nz and ns is computationally infeasible. Since
game Gmy is identical to game Gm; when the simulation of
Send( ) and Hash( ) queries is not involved, according to the
results of birthday paradox, the following conclusions are
obtained:

2
|Pr[Succ‘fl] -Pr[Succ‘z’q]| < % (8)

Game Gma: This round of the game differs from Gm, only
in replacing the hash queries with PUF queries. Therefore, the
conclusion for this round is similar to that of Game2:

2
q
|Pr[Succ‘3ﬂ] -Pr[Succ‘zﬂ]| < Z‘PZH 9
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Game Gmg: In the game Gmq, the CorruptSmartDevice ()
operation is used. In this game, A has the secret credentials {X;,
Tui ,DVi, DZ;, hdyi* } from U;’s smart device, where hdyi*=hdy
® h(IDyi), Xi=h(Zi[[Vi) @ h(AID.i||PW.i). Without the secret
credentials 1Dy and biometric secret key Ky, it is
computationally infeasible to derive the AIDy and PW,i.
Assuming Kii is | bits, the guessing probability of K€ {0,1}'
by A is approximately 1/2'. Note that games Gmz and Gm, are
identical when biometrics guessing attacks are not involved. If
the system has a limit on the number of input errors, we can
know:

|Pr(Succd']-Pr[Succf]| < maX(C’-qSS’,Z—j) (10)

Since all games are executed, attacker A can only guess the

correct bit ¢. Then come to the following conclusion:
Pr[Succ‘f]:% (11)

According to formula (6) and formula (7), we can get the
following conclusions:

%AdvféKE(t)= |Pr[Succ‘(fl]-%| = |Pr[Succ‘fl]-%| (12)

According to the triangle inequality |a-b|+|b-c[>|a-c|, and (8),
(9), (10), (11) and (12) get the following corollary:

1 1
EAdv‘,‘iKE(t)= Pr[Succ‘fl]-E| = |Pr[Succ‘f]-Pr[Succf]|

< |Pr[Succ‘fl]-Pr[Succ‘§l]|
+ |Pr[Succ‘§l]-Pr[Succf]|
< |Pr[Succ‘fl]-Pr[Succ‘{l]|
+ |Pr[Succ‘2A]-Pr[Succ‘§l]|
+|Pr Succy]- Pr[Succf]|

_a@ (13)
" 2|Hash| 2|PUF|
Finally, multiply both sides of equation (13) by 2 and
simplify to get the following result, which proves that our
scheme can achieve the session key security.

KE ‘Ih
AdviKE(f) < Hash] +—

+ max(C -qs, 2,)

+ 2 max(C’ qs, z) (14)

|PUF|
B. Formal Security Analysis using Burrows-Abadi-Needham
(BAN) Logic

Table 1l has summarized the various basic notations in our

logic analysis used by the BAN logic. Detailed proof is as
follows.

TABLE I

BASIC NOTATIONS OF THE BAN LOGIC
Basic notation Meaning
Pl=X Principal P believes the statement X
P<aX Principal P sees the statement X
P~ X Principal P once said the statement X
Pl= X Principal P has jurisdiction over the statement X
#(X) Formula X is fresh
P«*50Q P and Q use the shared key K to communicate.
P K is a public key of P
P=%-0Q Formula X is a secret known only to P and Q
{X}, Formula X is encrypted using key K
(X), Formula X is combined with formula Y.

The basic logical inference rules involved in BAN logic are
listed below, which will help us to analyze our own schemes

with theoretical basis later.

Message-meaning rule (R1): PEQ«—>P.Pa{X}

Pl=Q|~
|:’|EP£Q,P<1{X}K
P|EQ|~
Nonce-verification rule(R2): Pl=#(X),Pl=Ql~(X)
P|EQ|E
Jurisdiction rule(R3): Pl= Q:le P=Ql= X
Fresh rule(R4): &
Pl=#(X,Y)
Belief rule(R5): ©=QE(X.Y) PEX).PE(Y)
PEQEE(X)  PEE(X)Y)

For proposed scheme, we use BAN logic language to make
relevant assumptions, i.e. A1-A8, and preset the goals realized
between U; and §;, i.e. G1-G4.

Al U, [=#(n,n,,n;) A2: s, [=#(n,n,,n,)
A3 U, U, « ™8, Ad: S |2U, s,
A5 U, |sUi—”\SJ. AB: s, |Eui#"sj

AT: U [eS; = U <58, A8
Gl U, [£S; [FU, <55, G2.
G3. U, U, «*>s, G4. S, |2V, « X5,

Mutual authentication between U; and S; is realized by using
the above assumptions and rules to prove the proposed protocol.
The main steps are as follows:

Msgl: Ui—S;: <M, EK;, A, Vi, AIDy", >
Msg2: S;—Ui: <EKj', TS,>
Msg3: Ui—S§;: <M>
Two pieces of information emerge from this combination:
MSng Ui—’SjZ <Mij, EKi, A, Vi', A|Dui*, M>
Msg2: §;—Ui: <EKj', TSy>

The basic symbols of BAN logic are used to formalize Msgl
and Msg?2 as:

M1:s; a(M;, EK;, A V;, AID}, M)

ij? ui?
Thatis: S; <{K,, V;, AID;,n;,n, My Yo, {SK; e,
M2: U, << EK|,TS, >

Thatis: U; <{< EK;, K, n,1,,05 >0 00, pwy ) Videw,

S, [FU, U, s,

S, [EV, [EU, « 5,

Based on the previous work, the specific logical analysis
process is as follows:

According to information M1, Message-meaning rule R1 and
hypothesis A4, A6, we can get:

SL.S; eV, |-U, s,
According to information M1 and hypothesis A2 and
inference rule R4, we can get:
S2.5, [ #(U, «55S))
According to S2 and inference rule R2, we can get:
S3.5, |FU, [EU, « 8, (G2)
Based on S3 and jurisdiction rule R3 and hypothesis A8, we
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get:
$4.5, |2V, <18, (G4)

According to information M2, Under the premise of
assumption A3, we can use the message meaning rule R1 to
obtain:

S5.U; = Sj I~ (< EK;, Ky n,ny,n, >h(AIDui,PWui)'Vi)

Next, using the assumption A1, and the freshness rule R4, we
can get:

S6. U; |=#(< K, Ky, Ny N >y, oy Vi)

Moreover, according to S5 and S6, the nonce-verification
rule R2 applies and yields:

S7. U, [ES; = (< EK, Ky, Ny, g >y, pwy o Vi)

According to S7, a series of assumptions Al, A3, A5 and SKj;
=h(h(AID.i||PWu)||[IDs||[EKij||K41), the freshness rule R5 and
nonce-verification rule R2 apply and yield:

S8. U, =S, |FU, «——S, (Gl)

Finally, according to S8, A7 and jurisdiction rule R3, we
can infer:

9. U; |EU, <5, (G3)

The above goals 1-4 clearly indicate that our scheme
achieves the mutual authentication between U; and S;. Therefore,
our scheme maintains a secure interactive authentication
between Uj and S;.

C. Informal Security Analysis

Based on some common security attributes, and assuming
that the public communication channel can be controlled by an
attacker. Furthermore, we have respected the facts that the
smart devices can be lost or stolen by a hacker, as a result, the
information stored in the devices are insecure. We conducted a
detailed informal analysis of the proposed scheme, which more
scientifically proved that our scheme can perfectly realize the
biometrics security and privacy. We claim our scheme is secure
and can satisfy the following propositions.

Proposition 1. User anonymity and untraceability protection
Proof. In our solution, IDy; is encrypted by the response of PUF
equipped in smart device, which has strong user anonymity.
Even the RC knows nothing about I1Dy; in our scheme. The user
real identity IDy; is hidden in message AIDu=h(IDyi||Ru). To
obtain IDy; using this message, an adversary must konw ID;and
Rui. To get the response of PUR Ryi an adversary has to extract
the biometrics key Ky of user. As the biometric is uniquely
secret to the user only, an attacker cannot obtain the real ID,
value, even the RC and servers also cannot retrieve it. In the
login phase, U; sends {Mj;, EKi, A, Vi, AID,"} to Sj, and the
parameters in this message are dynamic because ni and n; are
generated randomly during each session. So, the same U; sends
different messages to the same server each time. In conclusion
the proposed protocol can resist user tracing attacks. Therefore,
our proposed solution can provide user anonymity and
untraceability, and further protect user privacy.

Proposition 2. Withstand both online and offline password
guessing attack

Proof. The proposed scheme does not involve the use of

passwords, which is not only convenient for users, but also
saves the storage space of the server. It only uses the secret key
Kui extracted from the user’s biometrics and the Ry generated
by the PUF to encrypt the user-side data. Therefore, the attacker
will never have the opportunity to perform a password guessing
attack.

Proposition 3. Resist stolen smart device attack

Proof. Assume that the attacker stole the user device and
extracted the information {X;, T, DVi, DZ;, hd,i*} stored in it.
All the obtained values are safeguarded using the biometrics of
user. Among them, Xi=h(Zi||Vi) ® h(AIDu||[PWy), Tui=
h(h(zi|[Vi)||[PW.i), DVi=V; ® h(PWy;), DZi=Z; ® h(PW,||Vi) and
hdysi*=hdyi ® h(IDy). Both user identity and biometric
information are not directly stored in device, so the attacker
cannot obtain any valuable data from the extracted information.
In order to obtain 1Dy; from hdyi*=hdy; @ h(IDui), the attacker has
to get hdy from biometrics by executing FE.Gen( ). It is
impossible to get hdy without obtaining user biometric.
Therefore, our scheme can resist smart card attacks.
Proposition 4. Resist known key secrecy attack

Proof. In the proposed scheme, the session key SKj
=h(h(AIDyi [|PW.i)||IDg||EKij||[K1) does not reveal any
information. Suppose the attacker obtains a session key to
exchange in the previous communication, it is still impossible
for him to construct the current session key. Firstly, each key is
hashed with one way hash function, no information can be
drawn from the session key. Secondly, each session key
involves random numbers, which guarantee unique key for each
session. Finally, each session key involves the secret key Kui
extracted from the user’s biometrics and the Ry generated by
the PUF. Therefore, our scheme can withstand the known key
secrecy attack.

Proposition 5. Resist user impersonation attack

Proof. Suppose an attacker U, masquerades a legitimate user U;
and obtains the information {Xi, Tu, DVi, DZi, hd,*} stored in
the smart device of Ui. To access S;j, the attacker needs to
generate and send a valid login request message {M;j, EK;, A,
Vi, AID,i'} to Sj. To compute these values, U, needs to know
IDyi, the biometric secret key K, and the Ryi generated by the
PUF. However, U, is not able to obtain these pieces of secret
information. Therefore, our scheme withstands the user
impersonation attack.

Proposition 6. Resist server impersonation attack

Proof. Even if U, is a legitimate user and can intercept all
messages from a public channel, it still fails to masquerade as
Sjin our proposed scheme. To masquerade as a legitimate server,
attacker needs to compute a valid login response message {EKj,
TS}, where EK{=EK; ® V; and TSy =h(h(AIDy||PWyi)
[|EK;||K1). However, attacker cannot compute a valid TS,
because U, has no chance of getting the biometrics key Ky and
the identity IDy; of user. So, the attacker cannot generate a valid
response message and forge any legitimate server. Therefore,
our scheme withstands the server impersonation attack.
Proposition 7. Resist man-in-the-middle attack

Proof. Suppose the user login message {Mj;, EKi, A, Vi, AIDy"}
has been intercepted by an attacker U, during the login phase,
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and attacker intends to perform a man-in-the-middle attack by
modifying the {Mj", EKi", A", Vi"", AID,i"} message. Note that
Vi':h(Kl) ® Vi:h(Kl) @ hiP, A:Zi+n2:h(h(AIDui||Pwui)
[|Vi) 8rc mod g+bi and AIDui"=h(K1||Z)) ® h(AIDi||PW.i' ).
However, it is impossible to get both b; generated randomly for
Ui by RC and the secret key Sgc of RC. U, is much less likely
to obtain the biometrics key K, and user identity IDy.
Furthermore, U, cannot compute some values because of the
difficulty of ECDLP and the PUF. As a result, U, has no way
to modify properly all the transmitted messages between U; and
S; during either the login or authentication phases. This shows
that our scheme is immune to man-in-middle attacks.
Proposition 8. Resist replay attack

Proof. An attacker cannot replay the message in our proposed
scheme as each transmitted message includes the values of
nonce ni, nz and ns. Because of the difficulty of ECDLP, it is
hard for the attacker to obtain these nonce values. As a result,
the attacker cannot construct a new message. Thus, the
proposed scheme can withstand replay attacks.

Proposition 9. Resist session-specific temporary information
attacks

Proof. Even if an attacker U, gets the temporary information ny,
n and ns it cannot compute the session key
SKij=h(h(AID.i||PWu)|[IDsj| [EK;||K1) without knowing the
value IDy, Ry and Ky and RC’s private key. But, U is
impossible to know those pieces of information. This shows
that the proposed scheme is secure from the session-specific
temporary information attack.

Proposition 10. Ensure session key freshness property

Proof. In our scheme, each session key SKj; involves nonce, and
user’s biometrics secret key for each session. The existence of
nonce makes the session key generated every time a connection
is established completely different. This property for different
sessions guaranties the unique key for each session.
Proposition 11. Provision of session key agreement

Proof. In our scheme, after a successful authentication both
user Ui and the server S; need to independently compute the
session SKi=h(h(AID.i||PW.i)||IDsj]|EKijj|[K1) for subsequent
communications. It was only when SKj; computed by U; and S;
are identical that they can communicate securely using SKj;.
Therefore, the proposed scheme can provide session key
agreement.

Proposition 12. Provide mutual authentication without support
of RC

Proof. In our proposed scheme, user U; and the server S; will
successfully establish a session after mutual authentication
without support of RC. S; authenticates U; by checking
h(h(AIDui [|PW.i)|]Vi) Pubrc+EKi+Vi=?A p. If an attacker
wants to launch an attack, the RC’s private key is needed, but
this is impossible. Moreover, it cannot achieve the biometrics
secret key. Therefore, it is a secure authentication. On the other
hand, the server S; challenges the user U; by sending the
message TS, to Ui. The attacker wants to compute TS,, which
requires user’s information I1Dy;, Rui and Ky and RC’s private
key. But, it is hard to get those pieces of information. Therefore,
our scheme provides a secure mutual authentication without
support of RC.

Proposition 13. Resist insider attack

Proof. In the user authentication scheme with the participation
of the Registration Center (RC), the RC is considered as a
trusted third party. We always try to keep the useful information
of users/servers in the RC as little as possible. In our proposed
scheme, RC does not store the information of users/servers.
Therefore, the internal users is impossible to obtain the
legitimate user's/server’s registration information from the RC,
and they cannot impersonation the legitimate user/server for
legal authentication.

VIIl. PERFORMANCE COMPARISON

To evaluate the performance of the proposed scheme, in this
section, we compare the performance of the proposed scheme
with the relevant schemes proposed by Ying et al. [5], Xu et al.
[22], Chaturvedi et al. [26], He et al. [27], Kumari et al. [29]
and Feng et al. [30] in terms of security, computation
complexity and communication overhead. Because each user
and server only need to register in the registry once, we only
compare the login and authentication phases.

A. Security Comparisons

The list of desired security properties is shown in Table 11,
and the symbol “\’ represents that the scheme prevents attack
or satisfies the attribute, and the symbol ‘X’ represents that the
scheme does not resist attack or failed to satisfy the attribute. It
can be seen from Table 111 that our solution is the only solution
that satisfies all security attributes, while other solutions are
subject to at least one or more security attacks.

B. Comparison of computational complexity

To further evaluate the performance of proposed scheme, we
have carried out a detailed analysis of the computational costs
in all phases between the proposed scheme and other relevant
schemes.

Table IV shows the comparison of the proposed solution with
existing similar schemes concerning computational efficiency
with two party authentication protocol in multi—server
environment. Let Tecc, Th, Tr, Tr, Tr, Tc, Te, To and Tpm denote
the time to execute an elliptic curve point multiplication
operation, one-way hash function h( ), bio-hashing, a fuzzy
extraction operation, random number generation, chaotic map
operation, modular exponentiation, bilinear map computation,
and pairing-base scalar multiplication, respectively. According
to the results reported in [23], Tecc=0.6ms, Tp=0.008ms,
Tu=0.029ms, T =0.029ms, Tr=0.029ms, Tc=0.23ms,
Te=2.13ms and Tp=6.55ms. The computation costs of various
related schemes are shown in Table IV and Fig 7. It is worth
noting that although our scheme has a slightly higher
computational cost than some schemes, it provides strong
security features, can withstand various known attacks, and
balances the computational efficiency of mutual authentication
and key agreement. In addition, the use of passwords is not
involved in our solution and we also use PUF features to ensure
the physical security of smart devices. Therefore, from the
perspective of safety, convenience and efficiency, the solution
proposed in this article is the most suitable and practical
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TABLE 111
COMPARISON OF THE SECURITY PROPERTIES

Security properties

[5] [22] [26] [27]1 [29] [30] [Ours]

User anonymity protection
untraceability protection

Resist password guessing attack
Resist stolen smart device/card attack
Resist known key secrecy attack
Resist user impersonation attack
Resist server impersonation attack
Resist man-in-the-middle attack
Resist replay attack

Resist session-specific temporary information attacks
Support mutual authentication
Ensure key freshness property
Provision of session key agreement

Provide mutual authentication without support of RC
without support of RC

Resist insider attack
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TABLE IV
COMPARISON OF COMPUTATIONAL COMPLEXITY

Operations computation cost(ms)
Schemes
User Server Total User Server Total
[5] AT oo+ 7T +2T T AT oo +3TH+ T, 8Tecc+ 10T +3T+T¢ 2.543 2.453 4.996
[22] 3Tecc+9Th+2Tr+Tf 3Tecc+6Th+2Tr 6Tecc+15Th+4Tr+Tf 1959 1906 3865
[26] 2T A5T+T+2Ty 2T H+AT+T, AT AT +2T+2TH 4.387 4.321 8.708
[27] 2Tom+8T+T,+2Te S5Th+Tp+T,+5T, 2Tt 13T 42T AT+ 7T, 9.993 17.269 27.262
[29] 2T AT+ T, +T; 2T 43T +2T, 4T +8Tp+3T+T; 0.498 0.482 0.98
[30] BTecct7ThtT+2Ty  STecc+17T+T, 8Tecct24T+2T+2TH 1.943 3.165 5.108
Ours ATt 11Tyt 2T 4Ty ATeeet6Tp+ T, 8Teet 17T+ Ti+3T, 2575 2477 5.052
30
mUser = Server = Total
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Various methods

Fig. 7. Comparison of computational complexity

solution among the related biometric-based solutions.

C. Comparison of Communication Overhead

For the communication cost analysis, we assume that the
hash digest (output) is 160 bits, if we use SHA-1 hash function
(Secure Hash Standard, 1995), timestamp is 32 bits, user
identity 1D, is 160 bits, and random nonce/number is also 160
bits. We consider ECC public 1024 bits [5, 22, 30]. Similarly,
public/private keys, prime numbers in Chebyshev chaotic map

cryptography [29], Finite field cryptography [26] and pairing-
based cryptography [27] are assumed to be 1024 bits.

The user and the server in Ying et al.’s scheme [5] send
messages {oy;, DIDu, Au", Fu} and {as;, Bg, IDs, Fs}
respectively to the other party. Thus, it needs (1024+160+1024
+1024) + (1024+160+1024+1024) = 6464 bits. In the scheme
proposed in [22], the user and the application server
communicate with the other party by the message {DID;, Auth;,
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A, Ti}, {A;, Auth;, T.}, and {Auth}. Hence, the total
communication overhead of this scheme is (160+160+1024 +32)
+ (1024+160+32) + (160) = 2752 bits. In proposed scheme in
[26], the user submits M;={UID;, Di’, Rj, Ti} to server as a login
request. Then the server sends M,={ Dj, R;, T; } to user. So,
this scheme bears total communication overhead of (160+1024
+160+32) + (1024+160+32) = 2592 bits. In [27], {Rui, V. asj,
Cui} are transmitted between the user and the server, where Cy;
= he(X) ® (IDuil| gui || aui) . From this protocol, we can see that
the total communication overhead is 1024+1024+160 + (160
+1024+160) = 3552 bits. In [29], transmitted messages between
the user and the server are {Di, Mi1, Miz, SID;, di, Mj1, Mj2, Mis},
where Di= Ksr @ (ui|| ni|| IDi). From this protocol, we can see
that the total communication overhead is (160+160+160) +
1024+160+160+160+1024+160+160 = 3328 hits. The scheme
of Feng et al. [30] exchanges five messages, i.e., M1={RID;, E;,

7000

He etal [27]

a}, M, = {RID;, E;j, a, RID;, Fj, }, M3={CID;, v, UIDj, 6}, Ma
= {UID;, ¢, Fj, n}, and Ms = {p}. So, the total communication
overhead of [30] is (160+1024+160) + (160+1024+160+160
+1024+160) + (160+160+160+160) + (160 +160+1024+160) +
(160) = 6336 bits. In our protocol, the transmitted messages
between the user and the server include three messages: {Mij,
EKi, A, Vi, A|Dui*}, {EKJ", TSy}, and {M}. So, the
communication overhead in our scheme is (1024+1024+160+
160+160) + (1024+160) + (160) = 3872 bits.

The communication overhead are shown in Fig. 8. It can be
seen that the scheme of Ying et al. [5] and Feng et al. [30]
require the larger cost. Although the cost consumption of He et
al. [27] and Kumari et al. [29] and Xu et al. [22] are slightly
lower than our scheme, their scheme cannot resist some
common security attacks. Therefore, the proposed scheme has
a better balance between performance and security.

6336

155 3872
— 3328

I
Feng etal. [30]

Kumari et al. [29]

Ours scheme

Fig. 8. Computation overhead comparison
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IX. CONCLUSION
In this article, we showed Ying's solution is insure and

explained why their solution cannot resist smart card theft and
counterfeiting attacks. To overcome the security flaws in
Ying’s scheme, we proposed a secure user anonymity-
preserving  biometrics and PUFs-based  multi-server
authentication scheme with key agreement in 5G Networks. We
explored the inherent security features of PUF and biometrics,
and showed how our solutions can achieve the required security
features. Without storing user biometric information, we
managed to develop a solution that can completely eliminate
the risk of leaking user biometric information. The fuzzy
extraction algorithm and PUF operation were used to improve
the robustness of our scheme. Performance analysis shows that
the scheme can resist various known security attacks. The
scheme is robust and convenient, and does not require any
secret words. Compared with the state-of-the-art schemes on
multi-server environment authentication, our scheme is more
feasible and more promising.
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