Managing Cyber and Information Risksin Supply Chains: insightsfrom an
Exploratory Analysis

Claudia Colicchia
University of Hull, Hull University Business Schoobgistics Institute
Cottingham Road, Hull, UK, HU6 7RX

e-mail: c.colicchia@hull.ac.ukTel. +44 (0)1482 347550

Alessandro Creazza
University of Hull, Hull University Business Schoobgistics Institute
Cottingham Road, Hull, UK, HU6 7RX

e-mail:a.creazza@hull.ac.pel. +44 (0)1482 347586

David Menachof

Florida Atlantic University, Information Technologywd Operations Management, College

of Business
777 Glades Road, Boca Raton, FL 33431

e-mail: dmenachof@fau.edu




Managing Cyber and Information Risks in Supply Chains: Insights from
an Exploratory Analysis

Abstract

Purpose: The increasing level of connectivity is transformisupply chains, and it creates new
opportunities but also new risks in the cyber spatence, cyber supply chain risk management
(CSCRM) is emerging as a new management consfrhetpurpose of this paper is to explore how
companies approach the management of cyber andmafion risks in their supply chain, what
initiatives they adopt to this aim, and to whatemttalong the supply chain. The ultimate aim is to
help organizations in understanding and improvimeg €CSCRM process and cyber resilience in their
supply chains.

Design/methodology/approach: This research relied on a qualitative approachedbasn a
comparative case study analysis involving five éangultinational companies with headquarters, or
branches, in the UK.

Findings. Results highlight the importance for CSCRM to stiif¢ viewpoint from the traditional
focus on companies’ internal information technolagfrastructure, able to “firewall themselves”
only, to the whole supply chain with a cross-fuotil approach; initiatives for CSCRM are mainly
adopted to “respond” and “recover” without a wallitnded approach to supply chain resilience for a
long-term capacity to adapt to changes accordirantevolutionary approach. Initiatives are adopted
at a firm/dyadic level, and a network perspect/aissing.

Research limitations/implications: This paper extends the current theory on cyberigiodmation
risks in supply chains, as a combination of supgyain risk management and resilience, and
information risk management. It provides an analgsid classification of cyber and information risks
sources of risks and initiatives to managing thesoeding to a supply chain perspective, along with
an investigation of their adoption across the sypphin. It also studies how the concept of resilee
has been deployed in the CSCRM process by compayesying the empirical foundations of the
subject, our study stimulates further research lom ¢hallenges and drivers of initiatives and
coordination mechanisms for CSCRM at a supply chetwork level.

Practical implications: Resultsinvite companies to break the “silos” of their aittes in CSCRM,
embracing the whole supply chain network for bettesilience. The adoption of information
technology security initiatives should be combiméth organizational ones and extended beyond the
dyad. Where applicable, initiatives should be bediional to involve supply chain partners, remove
the typical isolation in the CSCRM process, ancetage the value of information. Decisions on
investments in CSCRM should involve also supplyitim@anagers according to a holistic approach.

Originality/value: A supply chain perspective in the existing sciéntbntributions is missing in the
management of cyber and information risk. Thisrie of the first empirical studies dealing with this
interdisciplinary subject, focusing on risks thed aow very high in the companies’ agenda, but stil
overlooked. It contributes to theory on informatiisk since it addresses cyber and informatiorsrisk
in massively connected supply chains through astiolapproach that includes technology, people
and processes at an extended level that goes béyeigad.

Keywords: Supply chain risk management, Cyber risk, Inforpratrisk, Cyber security, Supply
chain management, Supply chain resilience
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I ntroduction

Over the last decades the expansion and importaihsepply chain management has paralleled the
growing ability of technology to exploit the bersfiof information sharing for reducing costs, and
concurrently improving customer satisfaction acrogsiness operations (Lintat al, 2014). Supply
chains are increasingly operating in a massivelyneoted global environment, where connectivity
and integration happens among people, processadeaiwes through information and communication
technologies (ICT) (Vanpouclet al, 2017).

ICT tools and systems such as the Internet, el@ict@mommunication protocols (e.g. electronic data
interchange — EDI), mobile and cloud computing pachdigms such as the Internet of Things (loT —
referring to sensors, machines and people connectelynamic network infrastructures) have the
potential to completely change the way operatidaarmpng, monitoring and execution are carried out
(Ben-Dayeet al, 2017). The connectivity of supply chains anddiggtalization of processes have led
to the emergence of the so-called “cyber supplynthdefined as “a supply chain enhanced by cyber-
based technologies to establish an effective velhaén” (Kim and Im, 2014). The end-to-end flow of
data provides visibility at all levels of the supghain, for better process coordination, efficikeaad
effectiveness (Caridit al, 2014).

Unfortunately, for every good use of an innovatitere is someone looking to take advantage of its
vulnerabilities. Warren and Hutchinson (1990) fladgcyber and information risks as supply chain
related issues. As an example, a cyber-attack pteate over a two year period beginning in 2011 at
the port of Antwerp in Belgium, where a Dutch-bagswedficking group hid cocaine and heroin among
legitimate cargoes. The organised crime group etflggused hackers based in Belgium to infiltrate
computer networks in companies operating in thé pbrAntwerp. This allowed hackers to access
secure data giving them the location and secustgils of containers, meaning the traffickers could
send in lorry drivers to steal the cargo beforeléigtimate owner arrived (Bateman, 2013).

Besides representing threats for the society corfrioig an activity within the supply chain, these
cyber-attacks have considerable implications fgaaizations too. In fact, as an additional example,
in summer 2017 a major international shipping lire@l a high-profile cyber-attack. In addition to
having an estimated cost for the company’s operatigp to $300 million, this attack had serious
repercussions on the operations of their clientg Wund their shipments stranded on uncontrollable
and inaccessible vessels. Interestingly, thesatslielaimed that they had ICT security measures in
place to “firewall themselves”, but clearly not itheupply chain (Williams, 2017).

All of this shows that in today’s environment of $sare connectivity of supply chains, relying on ICT
and technical security solutions to “firewall orggations” is not sufficient, differently from whait
could have expected. In fact, threats and attaokildnvolve partners upstream and downstream in
the supply chain and have negative impacts ondte £ompany, even if “perfectly” protected against

cyber-attacks.



This constitutes an interesting and thought-pravgiact that invites one to reflect on the necgssit
for organizations to go beyond the technical leeetonfront cyber risks, and to adopt a different
approach that allows for deeply embracing the amenected nature of supply chains. As a response,
cyber supply chain risk management (CSCRM) is emgras a new “management construct resulting
from the fusion of approaches, methods, and pestitom the fields of cyber security, information
risk management, and supply chain management” @gpy2014). This construct requires a cross
functional approach combining appropriate capadjttechnical expertise and human factors across
the supply chain to avoid and confront disrupticoming from the massive connectivity of today’s
systems’ operations (Bartol, 2014).

In the current theory on the management of cybdri@fiormation risks a true supply chain perspective
is missing. Traditionally, the literature has foeed on cyber and information risks from a technical
and security perspective (Gaudenzi and Siciliaf&,72, within individual organizations (Bienet al,
2015). Several literature contributions highlighe tneed for a more holistic approach to deal with
cyber and information risks for organizations frammanagement perspective (e.g. Soostral,
2016).

Hence, studies on the end-to-end interactions ansapgly chain players operating in a more open
and integrated world need to be undertaken to Umweient issues that firms have to cope with in
terms of the level of cyber risk in relation to oalésupply chain risk (Lintort al, 2014). Moreover,

a substantial dearth of empirical evidence is lgdgitéd in the current body of knowledge. Empirigall
proven best practices need to be shared for dewglomanagerial approaches and tools for
empowering organizations in the management of cginer information risks in their supply chains
(Boyson, 2014). New ways for strategically managgyper risk could lead to enhanced cyber
resilience as a result, by leveraging those priasigssential for building a resilient supply chain
(Ribeiro and Barbosa-Povoa, 2018).

Given this background, this study aims at pushiregbioundaries of supply chain research and practice
by extending the existing theory on cyber and imi@tion risks in supply chains, as a combination of
SCRM and resilience, and information risk managdm€his area, as explained above, is currently
underdeveloped and in need of further exploratespecially in terms of extending supply chain
knowledge beyond a dyadic perspective.

Hence, we present the results of an empirical tiy&son on cyber and information risks in supply
chains. This work is based on multiple case studfie®mpanies operating in connected supply chains
where the cyber space links players beyond ti@hg. specific purpose of this paper is to explore ho
companies approach the management of cyber andmafion risks in their supply chain, what
initiatives they currently adopt to this aim, andahat extent along the supply chain. For the psgpo
of this study, we investigate the CSCRM processonfipanies; we stretch our view beyond the dyad
and tier 1 to understand the mechanisms of thesegmhena and how far an end-to-end approach is

adopted with players upstream and downstream inghpply chain. By collecting empirical evidence,
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it also aims at offering organizations insightsutederstanding and enhancing the management of
cyber and information risks in their supply chaiios better resilience. Simultaneously, it allows
embracing the challenges posed by rapidly chantgobnologies that directly affect supply chain
management.

The contribution of the present study is importanthe advancement of both theory and practice on
the investigated topic, in that it furthers our erslanding by presenting a combination of the wario
disciplines and by offering novel and unique inssgthanks to the collection of field evidence. Our
original findings complement the existing theory tifering new knowledge on the approaches to
cyber and information risk management by compartiesy also enrich practice by informing the
industry on the end-to-end interactions among supp&in players when cyber and information risk
management initiatives are considered. This laggdbndations to stimulate further research too.

The remainder of this paper is organized as folloW following section presents the theoretical
background of the study, while the adopted researethodology is described subsequently. The
findings of the empirical investigation are thepoged and discussed. Final remarks, implicatiows a

directions for future research conclude this paper.

Theoretical background

Consistently with the objectives of this reseamh, present a theoretical background focused on the
areas investigated in this work: supply chain rieknagement and resilience, information risk
management, and CSCRM (including cyber and infdonaisk in supply chains and related sources,
and initiatives to manage this kind of risk). Wenclude this section with the research gaps arising

from our literature review.

Supply chain risk management and resilience

Few areas of management interest have risen toipeoce in recent years as rapidly as supply chain
risk management (SCRM), due to the turbulence efhthsiness environment, volatile and variable
consumer demands, along with actions by compet{tonsistopher and Holweg, 2011). A definition
of supply chain risk is “the variation in the dibtrtion of possible supply chain outcomes, their
likelihoods, and their subjective values” (Jutteerl, 2003). This definition points at the dimensions
of risk, i.e. probability of occurrence and impact business, originally proposed by the traditional
risk management literature (March and Shapira, 1983cording to Tang (2006), supply chain risks
can be classified into “disruption” and “operatiin®isruption risks are related to natural and man
made disaster, while operational risks are condettethe uncertainty of supply and demand
processes and price. Operational risks were fudlassified by Prasanna Venkatesan and Kumanan
(2012), and include risks such as quality risk,acity risk, supply and demand risk, exchange rate

risk, and information flow risk.



The main aim of SCRM is to protect businesses famuerse events, through a process that is
composed of four main phases, represented bydaskification, risk assessment, risk mitigation and
risk monitoring (Hoet al, 2015). The first phase entails the identificatmfnthe risks and related
sources; the second phase implies the assessmitet pfobability of occurrence of risky events and
their impact on business; the third phase incluthes design, selection and implementation of
strategies and tools to manage and mitigate thativegeffects of potential risks; the fourth phase
requires the implementation of abnormality diageesodels and other metrics and measures to early
detect potential signals of risk and act upon them.

Besides arranging the SCRM process internally te drganization (by setting appropriate
ownership/level of centralization of decisionsiaordinated approach among supply chain members
is deemed as essential to manage supply chaiamglenhance supply chain resilience (Colicchia and
Strozzi, 2012; Chowdhury and Quaddus, 2016; Ribaird Barbosa-Povoa, 2018). This coordinated
approach should encompass both proactive and veanteasures to achieve resilience, which
respectively refer to the concepts of robustnedsaaiiity (Wieland and Wallenburg, 2013).

Various definitions of supply chain resilience haxeen proposed and revolve around the idea of
restoring the state of operations (Ribeiro and BsakbPovoa, 2018). In this respect, Davoudi (2012)
discusses three views on resilience: engineerisjaece as the ability of a system to return to an
equilibrium or steady-state after a disturbanceglagical resilience which instead proposes the
existence of multiple equilibria, and the possibilbf systems to enter alternative stability dorsain
and evolutionary resilience, which moves away fritva concept of equilibrium and affirms that
systems might change over time with or without semmal disturbance. In this sense, Davoudi (2012)
proposes resilience as the capacity to adapt ty@ds of changes in a continuous way, since taday’
world is seen as a chaotic and uncertain envirohmen

Given this view of the world, supply chain resilkenis composed of a set of adaptive responses in a
multi-stage approach. If according to Ribeiro aratli®sa-Povoa (2018) these responses are triggered
by potential risky events, Davoudi (2012) specifieat responses are generated by the continuous
tensions deriving from changes in complex and uagersystems, which require a continuously
adaptive response. This approach should embrateratif phases: prepare, respond, recover and
maintain, where “maintain” also means a long-tedapive capacity. Hence, the concept of supply
chain resilience needs to combine proactive anidipating actions with plans and planned steps to
respond to incidents and maintain not only a stesaie solution after the recovery from a disruptio
but a continuously adaptive approach to changésdiay’'s complex and uncertain systems (Davoudi,
2012; Hohensteirt al, 2015; Ribeiro and Barbosa-Povoa, 2018).

The literature discusses enablers and barriersplyg chain resilience. The main identified enabler
are: flexibility, supply chain visibility, collabation/coordination among supply chain partners by
means of communicative and cooperative relatiosstfiyieland and Wallenburg, 2013), joint
relationship efforts (Scholten and Schilder, 204k;et al, 2017). Whilst, the main identified barriers
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are: misalignment of objectives within and among thetpening firms, along with lack of visibility,
collaboration and trust (Aliet al, 2017), which are affected by the presence of \ieheal
uncertainty among people in the supply chain (Debel, 2017).

To achieve resilience in supply chains, it is neagsto identify the right fit between a company’s
level of risk in the supply chain and its prepaesmin risk management. This can be seen also from
the perspective of investments in supply chain mslhagement initiatives. In this regard, Pettial.
(2013), and Gualandris and Kalchschmidt (2015puhice the concept of “balanced resilience”. This
concept represents the right fit between the lefeiskiness of a certain supply chain configunatio
and the related amount of investment in the SCRtgss, appropriate to adequately confront that
level of riskiness and to continuously adapt tonges. Ambulkaret al. (2015) discuss the
implications for resources’ configuration in firmghen contexts of high disruption impact or low
disruption impact are concerned.

The literature reveals that it might not be posstblimplement resilience driven actions in anated
form. In fact, in connected and complex supply chaetworks with several tiers that create
dependency, resilience strategies should be detiggrher with supply chain partners and rely on
knowledge created and shared across the supply ¢Ratbeiro and Barbosa-Povoa, 2018). This
should be aimed at building that long-term adaptiaacity that makes the whole supply chain more
resilient to the continuous changes and inner eeissof today’s complex systems according to an
evolutionary view (Davoudi, 2012). This would aksitow embracing the concept of risk propagation
at a network level (Han and Shin, 2016). In otherds, risks can migrate across the supply network,
and for this reason it is necessary to adopt astimlapproach to resilience because of the strong

interconnectedness of players along the supphyndfaikamuhabwat al, 2017).

Information risk management

Information is an element widely acknowledged a®mpetitive advantage source for organizations
(Daughertyet al, 2006). It can give power and insight (Tromble§12), and it allows for integration
and coordination in the supply chain when datash@ed in a controlled way (Warmg al, 2008;
Boulesnane and Bouzidi, 2013). Seminal works ddfinéormation as “the substance from which the
managerial decisions are made” (Forrester, 1962ndging information in a proper way is a
challenging task for organizations, due to incrdaselume, speed of transmission and growing
variety of types of information and data. Moreovimeats to information are rising and similarly
concerns about how to manage these risks (TromBGpB).

“Information risk” can be defined as “the probatyilof loss arising because of incorrect, incomplete
or illegal access to information” (Faisall al, 2007) that can undermine its security. Informatiisk

is in fact tightly connected to the concept of mfiation security (Trombley, 2015). Numerous
frameworks for managing risks to information andhteology resources have been proposed in the
academic and technical literature: the 1ISO stardandrisk management (ISO 31000, ISO 31010) and
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information security management (ISO 27000); then®ittee of Sponsoring Organizations of the
Treadway Commission (COSO) (Yext al, 2014); the NIST standards for risk management and
information security (Bartol, 2014). Alongside, @ansiderable body of knowledge has focused on the
management of information risks and related secig#ues for organizations.

However, from an overall analysis of the extamréture, it appears that research on informatig ri
and security has been dominated by technical asfi¢atlssoret al, 2016), and information security
management was treated as a technical issue (8trajh 2013). Hence, the majority of the attention
was given to technological solutions (Sooretal, 2016). Some contributions studied the return on
investments on security technology and initiativegh as intrusion detection systems and anti-virus
protection, as well as technologies used to pratextonfidentiality and integrity of data (Yeoal,
2014). These include cryptography solutions andirgemulti-party computation, which has the aim
to create methods for parties to ensure a seclisboration and process information while keeping
identities private (Prabhakaran and Sahai, 2013p Bind Cai (2011) proposed a cloud model to
provide “a confidential and verifiable environméat each sensitive application”. Generic technical
solutions also exist, such as access controlsisofufCheret al, 2007; Santos-Pereisd al, 2013)
and virus propagation models (Yuainal, 2009).

Research also discussed the fact that technolamyealk unable to provide enough solutions to
address organisational information security coreernd needs (Singét al, 2013). Consequently
literature has started to focus on a balanced approf technical, human and organizational factors
(Soomroet al, 2016). Examples of this category of initiativeslude: internal audit processes (Yeo
et al, 2014); information security policies (Siponet al, 2014); policies to countermeasure
information asymmetry among different departmenithiw an organization (Kumagt al, 2008);
compliance training schemes to create informatiecusty awareness and drive the behaviour of
employees (Parsomrs al, 2014).

Nevertheless, from the reviewed literature it appeahat information risk management efforts are
generally focussed within the boundaries of theanization or, on a much lesser scale, on inter-
organizational dyadic connections between compafiasssonet al, 2016). Hence, the literature

advocates for a more holistic approach to inforaratisk management (Soomebal,, 2016).

The new management construct of cyber supply clskirmanagement

Building on Boysons'’s (2014) definition, CSCRM indEks the strategy and initiatives focusing on the
assessment and mitigation of cyber and informaigks across the end-to-end operations of a supply
chain (Boyson, 2014). Differently from a traditibnapproach to information risk management,
CSCRM entails a holistic approach that combinesgsses, people and technology to embrace a
“relationship dimension” (Spekman and Davis, 200Bis is intended to enable a high level of
integration that extends to supply chain partnesghd the dyad or single points of interface betwee

supply chain partners.



The aim of CSCRM is to gain control within the bdaries of the focal company and on inter-
organizational dyadic connections between compaibigs most importantly, building upon this, to
gain control at an end-to-end supply chain levat Hilows for a continuously adaptive capacity.sThi
holistic approach should lead to better resilierated to cyber and information risk accordingito
evolutionary view.

The challenge is that the process of CSCRM haga&b wlith increasing complexity of supply chains.
This is linked to the number of suppliers in anamrigation’s supply base (horizontal complexity), to
the number of tiers in that supply chain (verticamplexity), and to the geographical spread of a
company and/or supply base (spatial complexity)dBand Wagner, 2015). To add to this growing
supply chain complexity, market behaviours, configiwns and often non-transparent supply chain
partners’ identities in the cyber space are cotigtahanging (Bartol, 2014; Lintoet al, 2014).

Risky events can happen also in stages of the wuppln distant from the focal company and have a
knock-down effect on the entire supply chain (Vditis, 2017). Hence, the extended holistic approach
through CSCRM is deemed as essential to confreniitaintioned challenges towards enhanced cyber
resilience.

According to the abovementioned concept of balamesdience, the CSCRM process needs to take
into account the level of supply chain risk conéingto different contexts and sectors. This shbeld
something similar to what happens when differergpdu chain configurations are explored and
devised to fit with the characteristics of produatsl related demand (Fisher, 1997; Fine, 200Ghi#n
way it would be possible to achieve the so-callstlategic fit” (Wagneret al, 2012). In a similar
fashion, the proneness of the supply chain to csibks in terms of probability and impact needédo
taken into account when planning appropriate imaests to confront these risks to achieve balanced
resilience. This would entail also the adoptionpefformance measurement systems for turbulence
and risk management to facilitate the achieveméenbanced resilience for organizations (Blileer
al., 2016).

Cyber and information risk in supply chains

According to Zuo and Hu (2009), the main informatiosks in a supply chain include: risk to
information confidentiality, which relates to theotpntial loss of control over sensitive
information/data across the supply chain; riskrtfmimation privacy, which relates to the potential
misuse of data out of the principal purpose ofasieg data by the data owner; risk to information
integrity, which relates to the potential corruptiand damaging of data/information stored in IT
systems across the supply chain network.

The cyber supply chain offers numerous levels @fets for breach and corruption. This can result in
customers, suppliers and employees records comgedm(WEF, 2014; BCI, 2015), breach and
disclosure of sensitive data on processes, proddata flows, governance and operations (Boyson,

2014). Literature also discusses the risk of tléfintellectual property and counterfeits aimed at
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gaining financial advantage over the focal compsupply chain (WEF, 2014; Stevenson and Busby,
2015). Another risk debated in the literature ipresented by the problems connected to the IT
systems such as the crash of websites and theefaifucompanies’ IT networks, leading to the
unavailability of critical services (BCI, 2015).

Basing on the previous literature, we propose ssfiaation of the sources of cyber and information
risks in the supply chain (see Table 1), built wo dimensions: the location of the source of risk i
the supply chain (i.e. internal to the focal compan external to it) and the nature of the sourte o
risk (i.e. malicious attacks or natural and nomimional actions). The necessity to distinguish
between internal and external sources of risk semtal given that internal sources of risks are
progressively gaining importance: fraud by emplayee common and difficult to detect, stop or
prevent (Boyson, 2014). Both current and former lege®es can represent a threat to organizations.
Distinguishing between current and former employsessses the different level of control on these
sources, because it is usually more difficult tchrthe actions of former employees who might still
have retention of relevant data/information but vaperate externally to the company (PwC, 2014).
While in several occasions employees deliberatetyagainst the interests of their own employers,
some cases are related to non-intentional actibas ihclude forwarding of infected messages,
sharing of passwords or account details, replyinghishing messages, retrieving and storing data on
portable and uncontrolled devices (PwC, 2014). Bygeds are progressively becoming the vehicle
for malicious attacks: this happens through thecalted “social engineering” techniques, which
involve tricking human beings into breaking comgahicommon security procedures and divulgating
confidential information (Happet al, 2016). Recent research points at phishing andalsoc
engineering as the top source of cyber disrup®i(2016).

Externally, the sources of cyber and informatiosksi lie in the various tiers of the supply chain
(Boyson, 2014), in most cases beyond the Tier ladfett the entire network (BCI, 2015): current
and former suppliers/contractors, customers andpetitors contribute to expose the supply chain to
cyber and information risks through both maliciansl non-intentional attacks. These mainly include
actions related to the sharing and transmissionfofmation and data across multiple stages of the
supply chain, which are not always happening thnoggcure communication channels/methods
(Barkataki and Zeineddine, 2015). Likewise, thenpoif interface among supply chain partners are
vulnerable to cyber-attacks, especially when theycentrate large international flows of products
and related information: for example seaports artéiqularly exposed to advanced persistent threats
(APT) by criminal activities due to the increasexe wf mobile devices (Rushmere, 2015) and data
transmission (Yang and Wei, 2013). Also foreign iorat states, domestic intelligence
services/espionage and hacker/hactivists represaource of risk coming from malicious attacks,
through actions connected to broader societal oaptins (Luiijfet al, 2013).

Among the natural and non-intentional sources dfecyand information risks, literature includes

factors such as power outages and technical prabtenthe IT infrastructure. These can be both
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internal and external to the focal company, caugiilgres that compromise the operations and the
flow of information across multiple tiers (Intel Geity, 2014). Finally, natural disasters are also
mentioned as external and non-intentional sourtéaslo(Boyson, 2014).

Existing literature stresses the importance of stigating the perceptions of these new threathdo t
value creation in companies, as explained by th&xwbGaudenzi and Siciliano (2017), who showed
that there is very little awareness of what théskesrare and to what kind of sources they are tinke

This calls for further investigations on this uredglored theme.
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Table 1. Sources of cyber and information riskhasupply chain

2:9,9,9,9.9.9.9,0.9.9.9.9.0,9.9.9.9.0,9.9.9.9.9,0.0.9.9.9,0.0.9.9.9.0,0.9.9.9.0:0.9.9.9.0:0,¢.9,0,.9,0.¢ XXXXX

Initiatives to manage cyber and information risksimpply chains

In order to understand the tools and instrumengdlable to companies for implementing a CSCRM

process, we present a review of the initiativemsmaging cyber and information risks in the supply
chain. The current literature has explored the lkbgpveent and implementation of security safeguards
and initiatives for addressing the described coreelhe reviewed initiatives were aggregated to
create homogeneous clusters and in doing this,dsgtified a link that connects them with the

sources of risk they aim at counteracting.

Security safeguards and initiatives include:

» Organizational initiatives:these initiatives have as a first focal point glgnment of the
information security strategy with the overarchsitategy and specific needs of the business
(Bartol, 2014). Standards and protocols have bemreldped to improve the mentioned
strategic alignment and to provide regulatory glimés, e.g. ISO27000 and NIST SP 800-
161 (Bartol, 2014; Keegan, 2014). This could alsadl to the establishment of a chief
information security officer position in compani@oyson, 2014) and to the introduction of
security entrance barriers such as personnel bagkdrchecks (Kim and Im, 2014). Also,
cyber insurance products have been proposed toifisptg tackle cyber threats
(Mukhopadhyayet al, 2013), even if their adoption is still in its émfcy (BCI, 2015). This is
confirmed by the work of Bieneat al. (2015), who stress the fact that the cyber riskiiance
market lags behind the expectations of companieis. i¥ also due to the internal perceptions
related to the capability of the existing insuramreducts to protect organizations from

highly interrelated losses, lack of data, and seuagiormation asymmetries. These problems
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hinder the development of a sustainable cyber &m@ market. Given their broad focus, this
group of initiatives has a pervasive effect andaameed at counteracting all sources of risks.
Training and internal awarenesgraining and awareness programmes for employees ar
essential for good “cyber hygiene”. O'Connell (2DH2fine it as the process of “educating
everyone legitimately relying on the Internet onodonetwork usage practices”. These
initiatives are critical to educate and up-skilethuman capital in companies to enhance
resilience and prevent, detect and respond tonakéhreats in supply chains (Boyson, 2014).
In fact, it is necessary to strengthen staff awesenin order to help directors and top
management in driving choices regarding securigstment and supplier selection to better
security (BCI, 2016). Likewise, employees need acalwvare of the potential implications of
their choices mainly in terms of usage of secutityls, especially when performance and
security trade-offs are involved (Intel Securit¥12). Training and awareness programmes
are aimed at hunting trust assumptions and inelgitthen unpalatable courses of action
might be necessary to ensure a higher degree afriseén processes and operations
(Windelberg, 2016). This is connected to the peioap of employees regarding motivations
internal to the company or related to their perbtradiefs environment. Also motivations
external to the company (coming from the wider Bmwinent) can trigger compliant or non-
compliant behaviours towards cyber security (Butgwet al, 2010). Along these lines, the
study by Ifinedo (2012) showed that factors suckedsefficacy, attitude toward compliance,
subjective norms, response efficacy and perceivethevability positively influence
behavioural compliance intentions of employees.c@iares for protecting intellectual
property are also seen as critical in the litee{@tevenson and Busby, 2015), including safe
and controlled sharing of data and information ssmultiple tiers of the supply chain (WEF,
2014). This group of initiatives are especially e@imat counteracting the sources of risk
coming from people working within the company, tarrent employees.

Compliance and external awarenebging that today’s supply chains are stronglyriimtieed
and massively connected, it is necessary that gugimin partners are made sufficiently
aware of the threats and risks coming from the cgpace to increase the resilience of inter-
entity business processes to cyber disruptionsn(@ral, 2016). This could happen through
appropriate supply chain coordination mechanismsuggested by the literature (Pilbeatn
al., 2012; Herrera and Janczewsky, 2015). Supply atw@ondination can be achieved through:
alignment, intended as the development of a colledtrategy among supply chain partners,
along with a common culture and shared norms aodegses (Hanf and Dautzenberg, 2006;
Pradabwongpt al, 2017); synchronization, intended as a tool enghbdiffective information-
sharing among supply chain partners and suppodiagsion making especially during
disruption responses (Sosti al, 2014, Singtet al, 2018); shared knowledge, i.e. sharing of

experiences among supply chain partners after gtisns are overcome with the aim to
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create post-incident reports accessible to all lsugipain partners (Taet al, 2016). This is
also referred to as mutually-created knowledge ¢iseh and Schilder, 2015). In the context
of this study, this is translated into a set ofciffieinitiatives. It is important for companies: to
() require customers and suppliers/contractoredmply with their privacy and security
policies, by adhering to security protocols anddglines (Eurichet al, 2010) to achieve
alignment; (i) conduct supply chain partner seguriaudits (BCl, 2015) and
qualification/operational checks (Boyson, 2014¢msure that the third party has the ability to
safeguard and share the information and is proigdttie data (PwC, 2014), according to the
principle of synchronization; (iii) establish cddarative agreements with supply chain
partners on security (Kim and Im, 2014) to createead-to-end IT integration including
supply chain policies, processes and people (Bgy&di4) to reinforce synchronization and
to improve “threat intelligence” (PwC, 2014) thréughared knowledge. Given their focus,
this group of initiatives are especially aimed atiateracting the sources of risk coming from
partners in the supply chain, i.e. suppliers arglauers.

Event managementhis category of measures mainly refers to wayahiich organizations
can respond to cyber and information risk eventhis Tcategory contributes to the
achievement of supply chain coordination througk #o-called situational awareness.
Literature defines this concept as “an individuadly well as socially cognitive state of
understanding ‘the big picture’ during criticalusitions” (Sarter and Woods, 1991). It enables
mechanisms supporting companies’ willingness taesiiaformation in order to create trust
among supply chain partners (Tebal, 2016). It also contributes to a “common basetihe
the current conditions” available to partners arnchanged among them, so that actions can
be undertaken as quickly as possible (Sheffi, 20D®jatives include business continuity
and disaster recovery plans (BCI, 2016) and indidemnagement processes (WEF, 2014).
These measures need to be validated and agreeduwpigity chain partners. According to the
principle of situational awareness, specific ititi@s such as communication procedures with
involved supply chain partners are essential fgroving the timeliness and effectiveness of
responses to events and of recovery from incid@@$, 2016). These should be coupled also
with initiatives that embrace information systementinuity management approaches
(Jarveldinen, 2013), which can help to identify thependencies between internal and
external systems and supply chain players. Plaradyses and continuity processes involve
supply chain players and not only IT experts, lagérg their perceptions to positively affect
the effectiveness of these practices on perceiusthbess impacts (Jarveldinen, 2013). These
initiatives are focused on the risky events thewesglindependently from who/what triggers
the risky event, so they can address all sourcéslof

Data managementmanaging access to data is of vital importancedonpanies in protecting

themselves from cyber risks. The foundation of euse data management approach is to
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build and maintain an accurate record of all thelegees accessing and handling data. A
critical success factor will be the identificatiohthe suitable/trusted people that could access
data. The answer to this question leads to theatilin of access permissions and privileges
to different categories of users (Trombley, 201%gcure data access and control measures
complying with the devised information securityas&gy and fulfilling the specific business
requirements, need to be put in place to identégsgive assets, detect and prevent the
leakage of confidential information (Euriet al, 2010). This group of categories specifically
focuses on the handling of data and informatioreimployees, and consequently represents
ways in which the behaviours/tasks of current amchér employees can be contained.

» IT security toolstodays companies’ IT systems have a range of gg¢ools to protect from
cyber intrusions, spanning from encryption of edmmaessages (Bartol, 2014), intrusion
prevention systems (IPS), data loss preventionst¢®ivC, 2014), geo-location and geo-
fencing controls (firewall and virtual private netks) (Secci and Murugesan, 2014), data
and URL filtering (antivirus and antispam) (Intedcsirity, 2014). Some of these tools feature
detection functionalities, which report on malicgogodes, unauthorized use or access.
Similarly, mobile security strategy and device ngaraent are essential to securing a fleet of
devices, whether owned by the enterprise or thwitheal (PwC, 2014). Given their focus,
aimed at protecting the supply chain from vulnditds and attacks, this group of initiatives
counteracts sources of risks including current omther employees and external sources,
such as suppliers, customers, competitors, foneégion states, domestic intelligence services,
and hackers/hacktivists.

» IT operational resilience:this category of initiatives include actions aimatl ensuring
continuity to the IT operations across the suppigie. They revolve around hardware and
systems architecture resilience and recovery chipedi They refer to measures connected to
the IT system failure management across the sugin, through actions such as recovery
plan processes, both internal and externally irimghsupply chain partners (Boyson, 2014;
BCI, 2015). They also include measures for imprgvaperational resilience through IT
systems and solutions, such as multiple data badepgraphical distributed datacentres,
virtual networks/IT infrastructures, uninterrupgbpower supplies/power banks (Secci and
Murugesan, 2014), and cloud systems orchestratiesta isolate a company’s network in
case of cyber-attack penetration, concurrentlyroffecontinuity of operations on a separated
cloud network (BCI, 2016). Given their operatioradilience and continuity focus, this group
of initiatives especially counteract those sousigsh as technical problems, natural disasters,

power outages and external attackers.

From an overall view, the set of initiatives to 8@ reflect the modern concept of supply chain

resilience, which is composed of a set of adap®aponses in a multi-stage approach (Ribeiro and
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Barbosa-Povoa, 2018). In fact, the above initigtiveclude actions aimed at ensuring adequate
response to disruptions (e.g. event managememtjplemnented by actions covering all phases of the
multi-stage approach discussed in the literatuee, prepare, respond, recover and maintain. For
example, “Training and internal awareness” initiet allow for preparing employees and
empowering them to manage potential incidents,edracovery plus maintenance of a robust state
and, according to an evolutionary view (Davoudil2)) to develop a long-term adaptive capacity to
face the continuous changes and inner tension®dayts complex and uncertain environment.
Furthermore, this set of initiatives encompassested to stretch beyond the boundaries of thé foca
company and of dyadic relationships to avoid thissees related to isolation highlighted by the

literature as impeding elements to building a cylsilient supply chain.

Research gaps

The review of the existing body of knowledge allawkroadly exploring the uniqueness of the
concept of CSCRM and its components, building ulenature on supply chain risk and resilience,
and information risk management. It also emergatl itiformation risk management in supply chains
is a field which has not been extensively researchithough its importance is well recognized ia th
supply chain management literature (Sharma andr®g2016; Rajagopadt al, 2017).

In performing the review, we aimed at systematizng rationalizing the existing contributions oe th
investigated topic, grouping previous works in thematic categories presented in the previous pages
This effort allowed appreciating that the extam¢riiture appears to be scattered, and covers in a
piecemeal fashion a very wide range of topics aeldld. These span from technical IT studies, to
investigations on standards and protocols, to imrttons focused on organizational issues. Also,
research on risks, sources of risks and initiatbteesranage them in the cyber space exist, but again
these are investigated within specific studies $eduon single themes or technical contexts andtlo n
embrace the concept of supply chain resiliencevalsce.

As mentioned, given the growth of the level of cectedness of supply chains worldwide, and the
emerging need for managing cyber and informatigksriin the supply chain, cohesive and
comprehensive studies on the topic are necessamngltmle a cross-functional holistic approach ia th
supply chain at a network level (Bartol, 2014; Somret al, 2016). Traditionally cyber and
information risks were prerogative of informatigcarity or software engineering practitioners.

Recent literature acknowledges the need for a duwvegional holistic approach to manage them in
the supply chain. This approach should look at ititeractions between processes, people and
information technology (Intel Security, 2014; Seaod Murugesan, 2014), and at the coordination
mechanisms that allow supply chain partners to a@dopend-to-end approach beyond the dyad
(Herrera and Janczewski, 2015).

However, our review of the existing literature sisavat this need has yet to be fulfilled in a his

and cohesive way. It also shows the need for phogithe scientific and industrial communities with
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empirical evidence aimed at advancing the knowledgd managerial practice on the topic of
CSCRM for building a resilient supply chain. In faa substantial dearth of empirical studies on
cyber and information risk management conductedralng to the abovementioned perspectives has
been highlighted by previous research (Boyson, 2(Karlssonet al, 2016) and thus further
empirical studies are called for by the managearglications of cyber-attacks shown in recent
examples (e.g. Williams, 2017). These gaps proti@emotivations for our study and offer to the
authors the possibility to complement the existimgly of knowledge by providing the academic
community with the results of our study, especialydding light on the managerial implications of
the choices made by companies in terms of appreachmanaging cyber and information risks, the
adopted initiatives, and to what extent in the $gppain. Along with the objectives of this resdarc

these gaps inform the design of our empirical itigaion, described in the next section.

M ethodol ogy

The aim of this study is to contribute to the depehent of theory on CSCRM as a combination of
SCRM and resilience, and information risk. Thigaisubject that needs further exploration as shown i
the previous sections.

As a consequence, we decided to adopt a qualiteds@arch approach and selected a multiple case
study investigation as a research method. Focuasd studies are suitable for analyses of current
phenomena including the social dimension, implantedomplex environments (Yin, 2018), being
particularly recommendable to exploratory reseasnhmatters in need of a deeper understanding
(Jattner and Maklan, 2011).

In fact, we believe that this research is partha tmappingelationship building stage of theory
building” (Stuartet al. 2002), where we aim at identifying and describangical factors and the
relationships that drive behaviours (Golicic andh&stiao, 2011). Also, by enabling direct interattio
with people and informants, case research proadegdvantage over other research techniques, such
as surveys (Miles and Huberman, 1994). We presentresearch process following the steps
recommended by standard case based research methodmse selection, data collection, and data
analysis and validation (Stuat al, 2002).

Case selection

The case selection process was aimed at creatiivgise but coherent universe for our exploration o
a focused matter (Robinson, 2014). The followingéhnclusion criteria were applied:

(i) Companies operating at different stages of the lyugmain Given the supply chain perspective of
this study, we decided to sample companies sedtiggota of one supply chain actor for each supply
chain stage, according to a quota sampling appr(Rchinson, 2014). Hence, we decided to include
one manufacturing/supplier company, one logisticervise provider operating in the

packaged/palletized goods sector, one logisticscgeprovider operating in the bulk goods sectae o
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shipping company and one retailer. In particulbe logistics service provider operating in the bulk
sector and the shipping company were included gsstages of the supply chain to encompass the
CSCRM process taking place in seaports, which argeted for criminal activities due to the
increased use of mobile devices (Rushmere, 2015).

(i) Large companigswhich usually have structured supply chain preessand complex supply chain
network relationships. Large companies typicallyehmore technology in place, more mature security
processes and intense activities in the cyber gugyin. They are often targeted by threat actaoes d
to the large amount of information they manage thiadl can be exploited, sold or used (PwC, 2014).
Hence they constitute an adequate territory ofagtibn for the purpose of this study.

(iif) Multinational companies with headquarters or a behnn the UK The purpose was to control for
factors such as culture, language, legal systeneaodomic environment through geographic location:
factors such as regulations, legislation, and $ialkier pressure differ among countries and thiddcou
create relevant deviations in the exploratory rtsgiMenaet al, 2013).

Based on the above criteria, five companies catietitour sample. This decision is in line with the
methodological literature on case study researdhiclwacknowledges that four to 10 cases are
generally sufficient to draw meaningful insightstbe phenomena under investigation (Ellram, 1996).
Moreover, we consider this number of case studidsetsufficient, given the purpose of our research
(Strauss, 1987; McCracken, 1998).

As for the nature of the selected companies, tloptad inclusion criteria allowed obtaining a sample
of organizations that is not constrained by thecsipspecificities of a certain industry or of atein
type of supply chain. In fact, this could influenoesults and prevent one from obtaining a first
understanding of the phenomena under investigation.

For confidentiality reasons, the names of the acammpanies have not been disclosed and each
company has been referred to by using an alphalbdgitter. Table 2 gives an overview of the case

companies, along with additional background infarara
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Table 2. Profile of the case companies
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Data collection

Following the literature review, we designed outadeollection instrument and developed a formal

interview protocol (Yin, 2018). It contains a miréuof open questions and multiple choice questions

and it is composed of five main sections: (1) Camypprofile, (2) The importance of managing
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supply chain risks and cyber and information rigk$,The SCRM process, (4) Cyber and information
risks in the supply chain, (5) Initiatives to maimagcyber and information risks in the supply chain
The questionnaire was designed with the aim tanalivestigating the CSCRM process originating in
the focal company and its branching across thelguh@ain towards customers and suppliers beyond
the dyad and Tier 1. The specific questions focusadrelationships that spread upstream and
downstream across the supply chain and connecengayeyond the dyad. Questions pointed at
unveiling what happens when the CSCRM process péeimented and stretched beyond the dyad and
Tier 1, to appreciate the underlying mechanismghm relationships with partners upstream and
downstream the supply chain.

A pilot test was performed with a panel of academ@md experts in the field of SCRM and
information management. As a result, amendmentge wexde on the wording of some questions so
that they became clearer and more focused. Thetpgbassisted in avoiding misinterpretations (Yin
2018), providing a solid questionnaire and a featdid comparison of the cases.

We identified the most suitable informants in eggéirticipating company: the supply chain
manager/director and the information systems/tedgiyodirector, which were both interviewed in
each company (or the equivalent professional rdle)o of the authors participated in each of the
interviews at the companies’ premises. Intervieastdd approximately 1.5 hours each; they were
audio recorded, transcribed and interview repoesgevprepared to enable data analysis. Reports and
transcripts were included in a case study datalvéisbsites and third party reports were analysed and
the collected evidence was included in the casdystiatabase to enable triangulation. The use of
multiple respondents and different types of dateeviltended to mitigate the biases of single s@urce
of information (Miles and Huberman, 1994).

The gathered information was matched with the dmabinterview data to obtain a clear picture of the
investigated phenomena. Interview reports were eshawith the interviewees (Yin, 2018) and

remaining discrepancies were resolved by recatiisgondents via e-mails or phone calls.

Data analysis and validation

A within-case analysis allowed producing case stegyrts, which were shared with and reviewed by
the key informants, as suggested by Yin (2018).ekehers first scanned the collected data and
formalized coding, writing and reflecting remarkdiles and Huberman, 1994). Templates were used,
including charts and tables (Miles and Hubermar@4i®rabtree and Miller, 1999). Patterns in the
data were identified and categorized within thegleincases. A subsequent cross case analysis was
performed to search for emergent themes, pattdrosnomonality and key differences, by comparing
the outcomes of the within-case analysis afterrgpdiata and generate the interpretations presented
the research findings (Miles and Huberman, 1994).

In terms of validation of the outcomes of our reskateps, we followed the practices recommended

by established methodological literature. Empiricalidity was assessed by means of the criteria
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presented by Yin (2018), and made explicit in TakleConstruct validity was ensured through the
establishment of a chain of evidence linking theeegch objectives to the protocol and to the result
(through the involvement of multiple informantsgeek feedback and observations, and through the
demonstration of the convergence of patterns framftiple data sources), and by developing our data
collection tool on the basis of our literature.elmal validity was ensured through building our
research on recognized principles of CSCRM andaelditerature, which acted as foundation to
identify critical factors and relationships drivighaviours; also through a structured analysih®f
collected data, the use of templates containingtslaad tables, which helped in maintaining tharcha
of evidence, and through pattern matching withid across the cases, triangulating data, and reachin
an agreement among researchers (Miles and Huberi®84; Yin, 2018). External validity was
ensured by setting suitable sampling criteria drilig the research objectives, which allowed bugdin

a coherent and diverse sample, along with desgitiie context and the cases; also, we compared
data gathered from companies operating in diffeseipply chains and different stages of the supply
chain. Reliability of the research was ensuredhanrigour of the applied process (protocol develope
and validated; clear and structured sampling daiteshared interview protocol for all interviewers;
creation of a database including the interviews gunestionnaires), and on the level of detail preslid

in a formalized coding that involved multiple resdeers: this allows for replicability of the stufyr

future research.
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Table 3. Assessment of the empirical validity af thsearch (based on Yin, 2018; and Rezttet,
2010)
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Findings and discussions

After describing in the previous section the addptesearch methodology, in this section the
empirical findings of this study are reported aegidted in Tables 4, 5, 6 and 7. We first preseat t
outcomes of the within case analysis, according tieematic template (Ellist al, 2011; Gualandris
and Kalchschmidt, 2014). For each company, the kmmpncludes: the key types of cyber and
information risks and related sources as percebyedur respondents; the adopted approaches to
SCRM and CSCRM,; the initiatives currently in plaséhin organizations to manage cyber and
information risks in the supply chain. Subsequently cross case analysis is performed by
concurrently looking at the outcomes of the withiase analysis from an overall combined

perspective, so that patterns, commonalities agdikergences can emerge across the sample.

19



0:9,9,9,9.9.0,9,9.9.9.9.9,9,9.9.9.9.9,9.9.9.9.9,0,:0.9.9.9,0,:0.9.9.9,0,0.9.9,9,0:0.9.9,.9,9:0,0.9,0,9,0,¢ XXXXX

Table 4. Perception of the main cyber and inforamatisks in the supply chain
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Table 5. Main sources of information and cybergiskthe supply chain
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Table 6. SCRM and CSCRM at the case companies
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Table 7. Security safeguards and initiatives
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Within Case Analysis

Company A

Company A shows a low perception of the probabibfy occurrence of the main cyber and
information risks. Data breach and disclosure & dhly one with a medium score, given the large
amount of relationships with supply chain partribed, according to our interviewee, can increase th
likelihood of leakage of data. While this is ackresdged for all stages of the supply chain, our
interviewee pointed out that for Company A thisrssdo be more critical on the supply side, where
they have several worldwide suppliers connecteal metwork of different layers that go beyond Tier

1. Sharing information on product and process aeisignandatory for ensuring good product quality
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but on the other hand can be critical. In facts tompany generally perceives as high or medium the
potential impact on business of cyber and inforamatrisks. When risks actually disrupt the
operational life of the company they produce busdneritical effects, able to put in jeopardy their

competitive advantage.

“The impact of cyber risks on our business can tmblematic, because we base the majority of our

operations on information on products and processdch needs to be safeguarded.” (Company A)

A recent example is represented by the disclosucerdgidential information (a picture) on the desig

of a new variant of a top-selling product that ywasted on social media by an employee and quickly
became viral. Even though the intention of this leyge was only to share “great news” with friends,

this caused repercussions on the launch of thepmeduct, on the promotional campaign and on the
entire supply chain. A limited array of actions ltbbe undertaken. To contain the negative effetts o
the leakage, some details on the product and gkaging were changed by working together with

suppliers, a refreshed advertising campaign waduymed and then shared with retailers in order to
avoid disappointment with consumers. To make thissible, the company had to rely on the very
strong relationships they have with key customed suppliers to allow this changes. This shows
how important a set of strong relationships witl gartners is to ensure a quick reaction for adypee

recovery according to the principles of resilience.

“When it (an industrial secret) is out there...it'sutothere! You can’'t do much at that point.”

(Company A)

Company A is introducing as a consequence of thesteadditional training for employees, through a
programme that enables employees to identify seasissets throughout the supply chain in terms of
intangible assets and intellectual property. Itsaemh providing supply chain simulation cases on the
impact that non-compliant behaviours can have @ndbmpany’s competitive advantage and the
management of relationships with suppliers andotosts. The intention is to extend the scope of
these simulations also beyond the traditional dyaeliationships to facilitate a better understagdin
among trainees of the supply chain implicationa attwork level. This would create the conditions
for a more cyber resilient supply chain especitlyrepare participants to potential disruptiond an
allow them to maintain a robust steady-state.

Company A sees the main sources of risks (bothcinak and non-intentional) laying internally to
their business and from their supply chain partneng level of protection is perceived as even fowe
when the whole supply network is concerned, espgacidth relationships beyond Tier 1. In fact,
they feel it would be more difficult to become awar disruptions when they have no direct visipilit

on the processes, procedures and security ingmfivthe distant stages of the supply chain. Twey
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work with contractors in order to share securitlighes and they ask contractors to comply with them
Additionally, they sign collaborative agreements $haring information on security incidents and
continuity plans and they conduct audits on sumbigin partners’ security (asking the partner to
provide evidence of the adopted security procedwesgecially when data storage and sharing are
concerned). But all of this happens upstream onty ot beyond Tier 1. Still, they don’t feel they
have full “control” or visibility on what really lgpens beyond that stage.

To confront the risks, Company A has a proactiveragch to SCRM, and the responsibility for this
process is given to the various business unitss @pproach is translated into practice through the
deployment of periodic risk assessments at busimeisdevel, which concurrently take into account
the downstream and upstream supply chain. Theyups@nough information to generate specific
scenario analyses, with particular emphasis omptitential impact of the detected sources of risks.
The ownership to the business unit level allowsafanore agile response to local problems. Theae is
shared ownership of the SCRM process: the opestiepartment along with the market operations.
This solution allows for a global coverage of tieks, encompassing the supply, the manufacturing
and distribution sides. As far as the ownershighef CSCRM process is concerned, Company A
declares an involvement of IT, operations and mtadgerations. The interaction between IT and
operations can be “bottom-up” when operations piealy trigger the development of specific
procedures or initiatives for addressing local iseed for the case of a project for sharing makttx
with one key supplier, which required the activataf a dedicated protocol for data transmission and
storage; it can be “top-down” when IT develops aoigation-wide solutions to respond to top

management’s requests.

“It should be a shared development process amompgrdeents: we, from operations/supply chain,
know what it should be done and what we need fdtingathe supply chain work upstream and
downstream. We know that IT know how it shoulddredthey know how to guide and translate our

requirements, pointing out technical details thaine not able to see.” (Company A)

Consistently with their perception of high impaatlmusiness of cyber and information risks and their
proactive approach to risk management, Company @ptada comprehensive range of initiatives.
However, a lower level of adoption of organizatiomatiatives emerges from our data. While the
general information security principles are incldd& the corporate strategy to align with the
business needs and shared across departmentsierurewee declares that no visibility of plans for
investments or improvement initiatives on cyber anfibrmation security is present, since this
appears to be an IT domain. The other organizdtimiteatives seem not to be essential since top
management (responsible for those decisions) plplieél that the current wide spanning approach

and adoption of initiatives are already fit for pase and meet their security needs.
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Company B
Company B shows a low-medium perception of bothbabdity of occurrence and impact on

business coming from cyber and information rislssitas felt that the real criticality lies in keapg
customers’ records uncorrupted and secure. Thegcesgly perceive this, since they are a logistics
service provider. They handle data related to coste’ activities for carrying out their logistics
operations, and consequently they need customersigbtheir ability to handle and store data in a
secure way.

Company B believes that the same sources of cylgerdormation risks can be both malicious and
non-intentional. They point out that almost allydes in the supply chain can represent a source of
risk, since sharing of data is essential for ddiginess in the supply chain. Customers are seen
external to this process, while suppliers and emtdrs can be problematic when subcontractors and
the network of suppliers beyond Tier 1 are conakritowever, according to the interviewee it is

necessary to find a compromise that allows comgawieun their activities smoothly.

“People along the supply chain handling data canaésk, but you cannot become too paranoid

otherwise you cannot do business” (Company B)

This compromise is achieved through a reactive agmgir to CSCRM, led by IT and finance
departments, which is implemented by means of rgaticy planning. Supported by the headquarters
(providing guidelines/general policies), the busmenits are empowered to operationalize the plans
when it is required by adverse situations, withdhe to adaptably contain and reduce their impact o

business, even though these actions are mainmnaite the company.

“We had a data leakage problem a few years ago,rwbiee of our former employees joined a
competitor and downloaded our customers’ data anlaptop before leaving. While checking his
laptop our IT guy detected this massive downloadaAecurity policy, we deactivated data storage
on USB sticks and other external devices so we khatvdata shouldn’t have gone far away. To
contain this problem we formatted his laptop andsed all attachments in his-mail account.

Apparently it worked as no effects were detect@ddmpany B)

As a lesson learned from this incident, Companyelforced restricted user access within the
organization, and in case of subcontractors, ti&y r@stricted download and print of data, allowing
read-only functionalities. In this case it was thedent to trigger the adoption of security intities.
However, our interviewee pointed out that in thgarigy of the cases, customers are the ones driving
their privacy and security policies, by setting fhimciples for storing and using their data.
Consistently with the reactive approach to CSCRMmM@any B seems to focus primarily on event

management initiatives and on IT security toolsisT8hows an approach to resilience that focuses
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only on the “respond” principle, and still a mudtage concept is not applied in their practices.
However, this company recognizes the need for éurtlevelopments in the area of training, internal
awareness and external collaboration with additioritatives of people management and mentoring
and additional collaborative initiatives with subt@ctors and customers. This could be facilitéited
a clearer relationship between the investmentig gbrt of initiatives and the related benefitstibo

tangible and intangible) existed.

“It's a problem of resources and mind-set along supply chain. You want to work collaboratively

with everyone upstream and downstream, but you teagsee the results of your efforts” (Company B)

Company C
Company C presents a profile where probability @fusrence and impact on business are both seen

as relevant. This company seems to be aware afahgers coming from all sort of risks, while they
put a special emphasis on the probability of o@nwe of those risks related to the theft of intilel
property, crash of their website and failure of thenetwork. This seems to be due to the incidents
they recently had, which made them aware of thaadigtability of cyber risks and the consequent

effects.

“We operate in a tough environment and any distupttan be fatal. It's also a hostile environment,
where attacks can come when (and from whom) yout @xpect. We recently experienced an
incident causing the unavailability of service air aystem for three working days. This had severe
repercussions on our business, and we fought tdaeit to normality. A very good lesson learned,

we won't let it happen again!” (Company C)

The attack implied the loss of the website anddapability to send/receive e-mails. The domain
registry was hacked, the system settings changddtla access security records deleted. As a
consequence, the company was unable to send aveemey sort of communication/data from/to
suppliers and customers. All planning and execudictivities, including live tracking of shipments
and invoicing, were blocked. Investigations wereried out and it was discovered that the attack
came from an insider. It took three days to restbeesystem with its functionalities in a multiesit
environment, which involved coordination of IT reeoy operations across sites. Continuity plans in
terms of emergency (telephone) communications ware in place with customers and main
subcontractors so that the already planned dedisexduld be completed and that urgent orders could
be manually managed. A concern raised by our irdeee regarded the fact that they're not
completely sure of the presence of similar instmt®@dopted by other supply chain players, in case

of adverse situations.
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Customers and subcontractors are seen as relexances of cyber risk by Company C, especially in
terms of lack of control on how data is managed ased and how collaborative procedures for
managing passwords and security access informat@mmanaged. Competitors and cyber terrorists
are perceived as potential disrupting elementsghvban lead to malicious attacks. They see a yariet
of non-intentional sources, such as power outagésechnical problems, as potential internal issues
Company C stressed the relevance of adopting npxedctive and reactive approaches to SCRM.
The aim is to generate the big picture and be peeb unforeseen events, to be responsive in case
of immediate calls for action and at the same timbe able to maintain a steady-state according to
the principles of resilience. This approach iseed in the level of centralization of the SCRM
process, which combines the leading support oth#redquarters with local planning and execution
responsibilities to business units. Coherently,aage of tools is adopted, including business
continuity plan, scenario analysis and decisioasréwing to the overall approach, the SCRM and
the CSCRM ownership is shared among various depatinThe human resources department is also
involved in driving the key role that the “humarctia” can play during adversities and to retain
oversight of social media and communications wiltmers in the supply chain. This kind of solution
is also aimed, according to the company, at trgingvercome the communication limits across the
chain of supply and go beyond Tier 1 to managesiiyy means of social media and their vast reach.
Coherently with their perception of the main cybad information risks Company C adopts a wide
range of initiatives, ranging from organizationaetians to IT security tools and operational resitie.
From a supply chain point of view, they adopt atittes spanning from upstream to downstream.
They require their subcontractors to comply witkittsecurity policies in terms of data management,
privacy and disclosure restrictions. Even if theynbt conduct security audits on subcontractoes) th
rely on ISO 27000 certified companies only. Doweatn they have to comply with the security
policies of their customers; even though the coamgié process is mainly customer driven, they have
a proactive approach to this, which implies thatyttpromote their solutions to customers as
facilitators of integration, through collaborativegreements based on secure data sharing via
developed/customised interfaces. From the eventagament perspective, Company C has
communication procedures in place along the suplplin. In particular, incident logs are produced
and shared with partners where appropriate: theskide risk registers, details on operations,
implemented recovery actions (from a managerial ldngderspective) and achieved results. Again,

concerns were raised about the presence of siaplaioaches in the extended chain of supply.

Company D
Company D shows a medium-low perception of bothbabdity of occurrence and impact on

business of risks. However, they have a highergptian of probability and impact of risks related t

the IT system since they rely on a massive amofudata for their international shipping operations
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managed through the system. The same was not lsaid #heir website, as it was admitted that they
probably don’t use the website enough for commérgemainly for providing information. It would
be expected to move more activities with custorttexaugh a web portal in the future, and risk would
certainly rise.

Company D recognizes the relevance of non-inteatidsks, and points out that these sources of risk
can be difficult to be protected against. Accordiogour interviewee, current employees can be

trusted against malicious attacks, but it was gaoirtut that unintentional situations have occurred.

“We trust our people but we had unintentional casdeere e-mails went out to the wrong person
disclosing sensitive information, or when someamadd the firewall off to speed activities up.”

(Company D)

Being a shipping company, they feel exposed tocgsuof risk coming from foreign nation states,
intelligence services and hackers/hacktivists. T$hisspecially critical, according to our interviessy
when they have to exchange information at ports vgibrt operators, which are perceived as
vulnerable to cyber-attacks. In many cases arolwedworld their communication channels are
outdated or relying heavily on unencrypted satekibmmunications. This creates situations where
port operations can be hacked and blocked withrecegsions on the service level provided by the
company. Company D says they are always proaciive,devolve the process to the local level to

deal with location specific issues.

“We tend to react by building our actions on theegific needs of the situation and of the location
where we're operating: we need to be flexible ie thay we respond when things go wrong,

otherwise we struggle to recover.” (Company D)

The plans are shared throughout the firm for beattge and reviewed semi-annually by top
management. There are no specific tools that thedmploys, as each case is reviewed on a case by
case-by-case basis. In Company D the logisticsabpeis group is highly involved in the SCRM
process. The finance department is also involvet ntainly focuses on issues relating to currency
fluctuations. Top management and IT are the onpadenents involved with CSCRM.

Company D shows a focus on IT security tools, I'Eragional resilience and event management,
while it lacks of engagement internally with orgaational initiatives, training and awareness, and
data management. Hence, it seems that this compapypartially complies with the principles of a
multi-stage approach to resilience.

However, they subscribed to an insurance policytHeir data, and declared that this is connected to

the nature of their business rather than coming asquest by supply chain partners. Company D
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thinks that most employees are cyber-aware, buhatledges the relevance of non-intentional

behaviours that need to be addressed through ajdsotraining programmes.

“An errant click on an e-mail attachment could iottuce a virus and damage the system.
Participating in this study has prompted a rethimk providing an awareness training programme,

even if informal, with e-mail notices of cyber issti (Company D)

Externally, Company D recognizes the need for imioig the level of compliance and awareness
along the chain of supply, but this requires alscetiort from supply chain partners. On one side,
they require their customers and subcontractocetaply with their security policies in terms of dat
and communication encryption. While larger custsrame usually aligned with these requirements,
smaller customers and subcontractors tend to be problematic in this regard, and they tend to lose
control and visibility on their actions and iniiias. In those cases Company D includes
communication protocols to reduce the risks of mt@dled flows. On the other side, given the
vulnerability of ports, they have introduced somieliigence for mapping the more vulnerable ports.
If possible they tend to avoid them (usually smigblerts). Larger ports are perceived as more secure
but relying only on those ports can have effectshenoptimization of the shipping operations, with
repercussions on costs and service level. They thisiy could establish collaborative agreements
with customers (especially) to allow an allocati@mi flows that encompasses concurrent
considerations on cost and service but also riskuitd a more resilient allocation of the flows.
According to our interviewee, better visibility othe return of investments related to the

implementation of such initiatives would facilitatesir adoption.

“Securing the supply chain is a two-way street witith customers and suppliers checking/auditing
each other. It takes time and effort to achieve etbing, all the parties involved need to see the

benefits.” (Company D)

Company E
Company E generally regards probability of occuzeeas low, while it seems to view the impact on

business of cyber and information risks as critfoalsome risks only. In particular, crash of wébsi
and failure of company’s IT network are perceivedia most crucial ones, as you might expect for
an online retailer, with the website and IT systdasg the “lifeblood” of the company. They also
pointed out that although the probability of thebsite crashing was low, this was due to the large
team in place to make sure this event does notdmapr if it does, they can react and recover as

quickly as possible.
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“We work on-line. It is vital for us to have ourcemmerce platform always working securely. For
this reason we have a dedicated team to keep thsit@esecure, or to rectify problems in minutes if

and when they arise.” (Company E)

They also point out that according to their peripeowithin the supply chain, maintaining secure
customer records is critical due to the trust ausic (final consumers for them) put in the company
when they buy online. Company E recognises thaswwoers are very aware of cyber risk and
identity theft. Although data is encrypted and thhus probability of occurrence is seen as low,aher
is a perceived risk that must be dealt with, eglgcin terms of impact on the reputation and
credibility of their whole supply chain. Companynites that their website/IT system is constantly
being attacked/probed, and these attacks are etandappropriate logs, but it hasn’t brought tite s
down yet. The impression is that these intenticai#hcks are on the rise. There has been the
occasional technical outage, but any have beehat duration. Again, they point out that therais
dedicated security team (including IT) to deal witbse threats.

To confront these challenges, Company E has tgegut in a proactive SCRM system in the
beginning, in an attempt to adopt a multi-stageregqgh to resilience. However, the company now
states to being reactive to new threats mainlyutpnoad-hoc interventions for containing the impact
of disruptions (e.g. looking for alternative suppdi or service providers when the main ones are not
available), focusing mainly on the “respond” andcwver’ phases of supply chain resilience.
Decisions are taken centrally at the headquarexsl,| and the ownership of the SCRM process is
shared between top management and operationsibsgiSpecific tools for SCRM are not adopted as

the involved departments feel they are under resalr

“We would like to use more tools and approachesiianaging supply chain risk, especially mapping
tools, but we would need more resources for devgdopnd implementing these tools. If we had those
tools in place we could be more aware of the pakrihreats and be proactive in managing

unexpected event, instead we're just firefightiad bvents.” (Company E)

As far as the ownership of the CSCRM process iceored, various departments are involved,
including IT, finance and purchasing, while the gyhain director is accountable. Coherently with
the adopted reactive approach and their percemtiche criticality of their e-commerce platform,

Company E adopts a wide range of initiatives, nyafioicusing on IT operational initiatives, IT

security tools, data management and event managelnisninteresting to underline that Company E
is the only one in our sample employing the roleC#B0 in their organization. Again, this may be
connected to the above considerations relatedeio thcus and activities, and it could represent a
basis for developing a more pervasive approach ytoerc resilience that could overcome the

limitations above mentioned. In fact, currently extlorganizational initiatives, training and intdrna
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awareness are less adopted. From a supply chapguotive, Company E declared that downstream,
since they're directly consumer facing, they ddwdve in place traditional tools to require custamer
to comply with their policies. However, they offegcurity solutions to consumers (e.g. requirements
on the strength of the password when customers @peraccount, secure payment channels,
encryption of data). Upstream, they require suppléad contractors to comply with their privacy and
security policies, but they do not undertake anjaborative initiative with them. Our interviewee
explained that the large number of upstream playetkeir supply chain adds to the complexity of
implementing such initiatives. This hinders the @it and promotion of collaborations along their
supply chain towards enhanced supply chain resiiem the cyber space. They claim that this is even
more critical when relationships that go beyonddiiad of Tier 1 are concerned. As a consequence

they leverage the internal IT security side to de#h and resolve potential issues.

Cross Case Analysis

Cyber and information risks in the supply chain

By concurrently analysing the whole sample, datasthat the probability of occurrence of the main
risks is perceived as lower than the impact onrass. It appears that companies are more worried
about the effects of incidents than the chancenciflents happening, even if literature reports that
incidents are growing in frequency (Gaudenzi amili&ho, 2017).

This seems especially true for those risks sucbuatomer records compromised and the failure of
companies’ IT network. These are perceived as tbst misruptive ones by the sample companies,
and with the latter being also generally perceiwéith a high level of probability of occurrence. It
seems that the perception of cyber and informatgks is mainly related to the IT infrastructurdesi
consistently with the involvement of IT in all coamies. From a supply chain perspective, the
concerns regarding customers’ records compromiseitt de due to the impact on reputation and
competitive advantage that a cyber-attack coulde hdmwnstream in the supply chain, especially
given the negative effects that could jeopardieeréiationships with customers.

It could be expected to see a similar attitude algh respect to the upstream stages of the supply
chain. However our sample companies are less coadeabout risky events that could affect
suppliers’ records. By looking at the nature of twmmpanies, Company A (manufacturer) and
Company E (retailer) show high perceptions of tigacts of cyber and information risks on their
business, while Company B and Company D (logistesvice providers) have a low/medium
perception of both the probability of occurrenced ghe impacts. Company C (logistics service
provider) shows a higher level of perception oksign general, and this could be linked to the fact
that they've been recent victims of attacks.

We propose that that the exposure to incidentstafthe level of perception of risks, raising teed

of awareness compared to other players, espedcialfiar as the effects of incidents are concerned.
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This is something suggested by the literature €laimven, 2013), but reinforced by our findings that

present an original view by means of novel dataeyatd during our case studies.

Main sources of cyber and information risks

From an overall perspective, all companies cleatgntify the presence of the so-called “enemy
within”. Employees (current and former) are seeraarain source of cyber and information risks,
due to both malicious and non-intentional actidhss interesting to notice that according to our
interviewees, also non-malicious behaviours by eyg®#s are a considerable source of cyber and
information risks. This seems to be a common fegedicross the sample, probably given the difficulty
in controlling risks connected to these sourcesnahey inadvertently put their companies at risk.
Our work enriches the current body of knowledgepbssenting these findings that find confirmation
in the literature, as highlighted also by Hagipal. (2016): we offer insights that clearly show how in
several occasions employees do not even realizeh#iee been manipulated and or that they have
inadvertently disclosed sensitive information, s@a@ems they're not “prepared” according to the
principles of supply chain resilience. This lack‘pfeparedness” could also mean that companies are
not completely aligned with an evolutionary resilie approach, given that they seem to struggle in
having an adaptive capacity to the changing sitaatin their own workforce.

We propose that, even if a source of cyber andnmdition risk lies internally to the focal company,
the effects of risky events generated by this segennot be contained within the boundaries of the
company itself and spread across the whole chasupply, both upstream and downstream. These
events represent actual “black swans”, which arallehging to recover from when they occur

(Gaudenzi and Siciliano, 2017), as the exampl&sonfipany A and Company C demonstrate.

A commonality emerging from our analysis that atidthe current body of knowledge on cyber and
information risks lies again in the supply chainrgpective. In fact, across the sample there is a
consensus on the criticality of those sourcesséfrthat lie in the upstream stages of the sugpyne
especially when suppliers or contractors beyondlibe 1 are concerned. One of the main literature-
acknowledged barriers to enhanced supply chailierese (i.e. lack of visibility — Aliet al, 2017)
emerges from our cases.

Building on our findings, we propose that espegialhen subcontractors and the other players in the
distant stages of the supply chain are concerraatf, &f visibility and control makes these supply
chain players to be perceived as a major sourceyloér risk (both malicious and non-intentional
actions). These sources can be represented algwitlmal infrastructural nodes (e.g. ports) and
organizations handling data there (e.g. port opesgtas shown by the case of Company D and their
concerns on ports/port operators and the relatestading effects due to cyber disruptions.
Companies feel particularly exposed to risks coniiogn these distant sources, especially because

they feel that their Tier 1 partners are not alwalyle to have full control, as pointed out by Compa
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B. Concerns regard also how risk propagates andateig upstream and downstream in the supply
chain, as a consequence of lack of visibility, cliraition and control in the extended supply chain.
This constitutes interesting evidence, which gagghd the insights proposed by the literature @ th

works by Han and Shin (2016) and Tukamuhabwal. (2017). Our work offers a more holistic view

on the end-to-end interactions among supply chatora and on the mechanisms driving these
relationships. From a practical view, our findiradso stimulate companies in supply chains to extend
their traditional arm’s-length transactions towamsre coordinated approaches to supply chain
resilience at a network level, with the aim to @eene the mentioned barriers preventing companies

from achieving enhanced resilience (&lial, 2017).

Approaches to SCRM and CSCRM

From an overall perspective, from the performedrinews it appears that companies are aware of the

growing importance of cyber and information rishksthe supply chain. They also acknowledge the
significance of adopting a structured holistic aggmh to manage them, offering a novel view from
the field that shows an interesting alignment \lith literature (Bartol, 2014; Soomeb al, 2016).
Notwithstanding this unanimous recognition, ourssroase analysis shows that a consistent approach
to SCRM is not adopted across the sample compaaigs,a mixture of reactive and proactive
approaches can be detected. This is tightly cordesith the approach to the concept of supply chain
resilience adopted by companies. From a combined af the findings, it appears that only a few
companies have a focus that embraces all the plofigesilience discussed in the literature, while
others tend to concentrate more on the “respond™getover” phases (Ribeiro and Barbosa-Povoa,
2018). This focus on the “respond” and “recoveragds seems to suggest again that companies
haven't developed that long-term adaptive capa@gvoudi, 2012) yet, so they are not able to be
“prepared”, to “maintain” and to adapt to the cootus changes and inner tensions of a turbulent
environment such as the one studied in this rekeémcthis sense, our work presents an interesting
contribution to theory and practice, since it affersights on the level of development of this digap
capacity by companies, when it comes to cyber afmtrmation risk management, while the literature
is lacking of discussion on this area.

It seems that more uniformity is present with refee to the level of centralization, with the
headquarters supporting business units for fa@ogllneeds in the majority of the cases. In terms o
ownership, it is interesting to notice that coresigly with the level of centralization above, thesa
considerable involvement of top management in thaeoship of the SCRM process (mainly for
sponsoring and reviewing purposes). We note algidaspread involvement of operations, supply
chain and logistics in terms also of accountabilitpwever, this level of involvement of the supply
chain-related functions is not reflected in the evghip of the CSCRM process. The IT department is

involved in the CSCRM process within all the invgated companies. On the contrary, only in
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Companies A and Company E supply chain relatedrtiapats have a relatively active role in the
concerned matter, with the supply chain directeoived at Company E.

This partially confirms the existing literature, iah reports the commitment of IT (e.g. BCI, 2016),
but also extends it by showing that currently saompanies are moving towards a more holistic
approach to CSCRM in their organizational strugtat®wing for a richer set of supply chain-related
details that inform the CSCRM strategy (Sooratal, 2016). A good example of how this can be
achieved is represented by Company A and theirurexof “bottom-up” and “top-down” approaches
in the development of IT initiatives for managingks along the chain of supply: this allows the
supply chain world to feed relevant informationtbair security needs into the technical world of IT
However, the supply chain department is not fullyolved yet in the decision making process
concerning investments to CSCRM. As a consequemnre bur cases it seems that the majority of
investments mainly regards the IT domain. It alseeges from our case companies that the adopted
approaches do not envisage any involvement of mes® and/or suppliers in the design and
implementation of initiatives. So they tend to lagher limited in the scope of the involvement of
parties external even to the focal company. Accaydd the literature this “isolation” in the appcba

to the decision-making process could potentiallgvpnt companies from achieving resilience
(Ribeiro and Barbosa-Povoa, 2018). Through ourdtigation, we also found that this isolation also
prevents companies from being prepared to changdram being able to continuously adapt to the
tensions present in the overall supply chain beytrd dyad, and this constitutes an important
extension to the current theory and practice.

Hence, it appears that the management of cybeirdodnation risks (within companies and along
the supply chain) is mainly seen as a domain ofTtaepartment. Building on the collected evidence,
it emerges that decision making is led by IT andsoiation from supply chain partners: hence, we
propose that this leads to ignore supply chain ayos and ultimately it negatively affects supply

chain resilience.

Companies’ initiatives to manage cyber and infoioratisk in supply chains

By concurrently looking at the adoption of initiss as reported in Table 6 as a whole, it immelgiate
appears that event management initiatives are &dbypted across the whole sample. This indicates
that all companies have in place procedures antkpses to manage the consequences arising from a
risky event. This seems to be in line with thertitare (BCI, 2016), which reports that a large nemb

of organizations have business continuity arranggsnm place to deal with cyber and information
risks and responds to the principle of situati@avedreness (Herrera and Janczewski, 2015).

However, our evidence suggests that companiesareune about “how far” these initiatives can go
and reach the network especially beyond the dy&eyTalso question if these initiatives are bi-
directional through joint relationship efforts (Stten and Schilder, 2015), or only pushed by the
proposers without any guarantee on the recipragityhe approach (as highlighted by Company C).
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This seems also to suggest that companies havéogdedean approach to supply chain resilience able
to cover the “respond” and “recover” phases onljbéRo and Barbosa-Povoa, 2018), but not to
develop a long-term adaptive capacity to addres®nly disturbances but also continuous changes.
Categories such as data management (especialbrrims tof control measures on user access), IT
security tools and IT operational resilience showigher degree of adoption across the sample,
compared to categories such as organizationalatiwgis, training and internal awareness, and
compliance and external awareness.

This suggests that the majority of CSCRM initiasivseem related to the IT domain. It also suggests
that organizations seem very much focused on “fitémg themselves”, rather than leveraging a
wider range of initiatives to extend the protectioom cyber and information risks to the supply
chain beyond the focal company and the dyad. Whikeis confirmed by Lintoret al. (2014), our
findings also confirm that there is lack of a histisapproach to the subject matter, as indicated by
Soomroet al. (2016), and provide a picture that clearly showes ltoundaries of companies’ actions,
extending what it is available in the literaturddy.

This is also reflected by the details of the adopirganizational initiatives. The sample companies
haven't yet introduced the adoption of the “chigbrmation security officer” (CISO) as a formalized
professional role, apart from Company E, which padnout that this is something related to the
strong focus of the company on the e-commerce wdteé other interviewees pointed out that a step-
change towards a more holistic, pervasive and wjmaning approach to CSCRM could occur with
the presence of a CISO, with better integration iamdlvement of the different organizational units.
Internally, it is felt that the operations/supplyain departments could have a greater involvenent i
the CSCRM process. According to the interviewdessd departments are not necessarily supposed
to lead the CSCRM process, while the CISO shouldthee “champion”, i.e. the most suitable
professional taking a coordinating role betweenThdepartment and all the other business functions
The involvement of the operations/supply chain depents is essential in the definition of the
requirements of appropriate IT systems and ideatiion of the criticalities when sharing and
managing data in the cyber space with supply cpaitners. Externally, this would allow facilitating
the involvement or communication with suppliers @adtomers, and providing an understanding of
the supply chain dynamics to promote the CSCRMaitves beyond the boundaries of the focal
company stretching also beyond the dyad. This caidd enable the development of a long-term
adaptive capability according to an evolutionarsilience view. Hence, our work offers an important
extension to the existing knowledge and to theesurpractice, by offering a novel view on the role
the CISO and the architecture of the relationshipshe supply chain with reference to the
management of cyber and information risk accordting more holistic approach.

The discussed points would have positive implicaticalso from the perspective of external
awareness initiatives. From the collected evidelitcappears that companies are able to manage

external awareness initiatives up to a certaintpaihich in the majority of the cases is represgnte
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by the first tier, i.e. dyadic level. Companies aggmerally achieve a certain degree of alignment
(Pradabwongt al, 2017), by requiring suppliers and customers tomg with their security policies.

In some cases they conduct security audits on guplphin partners and devise collaborative
agreements/arrangements with supply chain parfoesecurity (see for example Company C).
However, as mentioned above, they all declare tarsble to extend the concept of alignment
beyond their direct contacts, in other words beytheddyad. This confirms that an extended holistic
approach is still something missing also with refee to this category of initiatives. It seems #iht
the case companies invest on securing the suppin tloth upstream and downstream, with the latter
often driven by customers as shown in the caseoaifgany B. But when they are the ones driving the
implementation of formal compliance audits along supply chain, besides facing challenges in
going beyond the dyad, it appears that they terstirtmgle in operationalizing the idea of complnc
They also seem to be hampered by the trade-off detwsecurity and performance of
communications and execution of activities at symplain level, as declared by Company B. Hence,
we propose that the presence of the CISO workingety with the supply chain department could
facilitate a more holistic view of the whole CSCRivbcess, allowing for: moving away from the “IT
domination”; overcoming decisions taken and initiegé implemented in isolation within the focal
companies; developing a long-term adaptive capaaitgt ultimately leading to better cyber resilience

in the supply chain beyond the dyad.

Better supply chain resilience can also be achigienugh supply chain coordination (Adit al.,
2017), which in turn can be built on synchronizatend shared and mutually-created knowledge
(Herrera and Janczewsky, 2015; Scholten and SchiRlEl5). These factors are not completely
reflected in the set of adopted initiatives by themple companies. If, on one hand, sharing
information and data to create that shared knoveeslgecognized to improve supply chain efficiency
and effectiveness (Kembro and Selviaridis, 2015y, d¢he other hand collaborative
agreements/arrangements with supply chain pararergssential for companies to be reassured that
data and information sharing will not negativelypmat their level of security and privacy, as stess

by the literature (Barkataki and Zeineddine, 200%).the contrary, it could also prove to be a fool
strengthening the level of protection and truskeasrage for better managing incidents and allowing
for better resilience (Alet al, 2017). Such an approach should extend beyondupply chain to
embrace the whole supply chain network beyond Tjéncluding subcontractors, suppliers, and also
customers.

However, from our analysis this seems to be veryffam being a reality, and this constitutes
evidence not present in the current body of knogéedt also appears to be a common pattern among
the sample companies, regardless the stage ofufidyschain in which they operate. The sample
companies (see for example Company E) highlighted this could be linked to the level of

complexity of their connections with suppliers, esplly when the tiers beyond the dyad are

34



concerned. Consequently they prefer to protect wiet directly “see” instead of trying to manage

the complexity of their connections upstream, tigftomethods and tools for reducing this complexity
and prioritizing the most critical links. The “naéli’ loss of control and visibility of data and

information as you move further up or down the s$ypghain should be compensated by the
trustworthiness (Windelberg, 2016) of appropriateused data sharing systems and collaborative
processes (Barkataki and Zeineddine, 2015). Heweepropose that conformance to standards,
certifications and collaborative practices for arenooordinated approach at the network level could
also facilitate more information sharing across sa@ply chain at network level, assisting in the

exploitation of the value of information for bettesilience.

Another piece of evidence emerging from our craseanalysis is the necessity to introduce training
programmes for employees, to educate them in theaouse of the available technology, tools and
systems (cyber hygiene). Given the raising concabiosit the “enemy within”, companies seem to be
considering the implementation of appropriate mkrsecurity awareness training programmes for
employees.

However, as it emerged in the case of Companyahitrg shouldn’t be only focused on an internal
development of people, but should empower employeegppreciate the impact of their behaviour
and actions on the entire supply chain (e.g. bivehg training programmes and simulations able to
tackle these challenges and to help employeeseimking the boundaries of their workplace). Hence,
we propose that this kind of initiatives should di&ared with supply chain partners to allow for a
more “educated” supply chain overall, which wowddd to a supply chain better “prepared” and able
to “respond” and to continuously adapt, accordmthe evolutionary resilience view.

In fact, people need to be educated to avoid cgbeurity non-compliant behaviours, usually more
convenient, less time consuming and perceived &s productive in terms of performance and speed
of business. A common non-compliant behaviour idomk for better network performance by
disabling protection tools (e.g. antivirus, firelyalvhich generated a debate in the literaturehan t
trade-off between network security and performael Security, 2014). In line with the literature
(Windelberg, 2016), these cyber security non-coamplbehaviours are also connected to deliberate
choices based on implicit trust assumptions, whedd to underestimating the consequences of
actions internally but even more importantly on supply chain, and to be “unaware victims” of

social engineering attacks.

Finally, in the selection and implementation of mympiate initiatives, it emerged from our sample
companies that it is important to identify a godtdbbtween investments in these initiatives and the
level of cyber risks in the supply chain. As suggesby the literature, this fit, which is defined a
balanced resilience, is affected by the naturdefiusiness and its supply chain (see for exarhple t

case of Companies D, which adopted a data insurnaramiuct given the nature of their business).
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From our interviews it also emerges that this bedashould be explicitly shared with supply chain
partners. In this sense, in a connected suppiyhdhaiconcept of balanced resilience should eviolve
the concept of cyber supply chain balanced resiéierwhich represents another novel element
emerging from our original work. This can be expegbas the focused application of the mentioned
“right fit” between level of risk and investments SCRM process to the cyber space that connects the
supply chain players at a network level. From dudsg, it emerges that at the moment companies
tend to work on the balanced resilience at a femel, extending in some case at a dyadic level with
Tier 1 partners. Hence, we propose that the exderd the balanced resilience concept to embrace
the supply chain network would lead to improved @8 and in this sense we extend the current
knowledge through the proposal of the new concdptyber supply chain balanced resilience.
Literature recognizes the value of extending tbiscept to the network level (Hanf and Dautzenberg,
2006; Pradabwonet al, 2017).

Conclusions

In this research we addressed the management ef eyl information risks in todays connected
supply chains, through multiple case studies, g aim to push the boundaries of supply chain
research and practice. This allowed extending amdldping the theory on the subject area as a
combination of SCRM and resilience, and informatitsk management. In doing this we also filled
the identified gap in the literature, which lacKscontributions that address CSCRM from a supply
chain and not solely from a technical perspectivel we extended supply chain knowledge beyond a
dyadic perspective.

Our study in fact furthers our understanding of shbject matter, laying the first foundations tedh
light on the studied phenomena and it stimulatethén research on the topic. Also, our investigatio
provides the scientific and industrial communitieigh empirical data on this under explored matter,
embracing the challenges posed by rapidly chantgognologies that directly affect supply chain

management. This investigation provides both themaieand practical implications.

Theoretical implications

To begin with, this study contributes to theoryextending the current theory on the field through a
combination of the theories on SCRM and resiliemcé information risk management. It adds to the
SCRM and resilience theory since it is specificétigused on one of the main risks (i.e. cyber and
information risk) that are now very high in the agea of companies (Trombley, 2015), and that have
been recognized but overlooked by the literaturgjdgopalet al, 2017). It adds to the information
risk management theory since it addresses the ewmmigsue of cyber and information risk in
massively connected environments through a holigiproach including technology, people and

processes at an extended supply chain level treg geyond the dyad. As a result, researchers can
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now appreciate the uniqueness of CSCRM comparedetdraditional approach to information risk
management.

Second, this is one of the first studies focusingte concept of supply chain resilience connetted
cyber and information risk management, which is ethiing missing in the existing theory on supply
chain resilience. Building on the definition of glypchain resilience and related theory, this stody
investigated how the concept of resilience andgltases are deployed in the CSCRM process. Our
empirical results show that the advocated multystapproach to resilience including the phases of
“prepare, respond, recover and maintain”, leadmgtlong-term capacity to adapt to continuous
changes and inner tensions of today’s complex msystes far from being pervasively adopted.
Companies in fact, appear to be focused mainly hen “tespond” and “recover” phases. It also
emerged that resilience driven actions and rel@8€RM initiatives have been implemented by
companies in isolation, and consequently this séemsevent organizations from achieving resilience
at a supply chain level as far as cyber and inftionaisks are concerned.

Third, our study stresses the importance of undedstg the role of people in the supply chain wathi
the CSCRM process. Previous research has identifiedan resources as pivotal elements for
advancing information management in companies anghanities (Happet al, 2016). However, as
an extension to the existing theory on SCRM andrinftion risk, our research showed that the
impact of human behaviours can hardly be contaivigiin the boundaries of the single organizations
or dyadic relationships, but on the contrary camegate risky events that affect the supply chaia at
network level. It also showed how difficult prediy or controlling the related risky events and
consequences is when these propagate across thly sinain. This is especially true due to the
complex and massively connected structure of modgobal supply chains, which calls for an
extended holistic approach leading to enhancetieess.

Fourth, our investigation extends the current theor the subject by providing an overall view oé th
approach to the deployment of cyber security itités. Our results show that companies are mainly
investing in IT initiatives, and that decisions aedjng the investments on security initiatives are
mainly in the hands of the IT department. Existoantributions focus primarily on the punctual
implementation of clusters of actions and the ulytey decision making process (e.g. Mukhopadhyay
et al, 2013; Keegan, 2014; Kim and Im, 2014). From @serrch it emerges that a holistic approach
to the deployment of initiatives is needed. A syeminvolvement of the supply chain department in
the decision making process (potentially with a @l8ading) is advocated to allow for a pervasive
and network-spanning supply chain perspective @nGBCRM process. This could eventually lead to
better supply chain resilience also through a bettploitation of the value of information.

An unclear relationship between the required effoand investments in initiatives and the
tangible/intangible benefits coming from their implentation emerged too. This especially applies to
those initiatives that go beyond the level of tharep IT solution, software or infrastructural

intervention and reach some non-assessed areaaspeople working in connected organizations. In
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fact, previous contributions are focused on thalstof the return on investment or on models for
making economically rational information securitwéstments (Yeet al, 2014). This finding is
linked to the relevance of a supply chain perspectnd confirms the need for ways in which real
benefits should be isolated for enabling decisia@king. This should be done also by analysing the
level of risk of the supply chain in order to idénthe most suitable investment initiatives. Thisl
allow companies to achieve cyber supply chain le#drresilience and to define appropriate cost-
benefit sharing mechanisms among the partners eofstipply chain, when CSCRM initiatives are
adopted in a collaborative way; something thatentty is missing in the existing theory.

Finally, existing literature has appreciated thenptexity and the multi-faceted nature of cyber and
information risks and the related sources of r{@@yson, 2014), but no previous study has provaled
rationalization of these items in order to makessent this research subject. The present studytadds
the existing theory by producing a classificatidrttee main cyber and information risks and sources
of risks, built through a literature review thaats a supply chain perspective. According to tife,
extent of cyber and information risks and relatedrees well beyond the boundaries of the focal
company and dyadic relationships emerges, andrnds®a can use this classification as a reference
framework for future investigations. The same agspto the suite of identified initiatives to mamagi
cyber and information risks along the chain of sypprevious research has mainly provided an
overview of the various initiatives in a scattengdy and from a technical perspective, and focus
especially on the internal side of organizationsif@n et al, 2014; Soomret al, 2016). By adopting

a supply chain perspective, our work succeeds dpgsing an exhaustive yet agile representation of
the various initiatives that companies operatingannected supply chains potentially have at their
disposal for addressing cyber and information risgeing beyond the boundaries of their

organizations at a supply chain network level.

Practical implications

First, the imbalance towards the IT side of CSCRMeed, while the discussed examples show the
importance for companies to look at cyber and mfron risks also from a supply chain perspective
given the negative effects of risky events thatagracross the chain of supply. Concerns included
lack of visibility and control beyond Tier 1 andvineisk propagates in the various layers of the supp
chain when it originates in distant stages. Hent@pagers and employees should stretch their view
outside the traditional boundaries of their “silattivities. Rather than focussing on the technical
aspect of CSCRM within the boundaries of the famahpany, organizations need to adopt a holistic
and extended approach to contemplate the sourcegbef and information risks. They also need to
consider initiatives to cope with these risks bgking at the whole supply chain beyond the dyad and
at the whole spectrum of factors involved (inclugdimeople and their potential impact on the entire
supply chain). The set of adopted initiatives staudntemplate the four phases of the modern concept

of resilience (i.e. prepare, respond, recover aathtain). They should also be bi-directional throug
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joint relationship efforts. It means that all pans involved in a critical link should be involvedthe
design and implementation of measures to manager eytal information risks, in order to remove that
isolation that prevents from developing a long-teaglaptive capacity and achieving enhanced
resilience.

Critical links and most problematic “paths” fromcgber and information risk perspective in the
supply chain could be identified through tools sashbig data analytics, for example. These would
allow managing the complexity of the massive cotiaig of modern supply chains and allow
decomposing the “overall picture” to target the meitical points first. This would permit compasie
to prioritize their initiatives to extend their CB®! practices to partners beyond the Tier 1, and
facilitate a bi-directional CSCRM process througimf relationship efforts.

The adoption of security initiatives related to thetechnical infrastructure should be considereca
tool for leveraging the CSCRM process, and notuitimate objective of the implementation of a risk
management process. Companies should work on ti®igent adoption of a suitable and secure IT
infrastructure combined with the development ofatmrative and external awareness initiatives with
partners to achieve better supply chain coordinaffdnrough supply chain coordination mechanisms
and secure communication tools, companies couldrdge the value of information. Information
sharing could be exploited as a tool to improveghared knowledge and synchronization to support
the CSCRM process and enhance companies’ resil@ned its four phases.

As a further practical implication, managers argedrto invest in people to turn employees from
sensitive targets or unaware disruptors to cyberrawguardians of the cyber security of their supply
chain. This should create awareness of the wholef $eplications deriving from their actions thag
shown by the discussed examples, have severe adty ltantrollable repercussions also on the
activities of supply chain partners beyond the dyad this aim, the involvement of the human
resources department seems to be a relevant fastshowed by some of the investigated companies.
Moreover, along the same lines, human resourcesrisiegnts could be seen as critical for exploiting
their capability of controlling and leveraging these of social media as tools for sharing and
distributing information across the extended sumpigin, making the most of the vast reach of these
communication media.

Further, for a successful decision making proceesjpanies need to find an appropriate balance
between required efforts and costs, and tangilbéeigible benefits related to the adoption of the
initiatives, according to the concept of balancedilience as previously discussed. Our findings
suggest that this relationship is still quite uacland consequently as a fourth practical coniobut
our study invites organizations to explore the eraff between efforts and benefits. In doing tlais,
holistic approach is necessary, and consequerglintlolvement of the supply chain department in the
decision making process is crucial for embracing ttast range of implications that CSCRM

initiatives can have. At the moment it appears thetstment and decisions regarding this matter are
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mainly an IT domain. This could be also a drivarifoplementing collaborative actions where all the
partners involved have clarity on the cost-berstfiéring mechanisms and the related required efforts
As a final practical contribution, the present stymovides a complete list of cyber and information
risks, sources of risks in the supply chain antatives for CSCRM. Managers may be aware of the
potential sources of risks and actions to takdrforeasing the level of cyber security in their glyp

chain.

Limitations and directions for future research

The main limitation relates to the number of casmmpganies investigated that hinder the
generalisability of findings. Hence it would be assary: i) to increase the number of case stualnek,
subsequently ii) to carry out a wider questionnguevey. Another limitation concerns the focus of
this study. The set of sample companies is reptasem and valuable for achieving the objectives of
this research, and it allows for results that aeimfluenced by a specific stage of the supplyircioa

a specific industrial sector. However, the set@hpanies is not able to provide deep insightshen t
implications of CSCRM for different stages of thgpply chain and sectors. This could be addressed in
future research works that could focus on vertaahlyses to better explain the potential reasons
underpinning the choices made and the actions taildsr by companies.

Additionally, another limitation of our sample ispresented by the fact that it does not include
multiple players belonging to the same supply ch@ilnis could be relevant especially when supply
chains patrticularly affected by cyber and informatrisks are concerned (such as the fast moving
consumer goods sector for the amount of exchanged, @r the pharmaceutical sector for the
sensitivity of exchanged data). By overcoming tlimsitation it would be possible to explore the
implications for the achievement of cyber supplgiohresilience in different supply chain contexts.
Also, it would be interesting to conduct analysbke do shed light on the initiatives and coordioati
efforts for CSCRM within same supply chains at awoek level. In fact, our results stimulate
researchers to deepen the study of the supply coamination mechanisms at network level.
Furthermore, the outcome of the present study opsresfurther research stream the investigation on
the identification of challenges and drivers taabBsh an efficient and effective CSCRM process for
enhanced resilience in the context of cyber anarimétion risk. It would be interesting to deepea th
study of what companies need to do/implement fdergking the scope of their CSCRM process
beyond the dyad and achieve cyber resilience irwth@e supply chain, and what kind of factors can
facilitate the overcoming of the barriers to tfis. corroborate this aspect, we deem that investigat
the relationship between the efforts/investment€&TCRM initiatives and related tangible/intangible
benefits for supply chain and organizational penfmnce, through empirical evidence, would be
necessary. This should be carried out also alorth thie development of a cost-benefit sharing

framework related to these supply chain relatigmshiikewise, the development of appropriate
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performance measures to drive and enhance cykigemes in the supply chain would further help,

beyond the prescriptions and indications alreadyided by the extant literature.
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Table 1. Sources of cyber and information riskhaasupply chain

M alicious

Natural/Non-intentional

M ain Behaviour/T ask*

Current employees

Current employees

Forwarding of infected messages; sharing of accdetails;
replying to phishing messages; retrieving and stpdata on
uncontrolled devices; being victim of social engirieg

Internal Former employees Former employees Forwarding of infected messages;
ploy ploy retrieving, storing and disclosing data on uncdtgdodevices
Power outages
- NA
Technical problems
Suppliers/contractors Suppliers/contractors Unsecured data sharing and transmission
Customers Customers Unsecured data sharing and transmission
Competitors Industrial espionage, misappropriation of data iafmmation
Foreign nation states Espionage, misappropriation of data and information
External Domestic intelligence Espionage, misappropriation of data and information

services

Hackers/Hacktivists

Small and large scale cyber attacks

Natural disasters

Power outages

Technical problems

NA

*behaviours/tasks can be malicious or non-intentional depending on the approach of the actor




Table 2. Profile and background of the case congzani

Company Activities

Profile

Number of
Employees
(2016)

Annual
Turnover
(2016)

Geographical
Reach
(Suppliers)

Geographical
Reach
(Operations)

Geographical
Reach
(Customers)

Company

Manufacturer/supplien
of consumer goods

Founded over than 80 years
ago, the company operates i
a complex and global networ

of suppliers and customers in
the consumer goods industry.

This company heavily relies

on information and data to be

shared in the supply chain
regarding products
specifications, demand and
supply capabilities.

o=

> 250

>£100 M

European

Global

Global

Company

Logistics Provider
(bulk goods)

Founded around 40 years ag
the company is a provider of
bulk liquid and powder
transport and logistics
services. Real-time
information on shipments to
ensure end to end visibility

and transparency to customers

and shippers is a key succes|
factor for the company’s
operations.

o

> 250

[2)

£20-50 M

National

National

National and
European

Company

Logistics Provider
(palletized and
packaged goods)

Founded around 40 years ag
this third-party logistics
provider operates in the Fast
Moving Consumer Goods
supply chain. The company
operates through a network ¢
warehouses and partners in
dynamic market, which
requires real time exchange
information to ensure an end
to end efficient and seamless
logistics service.

o

=

> 250
A

>£100 M

National and
European

National

National and
European

Company

International
Shipping, Chartering,
and Forwarding
company

Founded around 30 years ag
the company provides gener.
and specialist logistics
services to companies
worldwide. They focus also
on the maritime segment of
international trade,
exchanging information and
performing transactions with
port operators.

o

> 250

£2-10 M

National and
European

National and
European

National and
European

Company
E

Online Retailer

Founded around 20 years ago,

the company grew
considerably with the rise of
e-commerce. They rely
heavily on electronic
transactions for selling
products worldwide through
their fulfilment centres in
Europe, China and U.S.

> 250

> £100 M

Asia and
European

National

National and
European




Criterion

Resear ch Phase

Design

Case Selection

Data Collection

Data Analysis

Construct Validity

Establishment of a
chain of evidence
linking the research
objectives to the
protocol and to the
results, questionnaire
developed basing on
the literature

NA

Involvement of
multiple interviewers
and multiple sources

of information

Informants involved
to seek feedback and
observations and
review the case
protocol,
demonstration of the
convergence of
patterns from

multiple data sources

Internal Validity

Research built on
recognized principles
of CSCRM and
related literature,
acting as foundation
to identify critical

factors and

Sampling criteria as
part of the case study

protocol

Multiple informants,
multiple sources of
information, use of
templates with charts

and tables

Pattern matching
within and across the|
cases, triangulation
of data, reaching
agreement among
researchers on the

outcomes of the

relationships driving analyses
behaviours
External Validity Research objectives | Clear description of | Comparison of data | NA

driving the design of
the sampling criteria,
multiple sample
criteria aligned with
the scope of the stud
to create a coherent

sample

case companies’
background and

profile

gathered from
companies operating
in different supply
chains and different
stages of the supply
chain

Reliability

Case study protocol
developed and

validated

Clear, structured and
explicit sampling

criteria

Shared interview
protocol for all

interviewers, creation
of case study

database

Formalized coding,
involvement of
multiple researchers

in the analysis

Table 3. Assessment of the empirical validity & thsearch (based on Yin, 2003; Reuter et al.,)2010



Company A Company B Company C Company D Company E
Approach to SCRM Proactive Reactive Mixed (proactive +| Proactive Mixed (proactive, bu
reactive) mainly reactive)
Level of Centralization Business Unit Headquarters Headquarters Local Headquarters

of SCRM

(support to business
units)

(support to business
units to manage local

points of failure)

Toolsfor SCRM

Risk Assessment and

Scenario Analysis

Contingency Plans

Business Continuity
Plan, Scenario
Analysis and

Decision Trees

No specific tool

No specific tools

Owner ship of the SCRM

Process

Operations and

Market Operations

Health and Safety
(responsible and

accountable),

Finance (involved)

Top management

(sponsor),

Operations and IT
(responsible and
accountable), Human

resources (involved)

Top management

(review),

operations/logistics

(highly involved),

Finance (focus on

currency issues)

Top management,

operations/logistics

Owner ship of the
CSCRM Process

IT, Operations and

Market Operations

IT and Finance

Top management
(informed), IT,
Finance and Legal
(responsible
/accountable),
Human resources

(involved)

Top Management an
IT

d Supply Chain
Director
(responsible/account
ble), IT, Finance and
Purchasing

(involved)

Table 4. SCRM and CSCRM at the case Companies



Table 5. Perception of the main cyber and inforamatisks in the supply chain

Probability of Occurrence

(® High /D Medium O Low)

Impact on Business

(® High /P Medium O Low)

Company | Company | Company | Company | Company | Company | Company | Company | Company | Company

A = c = E A B C D E
Customer
records ®) D ®) Q] ®) o o Q] Q] o
compromised
Employee
records O D € O O o @) ® @) @)
compromised
Supplier records
cor:c))romised O O O D O O D
Data
breach/disclosure P O P O O ® O O P>
Theft of
Intellectual O O o NA Q) o O o NA
Property
Crash of website| O @) o @) 4 ) @) o [ )
Failure of
company’s IT O D o o @) D O o o o
network




Table 6. Main sources of information and cybergigkthe supply chain

Malicious

Natural/Non-intentional

A | B
Current employees Current employees X | x
Internal | Former employees Former employees X
Power outages
Technical problems
A |B
Current suppliers/contractor: Current suppliers/contractof x | X
Former suppliers/contractorg Former suppliers/contractor] x | x
Current customers Current customers
Former customers Former customers
External
Competitors Competitors X

Foreign nation states
Domestic intelligence
services/espionage

Hackers/Hacktivists

Natural disasters
Power outages

Technical problems




Table 7. Security safeguards and initiatives

Company
A

Company
B

Company
Cc

Company
D

Company
E

Organizational
initiatives

Information security strategy aligned
with the specific needs of the busine

X
5S

X

X

Employ a chief information security
officer

Conduct personnel background chec

Specific data and information
insurance

Training and
internal
awar eness

Employee security awareness trainin
programme (cyber hygiene)

Procedures for protecting intellectual
property

Compliance
and external
awar eness

Require customers to comply with
your privacy and security policies

Require suppliers/contractors to
comply with your privacy and securit
policies

Conduct supply chain partners secur
audits

tyx

Collaborative
agreements/arrangements with supp|
chain partners for security

ly X

Event
M anagement

Business continuity and disaster
recovery plans

Incident management process

Communication procedures with
involved supply chain partners

Data
M anagement

Accurate record of personnel handlir
data

Secure data access and control
measures

X

Privileged user access

X

Programme to identity sensitive asse

ts X

IT security
tools

Encryption of email messages

X

Intrusion prevention systems (IPS)

Data loss prevention tools

Mobile security strategy and device
management (application awarenesg

)

X | X| X| X

Geo-location and geo-fencing contro
(firewall and VPN)

7]

Data and URL filtering (antivirus and
antispam)

IT operational
resilience

Internal recovery plan process

x

Collaborative recovery plan process
with supply chain partners

Multiple data backup

X| X [ X] X

Geographical distributed datacentreg

Virtual networks / IT infrastructures

x

Relying on Cloud systems
orchestrators

x

X | X[ X|X| X [X] X

XXX [X

Uninterruptible power supplies /

power banks

X

x




